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What Is An Exploit Kit 

ÅWhat is an exploit kit? 

ÅCollection of exploits targeting client  browser or browser plugin 

vulnerabilities over the web. 

ÅDrive-by download sites 

ÅHacking for Dummies 

 
ÅPast exploit kits 

ÅPhoenix (PEK) dates back to 2007,Siberia, Mpack, IcePack, 

Neosploit, Hierarchy 

ÅTypically fluctuating in usage and popularity 

ÅExploits and admin relatively static 

ÅEffectiveness declines with patching 

 



What Is Blackhole Exploit Kit? 

ÅTop exploit families detected by Microsoft anti-malware 

products in the second half of 2011 and first half of 2012 



What Is Blackhole Exploit Kit? 

ÅCreator of Blackhole Exploit Kit is known as "Paunchò 

ÅMost prevalent on the web 

ÅWebsense ï 65% of all exploit kit detections 

ÅMicrosoft ï Leads exploit kit families in prevalence by factor of 2 

 

 

 

Typical Kit 
Fluctuating popularity 

Exploits and admin static 

Limited evasion techniques 

 

 

Blackhole 
ñKing of the Kitsò 

Constant addition of exploits  

Features continually updated  

V     



How is Blackhole used? 

ÅAn attacker has a binary to infect victims 

ÅCould be custom or one built from a kit like Zeus or Spyeye 

 

ÅThe attacker licenses Blackhole Exploit Kit and specifies 

various options to customize 

ÅHow long? 

ÅRent or host on your own? 

 

ÅTraffic is sent to Blackholeôs landing page via one of many 

vectors 

ÅCompromised web sites 

ÅEmail 

 



How is Blackhole used? 

ÅBlackholeôs landing page contains obfuscated JavaScript 

used to profile and possibly exploit potential victim 

ÅOS, Geolocation, Browser, Plugins 

 

ÅIf the client browser or plugins are vulnerable to one of 

Blackholeôs exploits, a malicious binary is loaded to infect 

ÅThis is the binary created by the user of Blackhole, could be 

anything for Windows infection! 

 



Blackhole Service Options 

ÅAttacker can rent the kit 

ÅBlackhole author hosts the kit for a day, week, or month 

ÅEach of the above options also have daily limits of 50k or 70k hits 

 

ÅThis option offloads the overhead of having to set up 

hosting and installing the pack  

 

ÅCould benefit the attacker  

ÅFeature updates or new exploits could roll out during rental 

 



Blackhole Service Options 

ÅPurchasing the kit is also an option 

ÅTypically, this means more overhead for the attacker 

ÅDomain registration and hosting 

ÅKit is uploaded and installed ï instructions provided 

 

ÅLicense is for 3, 6, or 12 months 

ÅThe purchase is also bound to a specific domain/IP 

ÅThis can be removed for an additional fee 

 

ÅThis means exploits, features, etc. are static 

 



Backend Code Protection 

ÅHistorically, some kits are ripped from others 

ÅPHP code is the same but admin panel has a different ñskinò 

 

 



Backend Code Protection 

ÅTo prevent this, Blackhole Exploit Kit uses ionCube 

 

ÅionCube is a legitimate PHP encoding tool 

ÅProtects source code by encoding 

ÅProvides the ability license code for a duration of time 

ÅAllows the binding of code to IP or domain 

 



Backend Code Protection 

ÅQuote on the benefits of using ionCube 

ÅñProduct Developers: protect and license your code before 

distribution. Time restricting is ideal for protecting evaluation 

copies, and server/domain based locking helps secure revenue 

from multiple domain deployments.ò 

 



Vectors Of Attack 

ÅCompromised web sitesé 

 

 



Vectors Of Attack 

ÅInjected obfuscated scriptsé 

 

 



Vectors Of Attack 

ÅPlain English, or deobfuscated, script 

 

 



Vectors Of Attack 

ÅFinally, Blackhole landing page 

 

 



Vectors Of Attack 

ÅVery strong similarities between iFramer and Blackhole 

ÅSimilar code structures and sometimes the same algorithm!! 

 

 



Vectors Of Attack 

ÅMalicious email campaigns 

 

 



Vectors Of Attack 

ÅCompromised web site 

 

 



Vectors Of Attack 

ÅFinally, Blackhole landing page 

 

 



Landing Page 

Å Historically, kits change their obfuscation techniques only 

on version releases 

ÅBlackhole seems to change its obfuscation, on average, every two 

months! 

 

 

December 2010 

February 2011 

March 2011 Changed 3 times! 

April 2011 

July 2011 

September 2011 

December 2011 

February 2012 

May 2012 

June 2012 

October 2012 



Landing Page 

ÅFirst detection of Blackhole was in December 2010 

 

 



Landing Page 

ÅNext change in obfuscation was February 2011 

 

 



Landing Page 

ÅIn March 2011 obfuscation changed 3 times! 

ÅSame algorithm just minor changes in implementation 

 

 



Landing Page 

ÅAnother change in April 2011 

 

 



Landing Page 

ÅNext major change came in December 2011 

 

 



Landing Page 

ÅFebruary 2012 

 

 



Landing Page 

ÅMay 2012 

 

 



Landing Page 

ÅOctober 2012 

 

 



Landing Page 

ÅThis is what the landing page currently looks like 

 

 



Landing Page 

ÅDeobfuscated landing page code is quite extensive 

ÅFirst version of Blackhole contained just over 1,000 lines 

ÅLatest version of Blackhole contains almost 2,000 lines  

 

ÅInteresting client profiling code 

 

 



Landing Page 

ÅHopefully at this point youôve noticed the applet code Iôve 

highlighted 

Åvalue='e00oMDDmuXkN.Rm_NuVqRmDBVoeoju8gW6h83é 

Åvalue="iNN/%wwZRYX:kXErDwbE/i/BL9XY7P9Yé 

Åvalue="Mjjdo##JO1ZsVOsVV#wsdMdCRWfD&/W1é 

Åvalue="vssMlgg=9Po9Pd59PdB=gOFU6gYPMvM-Vcd=G6cré 

Åvalue="rOOSqttzw5&EklEkkt?ESrSIWAfnU-Ané 

Åvalue=ñhttp://.... 

 

ÅThese are generated by a Java Obfuscator called Allatori 

ÅIn particular Allatori string encryption is being used to obfuscate 

URLs in the applet code 



Zero Day Bonus 

 
ÅJava 0-day (CVE-2012-4681) was 

actually first discovered in a kit 

called Gondad Exploit Kit. 

 

ÅIncorporated into Blackhole 

within a week! 

 



Zero Day Bonus 

 
ÅJava 0-day (CVE-2013-0422) was 

shared on underground forums. 

 

ÅPaunch put it in as a ñNew 

Years Giftò ï Brian Krebs 

 



Admin Panel 

ÅCaptcha required for login 

 

 



Admin Panel 

ÅTraffic stats, load success rate, and something extra 

 

 



Admin Panel 

ÅThree different advertisements shown in this panel 

ÅIframe or script encryption services 

ÅHosting services 

ÅMass domain registration services 

 

 

 

ÅAll 3 of the services seem to be targeted to Blackholeôs 

clientele 

 

 



Admin Panel 

ÅDoItQuick: a private mass registration service 

 

 



Admin Panel 

ÅCrypt.am seems to also be a private encryption service 

 

 



Admin Panel 

ÅBack to the admin panel, it also provides blocked stats 

 

 



Admin Panel 

ÅCustom blacklisting 

 

 



Admin Panel 

ÅDefault set of clients to blacklist ï over 132k 

 

 



Admin Panel 

ÅAnonymous AV checks virtest & scan4you 

ÅHave the option of changing domains after too many detections 

 

 



Admin Panel 

ÅAdmin panel for phone clients! 

ÅDiscovered by Malware Intelligence 

 

 


