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0. Encase ˉ⅔i 

 

Encase Ѥ Guidence Ợ⁄Ἄ ᵣӧ  ᴈᾏᾅ ╪ѻ. ◓ Ἕ́ ♩┬═╪ 

1─╪ᶒ, ỢᾒỮ╥ ר╪͙ҵ ѻ.(Ḉ̰ FBI╥ ּת∟╖ᴛ ╬ Ἄ, Ợʺ Ɑ╖ᶒ, 

◓ Ḉ̰ḹ∟⁄Ἄ Encase ᴛ Ⱡ Ѥ ▫ᴮ⁄ ҍ Ἄ ּש˞ᴛ ╬♬ӇᶔἌ, ͎ Ἕᴏ╪ җ 

Ɑѻ̆ Ṗ ὡ ▓ѻ.) 

  

̋ ᵣ, ᾒⱠᴛ Encaseתּ  …ⱠϮ ̆╥ ╘ ῷѱѻ.  FTK(Forensic Tookit , 

accessData)  ╥ ˿↕, ▀ṕ⁄ἌѤ Encase Ṓѻ ᵤ╪ Ợ↔Ӈ̆ ▓ѻ. ͎ױϮ Ἕ́♠╖ᴛ 

ṕѻᶔ, Ḉ̰ ḹᵉᾎ◑╪ ʺ◑ ḃᴛ, Encase Ѥ ʺ◑ Ṓ ӈ ╪̆ג  ὡ 

▓ѻ.  ͎ᵙ̆ ◓Ѥ Ϯ╥ ╪ ῷѱג, ӎ ˌ ╪Ữ╥ ᴛ, ˺̓ᵑ ˤּש  ὡ ▓‡‒ 

͙ ԅᶷ⁄, Encase ӧ FTK ӧ Ⱡҍᴛ Ḥ√ӎ‡‒ Ⱡҍᴛ ӈ ὡỢᵑ  ὡ ▓ѻ. 

  

  1) Encase Ⱡ ̱ 

¶ Encase Forensic : ᴛ   ӥӰᾅ ╥ ͙ṕ ṪἍ ҵ̯  
¶ Field Intelliegence Model(FIM) :  Л √   ḓ ἌḲ╥ ḛἛ ▫ᴮᵑ  

Ӧ ḓ ⱳỢʺ ʺѫ, ὡỢ ͙̕↔╖ᴛ Enterprise ἵ תḈּ╪˞שּ   
¶ Encase Enterprise : ͙‰╥ Live ᾎᾅ  ḓ ▀⁄╥ ♪͐̓ ṪἍ╪ ʺѫ ⁴ 

Ợ̆ҍ╞ ᾎʼ╙ ת▀ ὡ ▓╛. ̕Ⱡᴛ ↔   

  

  2) Encase ּת∟ ▀ ᾎᾅ  

¶ FAT12, FAT16, FAT32  
¶ NTFS  
¶ EXT2, EXT3  
¶ CDFS  
¶ HFS, HFS+ (MAC ▀ ᾎᾅ )  
¶ PALM (Palm-PAD ▀ ᾎᾅ )  
¶ UFS (Unix ▀ ᾎᾅ )  
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1. Encase Ἇ  

 

1. Encaseʺ ἒ ӈ җ╥ Keys җ⁄ User Key₮ Server Keyᵑ К╘ ,  

 

   

2. Encase ᾒ   Options - NAS ⁄Ἄ Key ╬ּש╙ Ḛῷ‒ ѻ. 

 
  

NAS ⁄ἌѤ ἌḲᴛṨ  Encase ҿ͒ ᵑ Ṩ⁴ḚѤ network Authentication ╙ 

─  ᶛӧ ἒ♬╙  ὡ ▓ѻ. 
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2. Case ̒ᵖ 

  

Encase╥ ʺ◑ ˆᴏ  ͙ѫ ַא ϮѤ ѻᵐ ░╥ ᵰ ө╙ Ζ ̯Ἓ  ὡ ▓ѻѤ 

♩╪ѻ. ╪ᵑ , ˌˌ╥ Ҷᵞ♠╬ ˤự╪ ῷѱג ʻʻ╙ Ϯ╥ Ѿ─ᴛἌ ˤự╪ 

ʺѫ ѻ. ╪ױ  ̓♬╘ ᾎʼ╙ ♥– אַ︡ ⁄ⱳỢ ╥˞שּ ╪ᶒ, ⱳỢ̕ל ˭  ὡ 

▓ҵᴜ רѻ. 
 

Encase ⁄Ἄ Case גѤ ˦╘ ‡Ԑ Ợˠ Ϯᵑ ̕ᵙ Ѥ Ѿ─╪ѻ. ᾒⱠᴛ ▬‰╙ 

♇◑ ᶔ ".Case" ▀╪ Ỹ͙˭ ӇѤҥ ◓ Ữ , ˤựӈ ˺̓ө, ṩᵡ  ˺̓ө, ▀ 

ᾅ  ˺̓ө╪ ♇◑Ӈ˭ ӈѻ.  
  

ⱳỢᵑ ᾎ▬ ̆ ᵰ ᵑ Ӧ ͙ ♣⁄, CaseỸἛ  ‡֒˭ ♪͐ ᴎ̆ תּ╬˦  ‒ 

ѻ. ҿᾎ⁄ ὡ ᶘ╥ ⱳỢ̕╪ ҉ ♬Ṓᵑ Ṓῷ‒  ⅝ʺ ▓╙ ὡ ▓ѻ. ╪ױ  

─ ⁄ἌḲ ▀  אַ ╘(evidence files)תḈּ╪˞שּ ,↕˿ ᾎ ̆, Case Ợṕ ▀ө╙ ʻ 

ⱳỢ̕ө╥ ⁄ ─ ᾎ ‒ ѻ(Case ▀╘  Ḵ⁄  ᶘ ╪Ữ╥ ♪͐╙ 

˞Ṩ ͙ ԅᶷ╪ѻ). 
 

Encase ⁄Ἄ╥ ᶛӧ ▬‰╘ ▀Ѿ Case ᵑ ỸἛ  ѻ╛⁄ ᾒ ˭ ӈѻ. 
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─╥ ͎ᵝ╘ File->New ᵑ ᵚ ˞Ϯ, ḕ╥ New  ῷ╪ ╙ ᵚ ⁴ Ϯ ϱ Case 

Option ╪ѻ. ᶀ♇ Name ╙ ּת♬ Ѥ ˦╪ Ṓ╪Ѥҥ, ╪˦╘ ╪ Case╥ ╪ᵒ╙ 

♬תּ Ѥ ˦╪ѻ. ₉ᵑ өᶔ, "͟ṒΌ", ╪׳ᾏ╖ᴛ ᵦ╪ѻ. ͎ ѻ╛╘ ṪἍ̕╥ ╪ᵒ╪ѻ. 

"ccibomb", ╪ ӎ ˌѤ ʼѾ ѻ. ͎ᵙ̆ ╪Ⱡ Ϯᵾּת Ἕ ˌ╥ җ⁄ ҍ Ἄ ַ̺͔א╙ 

ʺⱨ‒ ѻ. Default Export Folder, Temporary Folder, Index Folder ʻʻ ᶴ″╙ ᵦ Ѥ 

˦▀ͥ? 

  

 - Default Export Folder  

Encase ⁄Ἄ ▀╙ ṓ̯ ԅ(ợⱠӇ‴˞Ϯ ╪Ḉּת Ό⁄Ἄ ᾒⱠ ▀ᴛ ♇◑  ԅ) 

╪ᵑ ͙ṕ♠╖ᴛ ‡Ӱ⁄ ỸἛ  ˦╬ʺᵑ ּת♬ ˭ ӈѻ. 

  

 - Temporary Folder  

   Encase ⁄Ἄ    ▀╙ Ṓ⁴רѻ˞Ϯ, ‡Ԑ Ͽ↔╙ ▐ᾎᴛ Ṓ⁴͙ל ─ Ἄ Temp 

җᴛ Ợ↔ Ѥ ̑ʼ╪ѻ. ┌ҵ↕╥ Temp ̆ג Ỹʻ ᶔ ӈѻ. ⱳỢ̓♬⁄Ἄ ỸἛӇѤ 

▐ᾎ ▀ө╥ Ṫᵆ ḓ ̕ᵙᵑ ͙ ─  ⅝ ѻ. 

  

 - Index Folder   

   Encase V6 Ṩ Ѥ ᶷἌ ░╥ ▀⁄ ҍ Ἄ Index Search ᵑ ּת∟ ѻ. ₉ᵑ ө‡ 

txt Ϯ, ₡ ᾅ ꜙᵆ╥ ᶷἌ╥ ᾅ ᵑ Ἄ ╪˦⁄ ҍ  Ѿ‡ө⁄ ╬Ҧᾅᵑ ᵣө̆ 

Ϯַא⁄ √ӥᴛ ˤự  ԅ, ╪ ╬Ҧᾅ⁄Ἄ ῷלѤ ˦╪ѻ. 

  

─╥ җ ө╪ ̯ṪӇ‡ ▓Ѥҥ, Ợᾒ ╪ җө╥ ╥ḈṒѻ җ ַא⅝  ˦╘, ḕᴛ 

⃰ ╪ᴅ˭ җө╪ Ϯї‡ⱨ ▓Ѥʺ, ͎ᵙ̆ ⃰ ̑ ♠╖ᴛ ּת♬  ὡ ҵ ▓Ѥҥ(͙ṕ 

ἒ♬╘ Ӈ‡▓ѻ.) ⃰ Case ỸἛᾎ⁄ ἒ♬ ˭ Ӈ‡▓Ѥʺ ̆ג Ỹʻ ѻ. ᴈᾏ╪גѤ 

˦╘ ∟ṕ╥ Ἰ╙ ᵢῷ‒ ḃᴛ, ᾎϮ ┌ҵ↕ ▐ᾎ җ⁄ ‡Ԑ ҥ╪ ᵑ ♇◑ ˭ 

ӊ╖ᴛᾬ Ợ↔▫ PC╥ ҥ╪  Ἰ╪ Ӈּת Ώҵᴜ ̆ᴎ Ѥ ˦╪ѻ. ּס, Ợ↔▫ʺ 

♬תּ  ṨṪ⁄ᵣ ҥ╪ ᵑ ῠ˭ Ѥ ˦╪ѻ. ͎מἌ Encase ╥ ˿↕ Registry ҵ ♣  

ῠּת ΏѤѻ. 

 

Encase Forensic Ḣḹᴝ⁄ἌѤ ⱳỢ̕╪ 2nd Hard drive ᵑ Ợ↔ ˞Ϯ, ♠‡ҵ Ӱּת  

↔ᴛ Ợ˞שּ ᴎѤ Ṩ  Hard drive ₮Ѥ Ṋҵ╥ 2nd Partition ╙ ╪↔  ˦╙ ѻ. 

֞ , ˌˌ╥ җϮ Ḹꞌ₮ ̕ᴐӇѤ ˦╖ᴛ Ṓ╪Ѥ ҥ╪ ᵣ╪ ῷѱג Hard drive 

♣  ֞Ѥ Partition ♣ ᵑ ╪Ḉּת ֶ͙ᵑ Ѥҥ, ╪Ѥ Ợˠ ⱳỢᾎ Cross-

contamination ╙ Ḣּת ̆ ⱳỢ ╪  ⅝  Dataʺ Ṩ◓ᵑ Ḣּת ͙ ─ ╪ѻ. 
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3. Add Device ii 

 

╪ᾅᵑ ỸἛ ѻᶔ, ᾒⱠᴛ ּש˞ᶹ╙ ṪἍ  Ṓῷ‒ ѻ.  

 Encase⁄Ἄ ּש˞ᶹ╥ ʺѤ ̩◑  ὺѻ. ͎Ѝ  ḕ⁄ ▓Ѥ Add Device ᵑ 

ἐ ᶔ ּש˞ᶹ╥ ʺʺ ʺѫ ѻ. ( ╪ᾅᵑ ỸἛ ‒ᵣ Add Device ʺ ʺѫ ѻ.) 

  

 
  

⁴͙Ἄ ▀Ѿ Local Drives ᵑ ἐ ѻ.  ▀ᴂ╪Ϯ Л √  ⁷˺ҵ ʺѫ Ϯ, 

ᵰ ╥ ꜙᵆ₮ Ữ̕′╪ ּש˞ ╪Ḉּת(evidence file)╥ ỸἛ ̓♬╘ ҿ▀ ḃᴛ ᾒⱠ ◓ 

⁷˺Ӈ‡ ▓Ѥ Ӱᾅ ᵑ ʺ Ṗ ˦╪ѻ. Ḕ╙ Ṓᶔ ּש˞ ╪Ḉּתᵑ ʺ  ὡ ▓Ѥ 

Ӱᴇ ᵙҵ Ṓ╬ѻ.   

  

Locals 

 - ᾒⱠᴛ ӥ≢‡⁄ ᶹᴎ▓Ѥ ◑ ө 

  

Evidence Files 

 - Locals ╙ ּש˞╪Ḉּתᴛ ᵣӧ˦ 
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ᶔ ╪Ⱡ ᾒⱠᴛ Ӱᾅױ͎ ᵑ ʺ  ὡ ▓Ѥ ╪ ֶ˭ ӈѻ. ╪ַא⁄Ἄ ῼ Ṅ╖ᴛ 

ӈ˦╘ Logical Drive ө╪̆ 0, 1, 2 Ὠ▫Ѥ Physical Drive ᵑ ᵦ ѻ.  
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҉ Ӱᾅ ⁄ ҍ  ♬Ṓʺ Ϯ₡˭ ӈѻ. ᵡ ╙ ыᵎᶔ ᾒⱠᴛ ▀ ᾎᾅ ╙ 

ṪἍ ͙ ᾎ▬ ѻ. ╪˭ ᶛӎ ϥϮᶔ ╪Ⱡ ᾒⱠ ▀ ᾎᾅ ╥ Ͽ↔╙ Ṗ ὡ ▓ѻ. 
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4. ͖Ⱳ Case ╪ ṧἊ 

 

ᵑ Encase╥ tree paneתḈּ╪˞שּ .1 ⁄ Ϟ‡ѻ йѤѻ. 

 
  

2. New caseᴛ Ӯᴜ ѻ. 

 
  

3. Passwordʺ ˢᴎ▓Ѥ ˿↕, ҉ Password ░ᴏ 
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4. ᶔ ̯Ἓ : tree pane, table pane, filter pane, view pane ( ⅍  ─Ṩ  

ᾎ́Ḣ ) 

 
¶ tree pane(ꜝỮ) - ▀ө╙ tree ᶛ‚╖ᴛ Ṓ⁴ׂש 

¶ Table pane(↕Ữ) - ἐ  ▀ө╥ ἶἛ, ӮӮ╥ ♬Ṓ 

¶ view pane(ꜝ ) - ҥ╪ ᵑ ▫Ἕ  ṒѤ ҥ ῠ▐ 

¶ filter pane(↕ ) - ▫ҿ  ▬‰, Keyword Searching, ᾅ ᵞ  
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5. Encase Concepts  

(Evidence File) קḅּ╧ ˛צּ .5-0  

Encase Ḣḹᴝ╥ ʺ◑ ַא⅝  ⅝ἵѤ ḕᴛ ּש˞ ╪Ḉּת (Evidence file)╪ѻ. 

╪ ▀╘ Ἕ ʺּת ͙ṕ ⅝ἵ( җ, ἕ, ҥ╪  ẇᴜ)ᴛ ̯ἛӇѤҥ, 

╪ө╘ ṪἍᾎ  Ӱᾅ ╥ Ữ ᵑ Self-checking ⁴ Ⱡ̑ ѻ. 

 

5-1. CRC (Cyclical Redundancy Check)  

CRCѤ ἕ̓ ᵰ↕ ẋᾌ  Ḣᾏ╖ᴛ ҿ▬ Ѥҥ, ἕ̓ Ҁᵙ Order-

sensitive Ἓ╙ ּתѳѻ. ּס, ᶷ▫⁸ ř1234Ś₮ ř4321Ś╘ ˉ╘ ἕ╙ ˇּתᵣ, 

Ἄᴛ ѻᵐ CRCŋ ѻ. ҍṨṪ╥ Hard driveѤ ʻ ἠבֿʺ  ᵡѻ Ϯ╥ CRCŋ  

♇◑ ѻ. Ӱᾅ ⁄Ἄ Read ⁄ױʺ ḛỸ ₄ѻѤ ˦╘ Ӱᾅ  ἠ ╥ CRC₮ 

҉ ἠ ╥ ⁄drive hardware  בֿ‡▄ ʺ  ◓́ụӈ ˃╪ Ἄᴛ ▀  תּ

Ώ╛╙ ╥Ḉ ѻ. 

 

ᵳ (Evidence File Format) קḅּ╧˛צּ .5-2  

ʻʻ╥ ▀╘ ♬ ˭ ἠ  ҍ ἠ  Ợṕ╪ѻ. ▀╪ ỸἛӉ ԅ, Ợ↔▫Ѥ 

ⱳỢ₮ ̕ᴐӈ ♬Ṓᵑ Ⱡ̑ ˭ ӈѻ. EncaseѤ ╪ױ  ♬Ṓ ḓ ּש˞╪Ḉּת 

Ό⁄ ▓Ѥ ѻᵐ ♬Ṓө╙ ῷ ╪Ẅ⁄ КѤѻ. ʻ ▀╘ Data blockᵡѻ 32-

bit CRCᵑ ╪↔ ᵑ Ⱡ˞שּ ҉ ⁄♬Ḛ╛╖ᴛᾬ, ⱳỢ̕╘ ḹשּ╬ ⁴  

ὡ ▓ѻ. 

 

EncaseѤ Ӱᾅ  ╪Ḉּת ♣ ⁄ ҍ  CRC ˃ ╪ ῷѳ, ˌˌ╥ ẇᴜᵡѻ 

CRCŋ  ́ụ ⁴ ͎ ᶴ˺Ἓ̓ ἶҵᵑ и╬ѻ. ‡Ѣ ▀╪Ϯ ‡Ѣ ἠ ⁄Ἄ 

ḛỸ ʺױ⁄ ₄Ѥּת ͎ ─  ╬ҵ ʺѫ ѻ. 

 

֞ , EncaseѤ Physical driveϮ Logical drive ╥ ╪Ḉּת ỸἛᾎ, MD5 

ή˃╙ ́ụ ṨᴛἌ ͙ᴜ▀ ͎ ⁄תḈּ╪˞שּ ⁴ ѻ. ּש˞╪Ḉּתᵑ Case 

▀⁄ ʺ  ˿↕, CRC ˃ ̓ Hash ˃╙  ṉ˿⁴Ṩᵑ ╬ ѻ. 
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5-3. ῾  (Compression)  

EncaseѤ   ͙ὥᴛ ҥ╪ ᵑ Ữҍ♠╖ᴛ ▬╘ ͙ᴛ ♇◑ ѻ. ͌ 

50%╥   ᵉ╙ Ṓ╪Ѥ ụ‰ ↔╪ ╙צῼ̆ᵙּ ר ᶒ, Ӱᾅ ╥ ҍṨṪ╪ 

Text╬ ˿↕, ͎    ẋ═╙ Ṓѻ иῷֿבѻ. ͎ױϮ JPG ▀̓ ˉ╪ ╪Ḉ 

  ӈ ▀ө╪ ᵤ╘ ˿↕⁄Ѥ ͎ ═╪ ϻѻ.   ╙ ─  ᾎʼ╪ җ 

ἵᶛӇ͛ ּתᵣ,   ♣ ⁄תḈּ╪˞שּ ╘♬̓  ₅ ╙ Ϧ   ,Ώ╖ᶒ תּ  

ẇᴜ╘ ẋ   ẇᴜ̓ ҿ▀  ̓♬╖ᴛ ˤּשӈѻ. ּס, Ἄᴛ╥ Hash ValueѤ 

ҿ▀   .ѻבֿʺ ╙˃ 

 

5-4. Case ╪ 

Case ▀╘ Ϯ╥ Case⁄ ҍ  ̯ ♠╬ ♬Ṓ( Ϯ ֞Ѥ ͎ ╪Ữ╥ 

ҍ ⁄תḈּ╪˞שּ  ╬ , ṩᵡ , ˤự ˺̓, ♬ᴑ, ή ṪἍ ˺̓, 

Signature ṪἍ ˺̓ Ӯ)ᵑ ѻ. Encaseŋ ᵑ ṪἍתḈּ╪˞שּ   ͙ 

─ ἌѤ ͎ ╪♣⁄ Case ▀╪ ỸἛӇ‡‒ ѻ. 

 

5-5. Case Ḣ ╪ 

ḥ‰ ▀╘ Encase̋  ἒ ӈ җ╥ Backup╪גѤ ─ җ Ͽ⁄ ▫ҿ╖ᴛ 

͙ṕ 10Ṫᵡѻ ♇◑Ӈᶒ, .CBAK ╪גѤ ◑▫ᵑ ּתѳѻ. .CASE ▀⁄ 

ḛỸ ʺױ⁄  ˿↕, .CBAK ▀╪ ⁸ᵜ ὡ ▓╖ᶒ, .CBAK ▀╙ .CASE 

▀ᴛ ḕρ ὡ ▓ѻ.  

 

5-6. ˼ Ἇ♩ ╪ 

Encase ˿ἒ♬ ▀╘ ▀ᴐ╥ ͙  ▀(.INI)ө╪̆ג  ὡ ▓ѻ. 

Signature ╪ẇ, ▀ ┬ , ▀ viewer, , Global Keyword Ӯ Global 

setting ♬Ṓө╘ ᶛӧ Case₮ ᶛӧ ּש˞╪Ḉּת⁄ ♠↔ӈѻ. ▀ḙ♠╖ᴛ 

Encase ἒ  җ╥ ConfigגѤ ─ җ⁄ ─ ѻ. 
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6. ἧ Ṑ̬ (Partition Recovery)  

Physical diskᵎ Ɑở  Ԃ ͋ ḱ  ѻ˾ѡ ͋ ♆  ͖ᵎ ˾Ợ ṏѡ ˣ╧Ѹ. 

₆ᵎ Ӧ„, 250-GB╢ Physical diskᴘṥ  ỵἘ  ╧ ,ᴘ Ɑởᵎ ѡҢקḅּ╧˛צּ 

ӭᾂ › ϫ╢ 100-GB╢ ἧᵠ Ⱳ◐ Ѹ̃ ϫ ϮѸᶑ, 150-GB╢ ̎ʹ╕ 

˾Ợӄּק Ὸ╕ ˣ╧Ѹ. ᵠ ╧ ̎ʹ╧ Ỡ♫Ӆ ἧ╖ ̃ ▐Ѹᶑ, 

Ɑở̒╕ ╧ ἧ╖ Ṑ̬  ┘↑  ♩ṏӦ╖  Ὕ ▐╖ ˣ╧Ѹ. 

 

6-0. ṓᵇ ṧἊ (Volume Analysis)  Ř Volume Layout ῴ 

 

 

 

0. →Ἅ MBR╖ ╕ Ѹ╘ partition ╢ ╧ ᵪѡּק ♣ˡ 

(ὦ‡▓Ѥ Ἢ -♇◑Ӈּת Ώ╘ Ἢ- ╪ ▓Ѥּת ╬ Ѥ ♥ ╪ѻ.) 

 
// MBR : ♠ự╖ᴛ ᾎӈ Sector 

MBR╘ Master Boot Record╥ –▫ᴛ, Hard drive╥  Ḵ  

Physical sector (sector 0)ᴛἌ, 512 bytes╥ ͙ᵑ ʺֿבѻ. 

Executable Code (Active Partition╥ Volume Boot Recordᵑ 

─ ᾎ ̆ ᴛӥ ᵡᾅ ,תᶉᾎּ ױ⁄ ,(  Ἢ ╪ẇ̓ 

ᵡּתᵢ╥ 55h AAh╥ Signatureᴛ ╪ᴴ‡ֿבѻ. 
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   // MBR ╥ 510, 511Ḵ  byte ʺ 55 AA  ╬ ╙˦ Ѥג

 

 

 
   // ─╥ ṪἍ ˺̓, Ἢ ͙╥ ̓ ♣  ͙ʺ Ṭ▀ . 

(Ό ῠѤ ̑ʼ╪ ▓˞Ϯ ͙Ⱶ Ợ↔   ợⱠ  Ἢ╪ ▓Ѥ 

˿↕, ╘ Ἢ ╪ẇ╪ ͵Ɑ˞Ϯ ₉♣⁄ ᵶ ̆ ϶╘ 

₅⁵╖ᴛ ╥ᾔ  ὡ ▓ѻ.) 
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1. Partition Table Ἂ (Entry size : 16 bytes , Ҋ 4ˉ╢ Entry ) 

 

- Partition Table Layout  

 

  // Bootable Flag : Active (1 byte, 80 = YES, 00 = NO)  

    Starting CHS address (3 bytes, Ѿ─ : sector) 

    Partition type (1 byte)  

    Ending CHS address (3 bytes, Ѿ─ : sector) 

    Starting LEA Address : Relative Sector offset (4 bytes, Ѿ─ : sector) 

    Size in Sector : Total Sectors of partition (4 bytes)  

 

- Bookmark ͖Ѩ : ҥ╪ ᵑ ṪἍ ѻʺ Ϯַא⁄ҵ ѻᾎ Ṓῷ‒  ҥ╪ ᵑ 

ᾎ ӎѤ ͙ѫ╬ҥ,  ╪ ̓♬ ַא⁄ ҥ╪ ᵑ Ἅ ˭  ὡ ▓ѻ. 
 

 

  // MBR ╥ Signature   64byte ʺ ḕᴛ Partition Table ╪ѻ.  

⁴͙⁄Ἄ Bookmark Ѥ ᵡ↕ᾅ ₡ᵐ  Ḳ  ᵚ -> Bo okmark Data 
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// Encase╥ ͙ṕ ᵟ ַא Windows - Partition Entryᵑ ἐ ᶔ 

ṪἍ˺̓ʺ Bookmarkӈѻ. (Data Filetype : Partition Entry ) 

 

 

 

 

 

2. Partition ⌐  ╩ 

 

 

  // Size˃╙  Partition ─  ╬ 
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3.  ḱ  ἧ ╩ 

- NTFS ̋  ᾎ▬ Ѥ ̐╘ MBRᴛṨ  63 sector ᵣ  ԑ‡ⱨ ▓Ѥ ̐╪ѻ. 

(File System╥ ᾎ▬╬ VBR╘ MBRᴛṨ  63 sector ԑ‡ֿב ̐⁄ ─ .) 
 

 
    // Ctrl + G (Go to Sector : 63)  

 

 

   // VBR⁄Ἄ File System Signature ╬ (OEM String : NTFS) 

VBR╘ Volume Boot Record╥ –▫ᴛἌ, ʻ File Systemᵡѻ ᵲ 

 ╥ Sector⁄ ─ ⁴ Ἢ╥ ͙(VBR╥ Sector Offset 

40⁄ ─ ᶒ, Little Endian╖ᴛ ♇◑Ӈ‡ ▓╖ḃᴛ ↕ ᵚ  

Ӱ ӹ ⁴ ╬ʺѫ) Ӯ╥ ♬Ṓʺ ө‡▓ѻ. MBR╥ Partition 

Table⁄ ♇◑ӈ Ἢ ͙ ♬ṒṒѻ VBR⁄ ♇◑Ӈ‡ ▓Ѥ 

Ἢ ͙ ♬Ṓʺ 1 sector ᶛ▫גѤ ˦╙ ╬  ὡ ▓Ѥҥ, 

╪Ѥ VBR╥ ḥ‰ṕ╙ ҉ Ἢ╥ ᵡּתᵢ ἠ ⁄ ṒⱵ Ѥ 

NTFS╥ ᵶ Ἓ╖ᴛṨ  ẋᴡӈѻ.  
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4. Ѹ╘ ἧ ╩ 

- Ext DOSʺ ᾎ▬ Ѥ ̐╘ NTFS Ἢ╥ Size ╪ ╪ѻ. 

NTFS Ἢ╪ 10,233,405 ̆ג Ợ↔ ѻ̆ ₄╖Ϯ Sector ʺ 0Ḵ╖ᴛ 

ᾎ▬ ḃᴛ Ựᴛ⇔ Ἢ╘ 10,233,405Ṩ  Ợ↔ӇѤ ˦╪ѻ. 
 

 

     // Ctrl + G (Go to Sector : 10233405 ) 

 

- ╪ ˿↕ MBR╪ ῷѳ Ṓ ╥ Boot Record ▐╙ ╬ ₄ѻ. ӻגἌ  

Signatureᵑ ⱠΩ  Ϯᵾּת ṨṪ╘ ᶛӎ ẍ ̑ʼ╬ ˦╪ ♬Ữ╪ѻ.  
 

 

 

- BRᴛṨ  63 sector ԑ‡ֿב ̐⁄ ▀ᾎᾅ ╥ Signatureʺ Ⱶ◓ ѻ.  

(Partition Table╙ ṪἍ  ▀ᾎᾅ ̓ ҉ ▀ᾎᾅ ╥ Signatureʺ 

Ṭ▀ Ѥ ˿↕, ╥ᾔᾅױ↕ḃᴛ ѻᾎ ╬ Ṓῷ‒ ѻ.) 
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6-1. ἧ Ṑ̬ ∙ᵖ 

0. Unallocated Cluster  

- Encaseʺ Ⱡҍᴛ ▀ ᾎᾅ ╙ ╬ᾏ ᶣ תּ  Ữ  

 

1. MBR╢ Ṑ∙ 

- Bootcode Ѥ ͵ϣ  MBR╥ Bootcode ᵑ ṓỢ ⁴ ṳ⁴К̆,  

- Partition Table ʻʻ╥ Ἢ ♬Ṓᵑ ὡ︡ ↕˿ בֿ͵ ╪  ♪וֹ ⁴

Partition Table Layout ⁄ ᵭ  ░ᴏ  .ҵᴜ ѻל

- Forensics ̕♩⁄ἌѤ MBR╙ ₰♣  ṓ∟  ⅝ ′╪(Ṩ ╪ ᶜ♠╪ 

ῷѱḃᴛ), Partition Table ᵣ ṓ∟ Ѥ ˦╖ᴛ Ṫ ѻ. 

 

2. VBR ╢ Ṑ∙ 

- VBR╘ ὡ▬‰╖ᴛ ṓ∟ ͙ʺ ‡ᴓѻ. ʻ ӥ Ϯ Ϯᵑ ↕͙ʺ 

‡ᴓ͙ ԅᶷ╪ѻ.  

- ▀ḙ♠╬ ˿↕ ḥ‰ṕ╙ ↔ Ѥ ˦╪ ꜜѻ.  

- NTFS╬ ˿↕ ▀ ᾎᾅ ╥ ᵲ ᵡּתᵢ ἠ ⁄ ḥ‰ṕ╪ ▓ѻ. 

( Ἢ ᵰֹו ˉ╘ ᴛ͎ע╙ Ợ↔ ╙ ˿↕ ḥ‰ṕ╙ ♬Ữ♠╖ᴛ кӎּת 

Ώ╘ ˿↕ʺ ᵤῷ ṓ∟╪ ‡ᴓ͙ҵ ѻ.) 

- FAT╬ ˿↕ FAT12Ϯ FAT16╘ ḥ‰ṕ╪ ′̆, FAT32╥ ˿↕ ḥ‰ṕ╪ 

Ⱶ◓ Ϯ ─ ʺ ̆♬Ӈ‡ ▓ּת Ώѻ. (ῷ╪ױѱ ˭ҵ VBR⁄ ḥ‰ṕ╥ 

─ ʺ ͙ᴜӇ‡ ▓ѻ.)  

- ӻגἌ, VBR╪ ἸỮӇ‴╙ ˿↕, ᶷ▫⁸ Searchᵑ ˞Ϯ(  ̰˺ ᵣתּ

Reserved₅⁵ Ό⁄ ▓╖ḃᴛ, ἠ  Ợ╪ּתּ ʺנ Ώ͙ ԅᶷ⁄ ᾎʼ╘ 

ᵡ ˢᵙּת ΏѤѻ.), MS╥ ˿↕⁄ ҍ ᴛ VBRᴛṨ  6ἠ ᵣ  ԑ‡ֿב 

̐⁄ ▓╖ḃᴛ ╪ᵑ ╬ ṕѻ. 

- Encase Forensic TrainingḲ♣╥ ˿↕, ṓ̯  VBR ─ ⁄Ἄ 'Add Partition' 

Option ַא 'Backup Boot Record'ᵑ ᶔ ▫ҿ╖ᴛ VBR ḥ‰ṕ╙ 

↔ ⁴ Partition ╙ ╬ᾏ Ѥ ͙ѫ╙ ʺֿבѻ. 

- Encase LE(Law Enforcement) Ḳ♣╥ ˿↕⁄Ѥ ─╥ Option ╪ Ⱶ◓  תּ

Ώ╖ḃᴛ, ὡ▬‰╖ᴛ ֹו♪ ḥ‰ṕ╙ ∟מ VBR⁄ Ҥ‡ᾬל‡‒ ѻ.  

ʺData ὡ♬╪ Ṭ ♪וֹ ╥תϮ EncaseѤ ╪Ḉּױ͎ - ḃᴛ, Encase 

Prosuite(╬ּשἌ ⅝) ַא PDE ͙ѫ╙ ↔ ⁴ ᾒⱠ Ӱᾅ ᴛ ╬ᾏᾎ ᶔ 

ӈѻ. ╪ ֞  ′Ѥ ˿↕, ҉ ╪Ḉּת ▀╙ Winhex⁄Ἄ ⁸‡ ḥ‰ṕ 

─ ╥ Block╙ ṓ∟  ─ ⁄ ṓỢ ᶔ ӈѻ. 
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c.f) Encase Prosuite 

- PDE(Physical Disk Emulator, ᾒⱠ Ӱᾅ ᴛ ╬ᾏᾎ Ἄ ↔ʺѫ), 

- VFS(Virtual File System),  

- EDS(Encase Decryption Suite) ͙ ѫ Ἓ . 

c.f) PDE ↔ 

- Mount as Emulated Disk  : Encaseʺ Server ⁵ ╙ ̆, Client⁄Ἄ  

ὡ♬⁴Ṩ ͙ᴜ ʺѫ (Disable Caching uncheck) 

 

3. Encaseʷ ╩ᾌ  ἧ №› Ѹᵍ ἧ╧ Ⱳ◐ ѡּק ṥ ╩ 

(Keyword Searching)  

- ӥ ♣ ᵑ ἐ   ѻ╛ Unused ̑ʼ╥ Reportᵑ ╬ ⁴, ̑ʼ╪ 

Ўᶴ ᵤ╪ ϶╘ ˿↕ ѻᵐ Ἢ╪ ▓‴Ѥҥ ợⱠ ӈ ˿↕ᴛ ╥ᾔ  Ṗ 

ὡ ▓ѻ. (֞Ѥ MBR ἸỮ╙ ╥ᾔ  ὡ ▓ѻ.) 

- ╪ ԅ Unused space⁄Ἄ 'OEM String'╙ Keyword Searching╙  

VBR╙ ῷἌ ╬  Ṗ ὡ ▓ѻ. 

- Keyword Searching Ḣḹ 

New Keyword           : √ӥ ỸἛ 

GREP (check)            : ♬͋ᾏ Ợ↔ 

Search expression       : (NTFS)|(MSWIN4.1)|(MSDOS5.0)  

Name                  : VBR OEM String 

Case Sensitive (check)    : ҍἵᶷ▫ ̯Ṋ Ѥ ˿↕ 

Unused Disk Area (check) : ╬ᾏ ᶣ תּ  Ӱᾅ  ̑ʼ⁄Ἄ VBR ˤự 

Selected entries only ŕ Search each entry for ke ywords. 

Selected keywords only (check) : ἐ  √ӥᵣ ˤự 

- ˺̓Ѥ 'Search Hits' ⁄ Ϯ₡ᶒ. Backup Boot Record ⁴Ṩᵑ ἠ  Ḵ ᵑ 

╬ ѻ. EncaseѤ Sector Ѿ─ᴛ ˤự╙ ּת Ώῷ ₡ ╪ ᵤ╖ḃᴛ 

╥ל ѻ. 

- ╪  VBR ᾎ▬ ─ ʺ ╬Ӈᶔ, ֹו♪ ҉ ─ ⁄ ʺἌ Add partition ╙ 

 .ᶔ ӈѻל

(╪ԅ Unused sectors before VBR ⁄Ἄ Primary Partition ╥ ˿↕,  ⁄ 

Boot Record ʺ ′╪ ḕᴛ ṳ‡▓╖ḃᴛ '0', Extended Partition ╥ ˿↕, 

VBR╥ 63ἠ   ⁄ Boot Record ʺ Ⱶ◓ ḃᴛ '63'╙ ░ᴏ ѻ.) 

c.f) Keyword Ѥ Global Keyword ₮ Local Keywordᴛ Ϯјѻ. 

Global Keyword : Case  ₇╥ Keyword. ᶛӧ ╪ᾅ⁄Ἄ Ợ↔ʺѫ. 

Local Keyword : Home ₇╥ Keyword. ҉ ╪ᾅ⁄Ἄᵣ Ợ↔ʺѫ. 
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6-2. ἧ Ṑ̬ ᾏᾈ (4 Cases) 

à Boot Record ╢ VBR⌐  ♩ṏ ἵừӅ ˼→ 

- Ṑ∙ ♆ MBR : Partition Table Layout  

Bootable Flag Starting CHS Partition Type  Ending CHS Starting LBA Size in sector 

00 01 01 00  07 FE 3F 07 3F 00 00 00 C9 F5 01 00 

00 00 01 08  05 FE 3F 0D 08 F6 01 00 86 78 01 00  

 

- Ӣ ♆  Layout   

MBR  Primary 1 (NTFS) BR  Extended 1 (FAT32) 

 

- Ӣӭᾂ  ♩ṏ (229,824 Sectors, 112.2MB)  

Type Name Status Start Stop Relative size 

07 NTFS 00 000101 073FFE 63 128457 

05 FAT32 00 080100 0D3FFE 128520 96390 

 

- ἵừṥ ╩ 

a. Unused Disk Area╥ ͙ ╬ 

 

// – 50 MB ᴛ Ϯ Ϯ, Ἢ╪ ợⱠӇ˞Ϯ ╬ᾏӇּת Ώ ╙ ʺѫἛ ▓╛ 
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b. MBR ╬ 

Partition Table ╬ ˺̓  2ˌ╥ Partition ♬Ṓʺ ὡᴜӇ‡ 

▓╖Ϯ, Encase⁄ἌѤ  C ӥג╪Ẅ 1ˌᵣ ╬ᾏ ̆ ▓╛ 

 

// Partition Table Ἅ :  229824 ἠ Ḵ  אַ   Ἢ╘ 128457ˌ╥ 

ἠ ᾎ▬ LBAѤ 63ἠ ,תּ װ↔ ╥ . ӎ Ḵ  Ἢ╘ 

96390ἠ ᾎ▬ LBAѤ 128458 ἠ ,תּ ╙װ↔ ╥ . 

  

 

 

- ╩ᾌ ₓᵃ Ḙỵ ∙╩ 

ӎ Ἢ ᶛӎ Master Boot Record ╥ Partition Table ⁄Ѥ Ⱡҍᴛ 

♬Ṓʺ Ϯ Ϯ ▓‴̆,  Ḵ  Ἢ (Primary Partition)╘ VBR ֞  

╪Ữ ′‴ּתᵣ, ӎ Ḵ  Ἢ╥ ˿↕ Extended Partition ╖ᴛ Ṓ╪Ѥҥ, 

BR⁄ VBR ─  ♬Ṓʺ ͙ᴜӇ‡ ▓ּת Ώῷ(ἸỮ) ╬ᾏ╪ Ӈּת Ώ╛. 
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- Ṑ∙ ̐♩ 

a. MBR ♬Ṓ ╬ ⁴ ӎ Ḵ  Ἢ ᾎ▬─ (Starting LBA ˃ 08 

F6 01 00 : 128454 sector)ᴛ ╪ҿ 

b.  ᵡּתᵢ 2 Bytes⁄ ŗ55 AAŘ Signature Ỏ╖ᴛ, OEM String ╪ ′╛ 

b-1.  2Ḵ  Ἢ╪ Primary partition ╬ ˿↕, ╪ ἠ Ѥ VBRᴛἌ 

OEM String ╪ ợⱠӇ̆ File System╥ Meta Data Ӯ╪ ợⱠӈ 

˦▐ 

b-2.  2Ḵ  Ἢ╪ Extended partition ╬ ˿↕, ╪ ἠ Ѥ BRᴛἌ 

╪ Ἢ╥ ᾎ▬─ (ѻ╛ Containerʺ Ⱶ◓ Ѥ ˿↕, ѻ╛ 

Container ╥ ᾎ▬─ ҵ Ⱶ◓)ᵑ ʺᵙ Ѥ Partition Table ╪ 

ợⱠӈ ˦▐  

 

  

c.f) Partition Layout (Primary Partition 2 ˌ, Extended Partition 2 ˌ╬ ˿↕) 
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c. Extended Partition ╬ּ⁴ תṨᵑ ῼ͙ ─  63 sector ╪  (125883 

sector) ╬ 

 

 // OEM String ╪ MSDOS5.0╪ḃᴛ ▀ ᾎᾅ ╥ ┬ ╘ FAT32ᴛ ╬ 

 

d.  2Ḵ  Ἢ╥ ᾎ▬ּת♩(VBR)╬ 128583sector⁄Ἄ Ựᴛ⇔ 

Ἢ ʺ(Add Partition)  

 
 

 

//  ◑ Ἢ╪ḃᴛ řUnused Sectors before VBR = 63Ś 
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- ἧ Ṑ∙ ₭ᴫ : ͙Ⱶ╥ C ӥג╪Ẅ Ω⁄ ʺᴛ D ӥג╪Ẅ ỸἛ 
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á MBR╢ Partition Table ╪ṥ Ḑ ◌ ἧ╢ BR╧ ἵừӅ ˼→ 

 

- Ṑ∙ ♆ MBR : Partition Table Layout  

Bootable Flag Starting CHS Partition Type  Ending CHS Starting LBA Size in sector 

00 01 01 00  07 FE 3F 07 3F 00 00 00 C9 F5 01 00 

  

- Ӣ ♆  Layout  

MBR  Primary 1 BR  Extended 1 

 

- Ӣӭᾂ  ♩ṏ (229,824 Sectors, 112.2MB)  

Type Name Status Start Stop Relative size 

07 NTFS 00 000101 073FFE 63 128457 

05 FAT32 00 080100 0D3FFE 128520 96390 

  

- ἵừṥ ╩ 

a. Disk ♣  ἠ ₮ ╬ᾏӈ Ἢ╥ ἠ  ͙ ╬ 

♣  ἠ  ͙      : 229824 sector 

 Ḵ  Ἢ ͙ : 128457 sector 

b. ♣  ἠ  Ϯ╥ Ἢᵣ╙ ʺⱭѻ̆ בֿʺ Ἄ ˞╥ ḙᵣ⁄אַ 

͙Ѥ ╥ᾔᾅᴁѻ.  Ḵ  Ἢ ⁄ҵ Ựᴛ⇔ Ἢ╪ ▓Ѥּת 

ῷṛ‒ ѻ. 
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- ╩ᾌ ₓᵃ Ḙỵ ∙╩ 

MBR ⁄Ѥ Ἢ Ϯᵣ ͙ᴜ╪ Ӈ‡ ▓‴╖Ϯ, Unused Disk Spaceʺ 

– 52MBᴛ Ϯ Ϯ,  ˌ╥ Ἢ╪ җ ▓╙ ˦╙ ╥ᾔ.  Ḵ  

Ἢ╥ ϥ ּת♩╙ ╬ ₄җѱ ѻ╛ ἠ (128520)╥ ᵡּתᵢ ṨṪ⁄ 55 

AA╥ Signatureʺ ╬ӊ. ͎ᴛṨ  63ἠ  ԑ‡ֿ128583 ב ἠ ᵑ 

╬ ₄җѱ VBRᴛ Ѿӊ. ּס, MBR ἸỮ ḓ ◑ Ἢ╥ BR ἸỮ. 

 

 

  

- Ṑ∙ ̐♩ 

a.  Ḵ  Ἢ╘ NTFS▐╙ ╬(Signature : OEM String ŕ NTFS) 

  

b. ᵡּתᵢ ἠ ⁄ VBR ḥ‰ṕ ╬ 

 

  

c. ѻ╛ ἠ ᵑ ╬ 

c-1.  MBR ♬Ṓ ╬  ӎ Ḵ  Ἢ ᾎ▬─  : Starting LBA ˃ 

08 F6 01 00 ₮ ▀  
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c-2. Ựᴛ⇔ Ἢ╪ ᾎ▬Ӈ‡‒ .  

MBR ╬ ˺̓ 2Ḵ  Ἢ ᾎ▬לἵ(128520 ἠ ) 

d. ᵡּתᵢ 2 Bytes⁄ ŗ55 AAŘ Signature Ỏ╖ᴛ, OEM String ′╛ 

d-1.  2Ḵ  Ἢ╪ Primary partition ╬ ˿↕, ╪ ἠ Ѥ 

VBRᴛἌ OEM String╪ ợⱠӇ̆ File System╥ Meta Data 

Ӯ╪ ợⱠӈ ˦▐ 

d-2.  2Ḵ  Ἢ╪ Extended partition ╬ ˿↕, ╪ ἠ Ѥ 

BRᴛἌ ╪ Ἢ╥ ᾎ▬─ (ѻ╛ Containerʺ Ⱶ◓ Ѥ 

˿↕, ѻ╛ Container╥ ᾎ▬─ ҵ Ⱶ◓)ᵑ ʺᵙ Ѥ Partition 

Table╪ ợⱠӈ ˦▐ 

  

 

  

e. Extended Partition ╬ּ⁴ תṨᵑ ῼ͙ ─  63 sector ╪  (125883 

sector) ╬ :  

 

// OEM String ╬, FAT ╬(File System╥ Meta Data) : VBR 

Extended Partition  ▐˦ BR ♬Ṓʺ ⱳ▬ӈ סּ ,▐


