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0. Encase = 25!

Encase € Guidence O/ A ; 6 1 3A6 fo. -~ E =%
1-+e. 000y 1+ 1w o.C. FBIg nLyT 3§ A, Q" &dqe,
-~ C.1 L/ AEncaseT £A4 K€=:=8/ b Aw.7T d&sHazA,, "EoF x

ado

Rr ,QtT Encase” ..£t Jd~ T L &y o . FTK(Forensic Tookit,
accessData) 1 . + , ™p/ "Al€ Encase00 v ¥ O -H"
po3,C. TeRAr$ "» _ brT, Encasete " » O

=7 -t F owa,m, FOyp T
vY/ ,Encaseé6 FTK6 £bT HYVME- £bT H OD ®

1) Encase £

1 Encase Forensic:T & 1 ny&a, T.p TA 1.

1 Field Intelliegence Model(FIM): 1 Vv 1 d AKt €e'E-=Bn
w-+Cn Od wQO" " x%,00 ., o771 Enterprise 1

1 Encase Enterprise:;, %oy Live Ad d W/ > TaAf "x ¢

4. &7 -

b kA LW

2)Encasen L M Ag

FAT12, FAT16, FAT32

NTFS

EXT2, EXT3

CDFS

HFS, HFS+ (MAC ® Ag )
PALM (Paim-PAD ® Ag )
UFS (Unix ® Ag )

= =4 -4 -a -a _-a -2
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1. Encase A

1. Encase” & Ay ¥ Keys x/ UserKeyF ServerKeyn K E |

B Keys L -
OHE(E) EEE) 27 SHFENA) =T T=S2(H) a
Q52 - Q- ¥ Oau = F-

ZFa(D) ) CtProgram FlesWEnCasesieys d 0=
E0 x ] default.nas

[C3 ComPlus Applications - $23]| MAS =
b 3 D2R 2
> ) DAEMON Tools I keymaster.PrivateKey
I [ Daum 223| | PRIVATEKEY LM
I+ () eEye Digital Security —='| 3KB
EnCaset I
‘ BBH Esek - ] keyrmaster.PublicKey
dckup = |[#%3]| PuBLICKEY THY
I Cache =11 2xs
I Certs
B [h Config ] KPIA_Encase2.Machine
aa4a A T
i+ I3 Drivers iii r31kECHIr|E I
i I3y EnScript
D Export Ny KPIA_Encase2.SAFE
|y Hash Sets 23] | SAFE I}
I Help 2KB
(D Index i KPIA_Encasel.Setup
(] Keys | 3331 | SETUP T}
B ICD lib === SKB
2. Encaseij Options - NAS/ A Key#wl Ep- o,

L.jNew |jO|:|en

I ®| [¢ EReport “4% Code

| Global | Debug | NAS |Colcrs I Fonts I EnScript | Storage Paths |

[VInietwork Authentication Serveri  [Create User Key...

User Key Path

C:¥Program FilesWEnCasesWieysWdefault.nas E]
Server Key Path

C:%¥Program FilesWEnCasesWieys WKPIA_Encase 2. SAFE E]

Server Address
192.168.11.251

NAS / Al AKT S Encasee”™ n S+ EIE network Authentication L

- 206 ¢gal o

(WS
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2. Case’ p

Encasetr " »
s Fo.Fn .
"% o.Fn1

Buu 0.

Encase/ A CaseA €1 E € Oy tn ' > I€C+0.0ET wkbl
p» 3 "Case” B Y -~ Hiew -0 ,Svwy "' e,$x, e, H
@ " e+ prH” HoO.

WO? Amm = AVD O | &/ ,CaseY'E 7 19+n " un -
0O.eANV o[ wO F i 500 O®- %" BL o Bo.+
. 1, ¥+ F£Cn (evidence files) E X B AK/ —AA ~ ,CaseQp Mgl
wo' e i / —ANAb- o(Case WL K/ [ #0g4 o L
- S VY F0)
Encase/ A ° 6 wm¥ot WCDCasen Y'E od/ § T yo.
BS EnCase Forensic Training |.ﬂ.|
File Edit Wiew Tools Help

dNew |j Open =4 Print Refresh
lD Easesl <"',> File Signatures [=i1 kX Table EF‘.Eport ”{3 Code

%= Entries [I]B'Wkﬂ* » Mame Path Examiner
L3 Cases
g

Case Options |. X .|

Mame

Examiner Mame

coibomb

Default Export Folder
C:WProgram FilesWERCasea WExport E]

Temporary Folder
C:WProgram Files WEnCases WTemp E]

Index Folder

C:Program FilesWERCases Windex E]

<5I2@) o ||
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—1 . B E File->New n w o« t, éq New @+i L w 4 t o Case
Optonf0o.he Name L ms €14+ OFftnw,$+1 E F Casey o L

ns K€14+0.01 83, 00"+ AqT g+0., od ETA 1 $o0 0.
"ccibomb”, £ v K€ D o., > £ ten E,.  x/ b A_ . xlL

" h- o . Default Export Folder, Temporary Folder, Index Folder * * [ " L 5 €
1 ®i 9

- Default Export Folder
Encase/ A ®L 5 ot H"-t £Cn O/ Aft Wy e,y w)

1  peqT 1Y/ YE 14"0 nas T yo.

- Temporary Folder

Encase/ A 4 BL Q2s730.1,1€ 2L JAr 045, — A Temp
XT Qo K€~ ' F0o. gt Tempa™ Y° 3 yo.wOQ s/ A Y'EHI
IjA\ -G'“' TGQQ’jn . 5 0.

- Index Folder

Encase V6S € v A W, L A lndexSearchn ML ©0.,1 eof
txtt, ¢ G- =g vAp & 1 AN AFi/ b Che/ FIbhin (e
TR/ VAT S R, F M/ ANYOYKE T FO.

-1 xeF _ THt

}€H,O’r]=i= XO T 'ITCC‘)O)KN% 1l=,éT
* b~ xesF ti th - :

", 5" * " aqT Na &

Eak HiBo)" CaseYEA Eas - Hifk a2~ Y' o. 3AFalk
1 itpy 1L o- br, At ru:t JA %/ € wfE n e T
HTQ Qo PCt HF 1+ Hn Quu " n K€ 1+0.9,00s "

nasa ST/ w$ 7 0° K€140., NnA Encase . ! Registry 7j #

0N Qlko.

Encase ForensicHI 5/ Al wQ’ £ 2¥Harddrive" Oo -t ,e31 YN
WeT Oo uniES Haddive € N 29 Partition L £ 1L 14y o.
o, 1 %t L'"F oHKE1qT OfKE v+  + dya Harddrive
&\ 7 IE Partiton #\V 0 +£CRn ., 7 41N IEH,+IE Oy wOA Cross
contamination L Hn ~ wO + % Data" S-n Hn , — 0.
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3. Add Device !

i +6n YE o3, T w.ov L TA O0@-
Encase/ A W Vv 4" K, » 00.,6 W €/ &€ Add Device n
¢ 3w A"" "& o.( 4" YE -+ AddDevice " " & 0.

Add Device |._. '

[|Sessions [ |Physical Memory  [| Process Memory

] g Sources Name | Comment
CAAIC Local W 1| e Local Drives

[(JIC3) Evidence Files ) Palm Pilot

Lo c:¥erogram FiesWenCas( | (] 3 # Network Crossover

4 [ m | *

Reading Devices

. ™
< 5| Z(B) CIHEM) = B
« A BCHlocal Drives 1 ¢ 0. Mo+ N Vv, 7 4 "% T,
a\ > =2F 0 ' + w- $Cn(evidencefile)y YE' sk ¢® p1 Ht
7 Ht Beva,n 1" P 1f+0.EL O3 we FCnn 2" w Bl

Ye =1 Ofo.

Locals
-QET W#EI/ vunllle »Ae

Evidence Files
-locals L w+« £Cn1 61
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y 1 E Logical Drive e +~

N3 F£ RET Y, 0

/Ill

0,1,2 Q= K Physical Drive " g 0.

K1+, yo.£X/ A Q Nqr

= |

| Choose Devices |

él—o@'e;.’ Devices Name | ihel ‘ s ‘ Brin T | Size ‘ Process Write Read
L @A Local Drives i Blocked | File Syst

1 sgc SYSTEM  Windows 209,485,551 99.9GB o .

LAN Gy D COFEE Windows 415,422,463 198.1GB o .

[ 3| e T55Tcorp ASPI 30,041 53.7MB 0 .

04 HH NANO Windows 7,815,296 3.7GB 0 .

s QU WDC 'WD32 ASPL 025,142,448 298.1GB a .

[T e Imation ASPI 7,823,360 3.7GB o -

4

LS

<HEE |[ Oem> | [ 32
-
Preview Devices | 2% |
} Process Write Read Parse
Mame | Label |.!u:cess| Sectors | Size | g Fle 5 Link Files
ESi=E Imaton  ASPI 7,823,360 3.7GB 0 . -
<fEE | o | [ 3=
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€

Va./ b 20" ¢ yo.x AL w3 ReT MWAg L
TA . Aem 0.+  om Utz £ ft MW AG '

BS EnCase Forensic Training

File Edit View Tools Help
ujNew Iﬁﬂpen Q Save = Print e Add Device CkSearch Refresh
EEEIEES {’)File Signatures Hi L3 @Tsﬂe Repﬂrt Gallery :‘ﬂ'l'lmeline DDisk %Cui b

=3 Home |f[;’: Entries| [[1Bockn4 » Mame File™ File
Ext Type
% Home| 0<Fie Extents @ )|/ 1 [J2
=%z Entries

:w] o

4 [ b

(=] Text| i 1Hex | iDoc %8 Transaript [ picture  =|Repord b ||} [*i% EnSaript| ‘A, Hits T Filters4 b
DUU&?-‘I; cml- - - - -A¥E -z - -»H{3EE2E - bh{ SE-E7-u- a é_% Enscript

0431'_::}11':‘1- |Gp{réfii-t-|01- -t a‘?’zé,:@:}:?e «Li-¢ -, - -n;l D - Examples

0861 -= -»Mze - p}=U%t -3Mz& -&-] --.5-<-£-5%--"-I-

125 [C&igpNo bootable pertiton in table -Inwalid ) Forensic

172 Partiton takle -Invelid or demaged Bootakble ) Incude

215 p.=_:r:t-it-i::|n ................................. r.-_ Mairl

2ol LI  Source Processar

344 ...........................................

= B Y

o) 2159142 (PS 0 S0 000 FO O LE 1)
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4., W Case + §'A

>A

1. w~ £CRn1 Encasey treepane/ Wi o illkEo.

Sk

Sl 229

EnCase Evidence File
639MEB

2. NewcaseT Yu 0.

Case Options ﬁ

Mame

Examiner Mame

boyoung

Default Export Folder
C:MProgram FilesWENCases WExport E]

Temporary Folder

C:WMProgram FilesMWERCases W Temp E]
Index Folder

C:MProgram FilesWENCases Windex E]

3. Password" s wugte .+, :: Password

Enter the password

Password for "2 2 2FEDL"
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4. 3 _ 'E :tree pane, table pane, filter pane, view pane ( 4% —S

~

A H )

BT EnCase Forensic Training E@'ﬂ

File Edit WView Tools Help
ujhlew [ﬁ[}pen H Save = Print “* Add Device O@Search Refresh
IE’A;H,:I Descriptors &Nmiue Files x % Table F‘.eport “‘7:3 Code
= Proj A Texts Script
) Cases ||| Projects| A\, Text Styles Marne path
Lo 5] Projects
<tree pane= <table pane=
4 T 3
Text| @Hex EhDu:u: Transcript [ Picture Report ] console T4 » ':kl-its T A
[ Hits
<view panex =filter pane=
Hot Permitted
2ok

treepane(' 0*)- Mo L tree v, g7 ]

Table pane(t () - ¢ WMo T EEYYg 50
viewpane(' )-w$ n <'E Ol w 0 |

filter pane(t )- = ©  =m%o, Keyword Searching, & Vv

= =42 =4 =4
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5. Encase Concepts
5-0. X, =<Lb p (Evidence File)
EncaseH] s " » X% %i € &1 w. £Cn (Evidencefiledo .
+ BLE"m p %i( x,V,¢&,HE wou)r _ EHIEH,
+o £ TARA I Y&, v O n Selfchecking 4 £~ o©.

5-1. CRC (Cyclical Redundancy Check)
CRGE V., €' A1 XA HAQT €mm lEH,V, €' C=> Order-
sensive "EL meo.D,v o8 H234F w1321 -~ L v _ ¢ L " n,
AT oM CRG® "10.bSTq Haddrivele © i xo T CRO
er» 0.Y4G,/ ARead/ 1" eV¥Y so0K1EVYE8, n T CREF
i " omia drive hardware/ | -  uy >+ AT ®y n
d L +¢ o.

5-2.X . =b p ¢ (Evidence File Format)

‘v ®mLs TR bR Opfo. WL VEH 3, 0.0l
wOF ' oy 807 £ ~ yo.Encasd€ £1 20 d w- FCn
o/ B om 20el 94+W Ki€o.* ML Datablockx o 32-
bitCRCY #+ o 4 FwEd 37 Q w0o ET 5/ 3t wen 4
w0

Encasd€ Y&, +Cn #V/ b CRC># (eo,, , 1 WuX 0
CRO "y 4, I"F Tumn ndto. tb> MWLt £ 17 /A
/" e¥Y sk, —A 4w "® 0.

, Encasd€ Physical drivet Logical drive + +£Cn Y "EA, MD5
A>L" y 4 we+Cn/ , MSTA v o.w.FCnn Case
W, 4" _1,CRC>" Hash>1L n.4+$n & o.

R
1 I

Data Block CRC Hash(MD5) 2l &
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5-3.°

5-4

5-5

5-6.

A (Compression)
Encasd€ 4, OT HE 1 Ubaq7 =mk 7 20 0. °
50 de L Ofleu% 1 Q =xl £, g,¥4, 1 bSTH
Textb . ¢,, 4 x=L 6o npio., ut Jpc ® - &L 4¢
1y Wed , E 1/ 1€, =+ mo. 4L — A F x
ioy" ne, A skw.$£Cn/ & s L pAn Qqe, 4
wuo kEx 4 wo' e® ' 5471 Cwyo.D, AT 1 HashValuele

.e- >I'L"j.o.

.Case =

Case ML t . Cas¢ b _Vead s50( 1t " K, F0Ug
w‘+¢n/ B Jllf ’sx'“’(.‘u:"’,ﬁo’ r’]T'A-"y
Signature TA "’ ¥\ O . Encase we +£Cnn TA
— A, $a&/ Case B+ VEHI- o.

.Case HT  #

h% WML Encasé € Ay K BackupFa l€e — x 9/ = eqT
p 10Tx o e»r»He,.CBAKFalE »=1 neo..CASE Wy
/m" e¥Y _1,CBAK ML s+ ¢ B.q,CBAK BL CASE

B 6p 0 Bo.

. AL
Encase , & n WL M, 4 W (INDe 2~ ©
Signature +w, W - | B yiewer, , Global Keyword ¥ Global

seting 706 ko6 CaseF » 6 W+ £Cn/ & oyo.Wea g1
Encase € A ¥ Configa € — x/ —A 0.
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€

6. R O_ (Partition Recovery)

Physicaldisk! d& & Yk~ o_w?® ¢V x_ ' _O 6w x Loy
6! O, ,250-GBi| Physicaldiskp$ yE X, L=bpep A& wH, £
50x> 14 100-GBf ne We Oy ¥ tO0yd,150-GB{ " ' 5
_Opp Og xLoy.ey £ L ban A " oy,

ag: 3 £ g O. t 41 18064 A1 Y |3 x Loy

6-0. 6 b & A (Volume Analysis) RVolume Layout

63 Sector 63 Sector
5 v B s
File System File System
Partiion Table Partition Table
848 55 An | 55 AA
—MBR— on

0. A MBRy V3 Oyk partiton {| £ x wp #!
"H-er»Hn QL H-+ Blen 4+ K€v\Vfo0)
Table @Report =] Gallery }jﬁ'ﬁmeline ‘ﬁ Code

ooooooc HEEEEEEEEE NN NN ]
oooooa0 HEEEEEEEEEE NN
00000020 N M
0000012 0 S M
000001 &0 N M
00000200 S M
00000240 S M
00000220 S M
00000320 S M
00000360 I M
00000400 NS M
00000440 S M
00000480 NS M
0000052 0 S M
00000560 S I M
00000600 S M
GULLGEEGLE L P P P ]

IIMBR: « wq T Ay Sector
MBRE Master Boot Record+ — = T ,Harddriver M K

Physical sector (sector 0)T A, 512 bytes+ . , 7 " 1 0.
Executable Code (Active Partition 1+ Volume Boot Record 1
—AA T T@h )/ My AR,X G "H o +w

X Mi  55h AAhq Signaturetr #H t1o0.
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&5 00 45 72 T2 &F 72 20 &C &F &1 64 &% €E |ble -Error loadin
&F 70 €5 72 61 74 €% 6E &7 Z0 73 73 73 74 |g operating syst
00 4D &9 73 73 &% 6E &7 20 &F 70 &5 72 €l |em-Missing opera
6E &7 20 73 79 73 74 &5 &D 00 00 00 00 00 |[ting system-----
00 00 00 OO0 00 OO0 OO0 00 00 00 00 00 00 00 [------emmennen
00 00 00 OO0 00 OO0 OO0 00 00 00 00 00 00 00 [------emmennen
00 00 00 00 00 00 OO0 00 OO0 00 00 00 00 00 [-----rmmmemennn
00 00 00 2C 44 &3 93 8C 93 B8C 00 00 80 01 (----- ,De"EE - -€ -
07 FE BF 7C 2F 00 00 00 FE 25 3C 00 00 00 (---pzl?-- -p%e---

8E &£ 03 00 00 00 ||} -biS=se-Zn----
|'_'||’_'| |'_'||’_'| |'_'||’_'| |'_'||’_'| |’_'||’_'| |'_'||’_'| ................
|'_'||’_'| |'_'||’_'| |'_'||’_'| |'_'||’_'| 55 m .............. T_TI.

05 FE BF B2
00 00 00 00
00 00 00 00

L I I
L e
[ I I )
L I I
[ I RV ]
L I I
L o
L o e

/IMBR 1 510,511K" byte" 55AAAt 1 L 4

Partition
|Name Id  Type Start Sector Total Sectors Size
0F MNTFS 0 10,233,408  4.9GB
Name 22
Description Physical Disk, 10,485,216 Sectors 5GB
Logical Size 0
Initialized Size 0
n—3 TA ", H, ., T ' &V, " THY
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€

1. Partiton Table  'A (Entry size : 16 bytes , v I 4™ { Entry)

- Partition Table Layout

VUvuL e —-s ve we we wwwe w0 0000000C0000000 .......0.0000000

00000416 00 00 CO OC 00 0D O 00 CO 00 D0 QD OO 0O DO 00 .....vvevnvannas
00000432 00 00 00 0C 00 20 44 63 ED F2 88 13 00 00 05@27
7.

00000448 7 EF 7 1 00 00 - e LR
00000454 /C1 FF 0S EF FF FF BOES 1A 04 50 91 73 14 00 EF 2 .~ A ..P s..
00000439/ FF FF 07 EF FF FF 00 77 ©E 16 30 99 06 04 00 EF . D2 0 ...
oonefi4ah F® FF 12 EF FF FF 30 OF S5 10 A0 32 £7 00 55 @A 0222 U

Parti

Starting | ion | Ending CHS address Starting LBA Address size in Sector
CHS address Type

444
ol

// Bootable Flag : Active (1 byte, 80 = YES, 00 = NO)
Starting CHS address (3 bytes, C3- : sector)
Partition type (1 byte)
Ending CHS address (3 bytes, C3- : sector)
Starting LEA Address : Relative Sector offset (4 bytes, C3- : sector)

Size in Sector : Total Sectors of partition (4 bytes)

- Bookmark . WA :HF 1 TA o" X/ 1w 0A O@p- H$ 0

>a

A MK, ®Ew, £ s/ vE 1 A T

{200 00 00 00 00 2C 44 &3 493 i i =0 01 01 00 07 FE BF 7C 3
{300 2 3D 26 5C 00 B8E €E 03 00
:: [[) BookmarkData...  Cirl-B
2 Export..
3 Copy Ctrl-C
Go To... Cirl-G
Select All Ctrl-&

S Find... Cirl-F
| 2ECH S0 (PS 0 S0 446 FO 446 LE 64) L. Lowercase

/IMBR 1 Signature  64byte" & T Partition Table 0 .
4 /A Bookmark € x ¢ ¢ €m

K w  ->Bookmark Data
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Bookmark Data E

Comment

Partition Table e
,

Data Type Destination Folder
EHT) Picture - L[Ij Bookmarks
EHCT) Integers
EHCT) Dates I
EHCT) Windows

[ Partition Entry

] DOS Directory Entry

L] Wing5 Info File Record
L] Win2000 Info File Record

m

] cum
=] uum
[ sID o2
ZEeh ot -
(
File Record
IType Name Status  Start Stop Relative Size 1
n7 RITCS on M-4-4 CAC-ACA-C2 [age ] A4
i 1] | 3
—
Il Encaser , p 3 N Windows - Partition Entryn ¢
TA"’ " Bookmarky o . (Data Filetype : Partition Entry)

2. Partiton ~A 4

Bookmarks

Case Time Settings
Account for seasonal Daylight Saving Time Yes
Convert all dates to correspond to one time zone Mo

1) L2 22t
Partition Table

File Record

IType MName Status  Start Stop Relative  Size

07 NTFS a0 0:1:1 636:254:63 B3 10233342
05 Ext DOS 00 637:0:1  650:254:63 10233405 224910
0o Mone 0o 0:0:0 0:0:0 ] ]

0o Mone 0o 0:0:0 0:0:0 0 ]

Il Size> L Partiton —A



- NTFS" Aam KE° E MBRT S  63sector e th
(File System A=wit VBRE MBRT S  63sector € f 21

[ Go to Sector @

Interpret Selected Text

€ 0.
/ —=A)

() Little Endian

() Big-Endian

@ Other 63

LI

[ oK ] [ Cancel ]

I/l Ctrl + G (Go to Sector : 63)

E| Text tjj Doc lﬂ Transcript E Picture z Report |£| Ced

I0OEE 52 50 4E 54 4§ 53 20 20 20 20 00 |&R|NTES
11202 0% 00 00 00 00 00 00 00 F& 00 Q0 |-----n--- @
1Z43F 00 FF 00 3F 00 00 00 00 Q0 00 Q0 |7 -§-2-------
12630 00 80 00 FD 25 SC 00 00 00 00 00 |€-€-{%e-----
14800 00 04 00 00 00 00 00 S5F CZ2 0% Q0 |-------- i -
16000 00 00 00 F& 00 00 00 01 00 00 Q0 |----B-------
I72E4 53 OB 78 7C OB 78 SC 00 00 00 00 |&5 -3 -:h - ---
IB4FR 33 CO SE DO BC 00 7C FB BE CO 07 u3iips- 4.4
ISERE D& ES 16 00 BE 00 OD 8E CO 32 DB |Z@a - -, - Zisd
.0BCE 0F OE 00 10 8 53 00 &5 00 OD &5 |E----&5-h- h

w

/I VBR 'A File System Signature 1= (OEM String : NTFS)
VBRE Volume Boot Recordq —= T A, * File Systemx o ¥
T Sectovr —A 4 "H .. . (VBRyp Sector Offset
40 —A g, Little Endiang 1 o b

yoe ¢+ F" =)y s0"

O . MBRy Partition

Table oy "H, 2000 VBR
"H, . 20" 1lsectorpsate il
1€ VBRr h %op L :: "Hy X R

NTFS; 2z ETS XwHoO.
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4. oyk IS
- ExtDOS" Awm K E NTFS  "Hy Sizef Fo0.
NTFS  "H¥ 10,233,4052° Qo ©° 4 T Sector" OKqT
Aum BT UT = "HE 10,233,405S OQ-HK 1f0.
P |
Go to Sector Li_E-J
Interpret Selected Text
() Litte Endian
() BigEndian
@ Other | 10233405 £
[ O ] [ Cancel ]
/I Ctrl + G (Go to Sector : 10233405 )
-+ .1t MBR+ ©®e O  BootRecord JL 4+ ,o0.52A
Signaturen £ Q tuvn STEkoy x "' &1+ s0F0.

E| Text c%_:;j Hex tjj Doc l‘ﬁ Transcript E Picture gﬂeport ﬂ Console

Z8800
30800
32400
34200
35000
37800
33600
41400
43200
45000
45800
48600
50400

- BRT S

THY

aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa

a0
oo
aao
a0
oo
aao
a0
oo
aao
a0
oo
aao
a0

4]]
{u]a]
aa
4]]
{u]a]
aa
4]]
{u]a]
aa
4]]
{u]a]
aa
4]]

aa
ao
aa
aa
ao
aa
aa
ao
aa
aa
ao
aa
aa

4] 4]
{ula]
a0
4] 4]
{ula]
a0
4] 4]
{ula]
a0
4] 4]
{ula]
a0
4] 4]

aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa

55

4] 4]
{ula]
a0
4] 4]
{ula]
a0
4] 4]
{ula]
a0
4] 4]
{ula]
a0
an

63 sector £ 1 2
(Partition Table L T A

aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa

T/

=g

aa
oo
aa
aa
oo
aa
aa
oo
aa
aa
oo
aa

aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa
aa

aa
oo
aa
aa
oo
aa
aa
oo
aa
aa
oo
aa

aa
aa
aa
aa
aa
aa
aa
aa
aa
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6-1.

no, -»

0. Unallocated Cluster

Encase" £tb1 ®Ag LIA nu ©

1. MBR{ O-

Bootcode € | wy  MBRq Bootcoden 6O 4 uy4 K™,
Partiion Table , 2 . ¢t * ‘ H a0 0> 4 i
Partition Table Layout / d 4 >Tu 0.

Forensics’ J/ 'AlE MBRL 3a& 6L % ' £S £ cast
QubT) PartitonTabler 6L K147 4T 0.

2. VBR{ O-

VBRE QumdboyT 6L ., " Imo.° 7 N N B S
s, v Fo0.

Measd ¢t hawpl o K1+ 'o0.
NTFS# . ¢+ ®Ag 1+ XNi g / h%pF

( Hai "k 17 yvlbloo L 1t h%pl a0aq7 kMnN
QF  t" v oLF s, 1w 0))

FATHE .t FAT12t FAT16E h%p$ '~ ,FAT32q . ¢t h %p +
Fa t —A" ~ In Qo.(®F"1y T 1 VBR h%p T
—A" , vHt?

fAAVBRE 1T OY" L 1, ,vese Searchn 1t ( Ay 7 _
Reserveds 5 O/ BqbTt,n OFf1" ,n Q =v/ A Ek

T X s>n QKo .)MST .t/ bLVT VBRTS 61/  ¢tf2
"/ BnbT F0 1 po.

EncaseForensic Training K # 4 , ¢ , 0. VBR — A/ 'A 'Add Partition’
Option X 'Backup BootRecord'n \ 3 = e T VBRh %0p L

o 4 Partion L A 1€, xl "130.
EncaseLE(Law Enforcement) K & 1+ .t/ € —q Option =|= F~ N
QubBbT, Om¥oy T i 2 h%p L Ln VB HEQY - o©.
't Encasel€ +Cny i » Datawsf T" b7 ,Encase
ProsuiteGFwA %)X PDE, =L o 4 & Ya, v +AA 3
Ho.$ ~ "€, t, ¥ FCn ML Winhex/ A 8 1 h %P
—Aq Blockl 6L —A/ 60 3 yoO.
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c.f) Encase Prosuite
- PDE(Physial Disk Emulator, it Y&, 7 +#AAA  o" &),
- VFS(Virtual File System),
- EDS(Encase Decryption Suite). % E

cf)PDE o
- Mount as Emulated Disk : Encase" Server 5 L~  Client/ "A
A4S . v " & (Disable Caching uncheck)
3. Encasew 4'A A No Oy < We wpt § 4L

(Keyword Searching)

S 3 B B od Unused” ' § Reportn & <+~ &
YIi ufF ok _ 1 om

o.( €MBRT UL v @

- =% 2 Unused space/ A 'OEM String' L Keyword Searching L
VBRL voA 4 P o

- Keyword Searching HI

H ot § .t T T4 P

New Keyword ; vih Y'E

GREP (check) 87 A Qo

Search expression - (NTFS)|(MSWIN4.1)|(MSDOS5.0)

Name : VBR OEM String

Case Sensitive (check) b v = N K€ 1

Unused Disk Area (check): A n Y V&, ~ '/ A VBRS v

Selected entries only f Search each entry for ke ywords.
Selected keywords only (check) : € Vi Sw
- 7 € 'Search Hits' / *t ¢ e .Badkup BootRecord 4+ Sn K n
+ o .Encasel€ Sector C3-7 vl P Q® ¢ F .qbT

o ©.
-+ VBRAwm—A" dHaz,i» I —A/ " A Addpartiton L
23 HO.
(=|=°u Unused sectors before VBR / A Primary Partition v . ¢t , /
BootRecord" ' £ &1 ut b v 'O, Extended Partition . ¢,
VBRy 631 / BootRecord” F- bt '63L 0.

c.f) Keyword I Global Keyword # Local KeywordT T ©.
Global Keyword : Case -,  Keyword.» 6 T 8/ A Oo" ®.
Local Keyword : Home ;  Keyword. :: 1 +8/ Ar Oo" ®.
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6-2. n O. AA (4 Cases)
a BootRecord{ VBR-A 18 i w/J ., -
- O- ¢ MBR: Partition Table Layout
Bootable Flag Starting CHS | Partition Type Ending CHS | Starting LBA | Size in sector
00 010100 07 FE 3F 07 3F 00 00 00 C9 F5 01 00
00 00 01 08 05 FE 3F 0D 08 F6 01 00 86 78 01 00
- N ¢V Layout
MBR Primary 1 (NTFS) BR Extended 1 (FAT32)
- N3 anx J 6 (229,824 Sectors, 112.2MB)
Type Name Status Start Stop Relative size
07 NTFS 00 000101 | O73FFE 63 128457
05 FAT32 00 080100 | OD3FFE | 128520 96390
- T ut s 4
a. Unused Disk Areay ., ,
B EnCase Forensic Training ol ) ]

File Edit View Tools Help

(dtew | Siopen il Save | Print e Add Device -, Search [ fefes

Z x| [raie] Zlmepert lostery ZTevsine o <5 code
=Y Home E[ﬂm d, Search Hits =£3F4 b amy Deseripon
Eﬂ'l‘k!m 8 Permesions Ei:lﬂzl'um'".jl_l l:t.-{ Vokume, Sectr £3-128519, £2. 78

200 Entres |1 2] [ uresed ik Ares A, Unallocaied Clusters
201 ) e Symtem Recovery Lab |
O €

- b

[2]Tent rex iboc % Tranacrot Bl rcne [IRepert] 7 Consote ' 0etsts o c4» | [5 Ensoret] ¥ Fites (2 Candinens 21 Digla 4>

il Case: 1WFie Sywtem Recowery Lab IWUnused Disk Arsa (75 1 500000 FO D LE D)

MNama Unused Disk Asea & | [3-H% EnGopt
Descniption File, Unallocated Clusters - Exnmpies
Logical Size 51,599 392 E D) Forend
Initiglized Size 51,899,392 -0 Inducke
Physical Size 51,590,302 - Man
Stariing Extent 051 o Source Processor
File Extants 2
Relarences 0
Physacal Location 512 %

‘ = '

Il — 50

MBT T

T,

"H+ ok Y- T

JL

TAEN Q

I_I_ n

P
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b. MBR 4
Partition Table 1= ' J 2, ¢ Partiton 20" wu Y%
Bt Encase/ AlE CinafW1il, , +7A - g4

= EnCase Forensic ITraining

Ele Edit .\Mw Jools Help

a»o(jg Fie System Recovery Latl
S0 C
£ - | 5
e B B ZJReport. ] Console
)__00000000000000000000006000000000000000 """"""""""""" - " q‘m
6_00000000000000000000000000000000000000 ) Examples
E bt l2 DA 8D 00 00 :
5| Inchude
494] 40 Man
/I Partition Table A : N 2298241 X M K° "HE 128457
N T <l UN, Aem LBAE 6317 .M K
96390 T oIl L NN, A=s LBAIE 128458 1|
- L "A E y AL
M "H © m Master Boot Record  Partition Table/ € £ b T

0"+ t B"° .M K°

+('J; rom o
BRZ VBR—A 50"

, M K’

*

"H (Primary Partition) £ VBR”

"Hy . ¢ Extended Partiton 1 7 OflEH,
vgt Bn Qa0 0)

A+ gn Qd .




a. MBRsO $F 4+ m K° "H A== A (Starting LBA > 08
F6 01 00 : 128454 sector)T =€
b. Xx mi 2Bytes/ r55AARSignature O T, OEM String £ ' 4

b-1. 2K" "H¥ Primary partition = . ¢ ,+ 13 € VBRT A
OEM String+ ¢t H~ File System MetaData Y+ ot y
i |

b-2. 2K" "H4 Extended partiton 4+ . ¢, 1 € BRT A
+ "Hr Amm—A (04 Container” k= €, 1,04
Container 1 Amm— AT F =) "> | Partition Table =|=
oty 1}

00 00 00 00

58
)0 00 00 00 00 00
00 00 0f
00

o

c.f) Partition Layout (Primary Partition 2 | , Extended Partition 2 | Jl'f 1)

LBA

0 No Gap

| —&3zactor—| ——Fl—|—P—I| ——— B3sector——————- I-—E1—l-—- Bdsector—- | —E2—I
|<HBR> | | VBRI | | <BRE | | <BR> | |
e I I I | I | | I
| P1 P21 I I | E1 MEIS AIZEE x| I | E2 MHEIM AIERIR | I
| E1 S5AAI I I | Container2ilZHE| x| 5544 | [ S5hA | 1

HBR PResarved | —Lontainer] | Container2—————— I
Area No Gap
(AFEXF 220 2t 2221 UE =, ClA3 YES HYE)



Wb  OFKL' 7 CRG

c. Extended Partition 4#m 4 Sn Q. —  63sector + (125883
sector) 4

T

44 -+ 4+ 4+ 4 -4 44

Nt Rl b et e |

v o g L Hts T Fiten >
3 2 02 01 26 00 02 00 GXOEIEEMY &+ A543 ensopt
01800 00 00 F& 00 00 3F 00 FF 00 3F 00 00 00 47 78 0L 00 (s++@r+2+§r2+++Gx"* i

03625 02 00 00 00 00 00 00 02 00 00 00 03 00 06 00 00 00 Aeerreseeceeseacs §-0 Examples
05400 00 00 00 00 00 00 00 00 00 80 00 29 03 A7 BF 98 4E [teeresrees€e) g N (L) Forensic
0724F 20 4E 41 4D 45 20 20 20 20 46 41 54 33 32 20 20 20 /O NAME  FATS2 @5 Inchude

09033 C5 8% DL BC F4 7B 8% C1 8% D3 BD 00 7C 88 4% 02 8A 322Wed{2A30w: "R 3 &) Main

10856 40 B4 08 CD 13 73 05 B9 FF FF 8A Fi 66 OF BE C€ 40 V@' -f-s-1yydaz.-qep |

12666 OF B6 D1 80 £2 SF 7 £2 66 CD CO ED 06 41 66 OF B7 £-INCA2-A+IAL-AL-- @ Source Processor

144C3 €6 F7 Z1 66 2% 46 T2 83 7Z 1€ 00 75 38 23 72 ZA 00 £f:ifufosec-ulfee-
16277 32 €6 8B 46 1C 66 83 CO OC BB 00 80 BY 01 00 EB 2B w2f«F-£fA+» €% d+
18000 =5 48 03 A0 FA 7D B4 7D 88 FO AC B4 CO 74 17 3C FF [+éH+ 4} }cd~,Av'<9
19874 0% B4 OF B8 07 00 CD 10 28 22 A0 F3 7D =B E5 A0 F9 ¢ ‘ew--f.81 djed 0 V'
< >

.Caae 1Wrie System Recovery Lab I'Wunusad Disk Area (PS 128583 SO 003 FO 64003 LE 8)

/I OEM String + MSDOS5.0+#bt ® Ag  + E FAT321 4

d. 2K° "Hy Aw=n ) (VBRI 128583sector/ A UT -
"H 1" (Add Partition)

Add Partition. .. |
Delete partition...
Remove user defined partitions. ..

Go To... CtrlG

Valume Boot Partition Type

33 Unknown -
FAT
exfat

™ Backup Bock Record

I~ se MFTZ EXT3
Sectors per duster (O=Auto) | Feiser
m - UFS

Total Sectors in Partition uFs2

|9632? ::’ Solaris UFS

o] _cons |

I ’ "H£b T fUnused Sectors before VBR = 63S
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Il

- n O kn

b Enties
5-0(] [ File System Recovery Lab I
@O Jee C
“O(J%e D

=)

[ rome] coerie Extents §4%]/03 1 p Messages. ot

Fr CiafWQ/ 1"71 Dina£W Y'E

] 2| ) Messages.txt

] 3| & volume Boot

) 4 ] primary FAT

[ 5| & secondary FaT

[ & | E] unallocated Clusters

P Messages.tzt - N2 Z

BEE) MA0) SV TSUH

ttCongraturationst?
t*You did a great jobt?
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7

& MBR{ Partiton Table +$§ D o nd BRET v/ , -

- O- v MBR: Partition Table Layout

Bootable Flag | Starting CHS | Partition Type | Ending CHS | Starting LBA | Size in sector

00 010100 07 FE 3F 07 3F000000 | C9F50100

- N ¢V Layout

MBR Primary 1 BR Extended 1

- N3 ax J 6 (229,824 Sectors, 112.2MB)

Type Name Status Start Stop Relative size
07 NTFS 00 000101 | O73FFE 63 128457
05 FAT32 00 080100 | OD3FFE | 128520 96390
- T ut s 4
a. Disk #\ n ¥ +7Ay Hr no .. s
&\ . : 229824 sector
M K~ "H, . 128457 sector
b. «V.n X/ A-~qer "1 tq H L " Qo
€ rfdeo. M K° H /10 UT -
Yor — 0.
TalaI-Snze 117,669,888 Bytes (112.2MB)
Total Sectors 229,824
Disk Signature DE&2DABD

Partitions Valid



=

- dAaya Ey -4
MBR/ € "H t: ., u$ Hi B" gt ,Unused Disk Space"
- 52MBT t T, L L .V K
Hr 4 no b &, xy od 7 (128520 x ny ST/ 55
AAT Signature" dkH ., TS 63 €11 1285831 0
£ 4Ky VBRT C3».©,MBR1 0O d "Hr BR1 U.

a0 g0 a7 FE 3
00 00 00 00 00 oo
00 00 00 00 oo

:] Case 1WFile System Recovery Lab II-Training (PS5 0 50 4496 FO 4495 LE 64)

a M K° "HE NTFS|L 4k (Signature : OEM String  NTFS)

b. XMi A / VBRh%/p 1+

2 EnCase Forensic Training

Ele Edt Mew Jools Help
(N (5 0pen il Save e AddDevice ‘A, Search [l oo

QE X 7__“' Zlreport ) Gatery %) Timeine L JDek! 5 Code

IQC_,D'& Entres
SO ) Fle System Recovery Lab
SO C

uma I oL
ooo. 82 46 $3 20 20 20 02 031 00 00 00 00 00 00
021rs 00 oo :r oo FT 00 37 00 00 00 00 00 00 00 90 00 80 00 C8
04202 00 00 00 90 00 43 A7 00 00 90 00 00 00 T4 FA 0 00 00 00
06500 02 90 00 90 08 00 00 00 76 Of AS AP 29 AB A8 14 00 09 00

v'=
084TA 33 CO 02 D0 BC 00 7C F3 52 €O 07 8% DR T4 16 00 B2 00 0D 8% uu.w..mua I | S0 Inchude
105C0 33 DB C6 O€ OZ 00 10 X2 S3 00 €8 00 0D €8 €A 02 CB 8X 16 2¢ AE.---aS:n+ hy- s S Men
12600 B¢ OB CD 13 73 05 B3 I¥ FY 2A Fi 66 OF BE C€ 40 €€ OF Bé Ot --~:----y-;saz‘mz-ﬁ 2
14780 £2 3F F7 E2 3€ CD CO ID 06 41 €€ OF 87 C3 66 F7 E1 €6 A3 30 €&r-hefAl-ar  feedst Q8 Source Processor

10.:50 C3 B4 42 BB AA 55 BA 1€ 24 00 CD 13 72 OF 21 FB 85 AA 75 09 A 'assvd g f.z-Di00u
188F6 C1 01 74 04 FE 06 14 00 C3 &6 €0 1K 06 €€ AL 10 00 €€ 03 0¢ “lh 1!";"'
2301C 00 €€ 33 06 20 00 OF 82 3A 00 I €6 €A 00 €€ 50 0¢ 83 C( (l

e N T M.

.Cnl 1WFle System Recovery Lab IWCWhckume Siack (PS 123519 LS 128456 SOW '00 ll!)

c. od qn o &
c-l. MBRsO F M K° "H Awe— A : Starting LBA >
08F60100 ¥ My
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c-2. UT "Hf AwaHt -
MBR 4 "' 2K° "H Ammd | (1285201 )
d. X mi 2Bytes/ r55AARSignature O T , OEM String ' 4
d-1. 2K "H¥ Primary partition 9 . ¢, 0 I€

VBRT A OEM String+ o+ H~ File System Meta Data
v+ oty 1|
d-2. 2K "H¥ Extended partiton 9= ¢, F+ 1 €
BRT A + "Hr Awe—A (04 Container” F = €
1,04 Container Awe— AT F=) "> I€ Partition

<

Table oty 1 |

e. Extended Partition 4#m ¢ Sn Q, —  63sector + (125883

sector) 1= :

/I OEM String 4k, FAT 4t (File System Meta Data) : VBR
Extended Partition |, © BR20" wemy 1 |



