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theindentation.

(7) The Program Block Representation The “ 6 S D brHhe
"7 D Key representa programblock. Developersthat are
familiarwith otherlanguagemayfeela little awkwardat first.
However,onceusedto it, you canfeel that syntaxerrois are
reducd andcodingbecomesimplified.

(8) Comparison and Branch Statement It is possibleo usean
" L Isiatemento determinea ~ W Uof H UD Ocdrdifion. The
colon ~ pgpecifieghe startof the branchstatemenblock,and
in amannersimilarto C andJavaa comparisoruseshe ~
symbol.

(9) Multiple Lines of Program Block Representation If you
usethe samenumberof “ 6 S DérH jd D Eharacterghelines
areregarde@spartof the sameblock.

(10) New Program Block: If a smallernumberof “6 S D BrH p
"~ 7 D Eharacterareusedthana previousblock thisindicates
thatthe newlinescorrespondo anewprogramblock.

(11) Operator. Similarto C and Java,Python usesthe ~ u
operator.Python also usesthe following reservedwords,
andthesaeservedavordscannotbeusedasvariablenames.

List 1-1 ReservedWords

And del for IS raise
assert elif form lambda return
break else global not try
class except if or while
continue exec import pass yield
def finally in print




Pythonis a languageahat dynamicallydetermineghe type for a
variable When the variablenameis first declaredthe type of
variablds not specifiedand Pythonwill automaticallyecognizehe
type when you assignthe value of the variableand store it in
memory.Thereare somedrawbacksn termsof performancebut
this providesa highlevelof conveniencéo the programmerPython
supportgdatatypessuchasthefollowing.

List 1-2 Frequently Used Data types

Numerics | int Integer 1024,768
float Floatingpoint 3.141234.45
complex | Complex 3+4j
Sequence| str Stringsjmmutable "+HORBOGU
objects
list List,Mutableobjects | >"Du --Ep
tuple Tuple,Immutable DU HEM
objects
Mapping | dict Keyviewabldist, A"Du UKL W
Mutableobjects "EYg MIRWS

1.2.2BranchStatementandLoop

In additionto Javaand C, Pythonsupportsbranchstatementand
loops. The usages similar,but there are somedifferencesn the
detailedsyntaxFirst, let'slearnthe basicstructureandusageof the
branchstatement.

If <Conditionscomparisori>:
Executionsyntaxi
elif <Conditionscomparisor2>:




Executionsyntax2
else:
Executionsyntax3

Pythonusesa structurethatis similarto that of otherlanguagesut
it hasadifferencan thatit uses” H Qristeacf “ H QLM H

Next, let'slook at the loop. Therearetwo kindsof loops: "ZKLOF
and “ | R Ulpe functionis similar,but therearesomedifferencesn
termsof implementationThe mostsignificandifferencdrom other
languageis thatthe “~ H Ostatemenis usedatthe end.

while for
while<Executionsyntax>: for <Variable>in <Object>:
Executionsyntax Executionsyntax
else: else:
Executionsyntax Executiornsyntax

The " | R Wtatementis usedto repeatedlyassignsan item to a

variabldor onlythe numberof itemscontainedn the object.It runs

a statemengeverytime that an item is assignedyne by one.When

theallocatiorof the itemis completedthe loop endsafterexecuting
thecommandslefinedn the ~ H Ostatement.

1.3Functions

1.3.1Built-in Functions

As with other languagesPython usesfunctionsto improve the
programstructurallyandto removeduplicatecode.Pythonsupports
a variety of builtin functions that can be used by including a
function call or importinga module.The ~ S U Lf@e¥en is used
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most frequentlyand can be usedwithout import statementshut
mathematicdlinctionscanonly be usedafterimportingthe “ P D W K
module.

importmath
print "YDG@f¥add pmath.cos(30)

>>>>>c0s valueof 30:0.154251449888

1.3.2UserdefinedFunctions

It is possibldo definefunctionsto improvethe programstructureat
the userlevel.The mosttypicalgrammato useasareserveavordis
" G H I'& Hawplicitlydefinesfunctions,andthe functionnameand
argumentshenfollow. It is thereforepossiblao specifythe default
valuesdbehindanargument.

deffunction(argumerit, argumen=defaultvalue)

Let'schangehe Examplel-1 by usingthe userdefinedfunction.

#story of "honggil dong"
skill= ["sword","spear"”,"bow","axe"]

power= [98.589.2,100,79.2]

#startof function

defprintlitem(inSkillidx=0): #(1)
name= "Hong Gil Dong"
age= 18
weight= 69.3




print"\ n"

print"1l.name:"name
print"2.age:"age
print "3.weight:"weight

print "4.armedveapon:”,inSkilt[ power",power[idx],"]"

print">>>i amreadyto fight"
#end of function

qguerySkilk raw_input('seleateapon?)
i=0
for each_itenmn skill:

if(each_itenx= querySkill):

printitem(querySkili) #(2)
=i+l

print"\ n"

Example 1-2 User-defined Functions

(1)Function declaration: Declarethe ~ S U L Q \lun&idhEhpt
printsthevalueof the ~ S R Z listhta positioncorresponding
to “ L Q 6 AndOlOGuepeivedsanargument

(2) Calling User-Defined Functions: To performafunction,an
indexvaluefor the " T X H U \\vaNiéisp&sedandthe "V NL O
list thatis receivedn the userinput matchessthe function
of anargument

Sincethe defaultvalueis declaredn the secondargument” L Ggfu
10



the = S U L Q ViunétiehRhe function canbe calledwithout error
evenwhenpassingnly oneargumenatthetimeof thefunctioncall.

SULQW,WHP "VZRUGU
SULQW,WHP "VZRUGU
SULQW,WHRO)VZRUG

1.4ClassandObject
1.4.1Basiof Class

It is possibleto developall programswith Python both in a
proceduraay and in an objectorientedway. To developsimple
hackingprograms,it is convenientto use a proceduralmanner.
However, to develop complex programsthat are neededfor
operationin an enterprisesnvironmentjt is necessario structure
the program.An objectorientedlanguag&anbe usedto improve
productivity during developmentby allowing for reusabilityand
inheritancelf you usean objectorientedlanguagei is possibleo
developaprogranthatislogicallyconstructed.

Thebasicstructurgo declareaclasss asfollows.

classhame: #(1)
def__init__ (selfargument): #(2)
deffunctioin(argument): #(3)

classname(inheritedlassame): #(4)
deffunctioin(argument):

(1) Create a Class If you specifya classnameatfter usingthe
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reservedvord ~ F O DRéblasss  declared.

(2) Constructor. The " B B Q L Wirkfbpis a constructorthatis
calledby defaultwhenthe clasgs createdThe * V H@inging
to the classitself is alwaysenteredas an argumentnto the
constructor.In particular,the constructormay be omitted
whenthereis no needo initialize.

(3) Function: It is possiblego declarea functionin the classAn
instancesthengeneratetb callthefunction.

(4) Inheritance: In orderinheritfrom anotherclassthe nameof
the inheritedclasanustbe usedasanargumenthenthe class
is declaredlnheritancesupportsthe useof membervariables
andfunctionsof theupperclassasis.

1.4.2CreatincaClass

Throughthis examplelet us find out usefor the classdeclaration,
initializationandinheritancdy replacindg=xampled-2 with aclass.

clasHero: #(1)

def__init__(selfpameageweight): #(2)
self.name name #(3)
self.age age
self.weight weight

defprintHero(self): #(4)
print"\ n"
Print " -----mnmm oo -
print"1.name:’, self.name #(5)

print"2.age:", self.age
print "3.weight:", self.weight

12



classMyHero(Hero): #(6)
def _init__(selfinSkill,inPowerjdx):
Hero.__init__ (selfhonggildong”,18,69.3)#(7)
self.skilkE inSkill
self.power inPower
self.idx= idx
defprintSkill(self):
print "4.armedveapon:’; self.skilk "[ power:",
self.power][self.idX]}"

skill= ["sword","spear”,"bow","axe"]
power= [98.589.2,100,79.2]

querySkilk raw_input("seleateapon?)
i=0

for each_itenmn skill:
if(each_itenx= querySkill):
myHero= MyHero(querySkilhower ) #(8)
myHero.printHero() #(9)
myHero.printSkill()
=i+l

print"\ n"

Example 1-3 Creating a Class

(1) ClassDeclaration: Declargheclass” + HU R

(2) Constructor Declaration: Declarethe constructorthat takes
13



threeargumentandthe ~ V Hréprasentinthe classtself.

(3) Variable Initialization : Initialize the class variablesby
assigninghearguments.

(4) Function Declaration: Declarethe ~ S U L Q WunétitnRnu
theclass.

(5) Using Variables Use classvariablesin the format of
"VHOI| YODRBREOH

(6) Class Inheritance: Declarethe " 0\ + H UcRigsthat inherits
the " + H (cRgs.

(7) Calling the Constructor. Generateindinitializethe objectby
callingthe constructoof the upperclass.

(8) Creating a Class Generatea ~ 0\ + H LtRg$sPassalongthe
argumentsequiredo the constructor.

(9) Calling Class Function: The tasksare run by callingthe
functionsthataredeclaredor the “ P \ + H Olhjqct.

1.5ExceptionHandling
1.5.1Basidor ExceptionHandling

Evenif youcreatea programthathasno errorsin syntaxgrrorscan

occurduringexecutionErrors that occurduringthe executiorof a

programarecalled” H[ F H S V&iné&iQia/not possibleo takeinto

accountall of the circumstanceshat might occur during the

executiongvenwhenerrorsoccur,the programmust havespecial
equipmento be ableto operatenormally.lt is possibleo makea

programoperatesafelywith exceptiorhandling.

Thebasicstructurdor exceptiorhandlings asfollows.
14



try: #(1)

Progranwith Errors #(2)
excepExceptiontype: #(3)
ExceptionHandling
else: #(4)
NormalProcessing
finally: #(5)

Unconditionallexecutedrrespectivef the occurrencef the
exception

(1) Start Exceptionhandlings startedoy usingthe reservedavord
WU\

(2) Program with Errors: An error may occur during program
execution.

(3) Exception Handling : Specifythe typeof exceptiorthatis to
be handled.Multiple exceptiontypescan be specified,and
whenit is not clearwhatkind of exceptiorcanoccur,it canbe
omitted.

(4)Normal Processing If anexceptiordoesnot occur,the "HO V|
statementanbeomitted.

(5) Unconditional Execution: This will be executed
unconditionallyirrespectivef the occurrencef the exception.
The " | L Q Bt@émantanbeomitted.

1.5.2ExceptionHandling

This simpleexamplecan be usedto learnaboutthe behaviorto
handleexceptionsHere,a divisionoperationis usel to divideby 0
In an attemptto intentionallygenerateerrors. Let's then makea

15



programfor normaloperatiorusingthe “ W H | F Htatément.

try:
a=10/ 0 #(1)
except: #(2)
print "1.[exceptiondlividedby zero"

print"\ n"
try:

a=10/0

print "valueof a:", a
excepteroDivisionError: #(3)

print "2.[exceptiondlividedby zero"
print"\ n"

try:
a=10
b="a"
c=alb
excep{(TypeErrorZeroDivisionError): #(4)
print "3.[exceptionfypeerroroccurred”

else:

print "4.typeis proper" #(5)
finally:

print"5.endof testprogram” #(6)
>>>

1.[exceptiondlividedby zero
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2.[exceptiondlividedby zero

3.[exceptionypeerroroccurred
5.endof testprogram

Example 1-4 Exception Handling

(1) An Exception Occurs: In the middleof executinghedivision,
anexceptions generatetly using0 asthedividend.

(2) Exception Handling: Exception handling starts without
specifyingthe type of exception,and an error messages
printed.

(3) Indicating the Type of Exception: Start the exception
handling by specifying the type of exception
(ZeroDivisionError)

(4 Explicit Multiple Exceptions: It is possibleto explicitly
processnultipleexceptions.

(5) Normal Processing If no exception occurs, normal
processingrintsamessage.

(6) Unconditional Execution: Regardlessf whetheror not an
exceptioroccursthe progranmprintsthismessage.

1.6Module
1.6.1Basiof Module

A modulein Pythonis a kind of file that servesasa collectionof
functionsthat arefrequentlyused.If you usea module,a complex
functionis separatethto a separatdile. Thereforejt is possibleo
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createasimpleprogramstructure.

Thebasicsyntaxof the moduleis asfollows.

importmodule #(1)
importmodulemodule #(2)
from moduleimportfunction/attribute #(3)
importmoduleasalias #(4)

(1) Import: Specifythe module to be used with the import
statement.

(2) A Plurality of Modules: It is possibléo usemultiplemodules
withacomma.

(3) Specifying Function: Specifythe modulenamewith “"1UR P pu
Using “ L P S Rafieithat, specifythe nameof the function
thatisto beused.

(4) Using the Alias: It is possibleo renamehe moduleusinga
namethatis appropriatdéor the progranfeatures.

You cancheckthe modulepath that Pythonrecognizessfollows.
To savethe moduleto anotherpath,it is necessaryp addthe path
by yourself.

importsys #(1)
print sys.path #(2)
sys.path.append(\Python2YLib\ myModule") #(3)

(1) Import sysModule: The "V \ Vhpduleprovidesinformation
andfunctionsthatarerelatedo theinterpreter.

(2) sys.path: Providesthe path informationthat canbe usedto
locatethereferencednodule.

18



(3) Add the Path: It is possibleo addthe pathof newmoduleby
usingthe S D W K DfahstidrQ G

1.6.2CustomModule

In addition to the basic modulesthat are providedin Python,
modulescanalsobe definedby the user.Here,we canlearnhow to
createa custommodulethrougha simpleexampleFFor convenience,
O Hdavethe userdefined modulein the samedirectory as the
exampleThe prefix "mod" is usedto distinguisht from a general
program.

skill= ["sword","spear","bow","axe"] #(1)
power= [98.589.2,100,79.2]

defprintitem(inSkillidx=0): #(2)
name= "Hong Gil Dong"
age= 18
weight= 69.3

print"\ n"
print"1.name:"name
print"2.age:"age

print "3.weight:"weight

print "4.armedveapon:",inSkill[ power",power[idx],"]"
print">>>i amreadyto fight"

Example 1-5 modHero.py

(0) Creating a Module: Saveit in the samedirectoryas the
programthatcallsthe " P R G + H UnkbdSlé u
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(1) Declaring Variable: Declarea variablethat can be used
internallyor externally

(2) Declaring Function: Define a function accordingto the
featurehatthe moduleprovides.

To import a previouslydeclarednodule let'screatea programthat
usedhefunctionsin themodule.

importmodHero #(1)

qguerySkilE raw_input('seleateapon?)

i=0

for each_itenm modHero.skill: #(2)
if(each_itenx= querySkill):

modHero.printlitem(querySkill,  #(3)
=i+l

print"\ n"

Module 1-6 Calling of Module

(1) Import Module: Explicitlyimportthe " P R G + HrlddRije

(2) Module Variables Use the "V N lv@&i@bjethat has been
declaredn themodule" PRG+HUR

(3)Module Function: Usethe ~ S U L Q Wingtdhthat hasbeen
declaredn themodule" PRG+HUR

"V \ Vhpdulesupportsthe programto recognizehe modulein a
different manner. It can be used in the same way as

20



"V\V SDWK DSSHQG GLUHFWRU\ pu

1.7FileHandling
1.7.1Basiof File Input andOutput

In the exampleshat havebeendevelopedo far, all of the dataare
lost when the programis finished,and when a new programis
startedit isthennecessary enterthe dataagainThereforePython
alsohasthe abilityto saveandusedataeasilyby accessinfijes.

ThebasicsyntaxXor file inputandoutputis asfollows.

Fileobject= open(filenameppenmode)  #(1)
File object.close() #(2)

Opemode
r readOpenfor read
w write:Openfor write
a appendOpenfor append

(1) Creating Object: Openthe file objectto handlefiles with a
specifiechame Dependingon the openmode,it is possibldo
dealwith file objectan differentways.

(2) Closing Object: After the useof the file objecthasfinished,
you mustclosethe object.Pythonautomaticallglosesall file
objectsat the endof the programput if youtry to usethefile
openedn the ~ Z mode anerrorwill occur.

1.7.2FileHandling

Thefollowingexampleanbe usedto learnhowto createandreada
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file andaddcontentlIf youdo not specifythe locationat the time of
the file creation,the file is createdin the samelocation as the
programAfterthe " 1L O H) Lahyy WL @ HW H FHilkeShe/ebeghv
createdlet'screateasimpleprogranthatprint out eacHile.

importos

defmakeFile(fileNamejessagenode): #(1)
a=open(fileNamanode) #(2)
a.write(message) #(3)
a.close() #(4)

defopenFile(fileName): #(5)
b=open(fileNamer") #(6)
lines= b.readlines() #(7)
for linein lines: #(8)

print(line)

b.close()

makeFile("fileFirst.txt","Thismyfirst filel\ n","w") #(9)

makeFile("fileFirst.txt","Thismyfirst fileA n","w")
makeFile("fileFirst.txt","Thismyfirst filed n","w")
makeFile("fileSecond.txt","Tiésny secondile 1\ n","a") #(10)
makeFile("fileSecond.txt","Tlésny secondile 2\ n","a")
makeFile("fileSecond.txt","Tlésny secondile 3\ n","a")

print(“write fileFirst.txt")

Print("------=--m-mmmmmmmmmeeeot )
openFile("fileFirst.txt") #(11)
PriNt("=m-mmmmmmmm e
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print("\ n")

print("writesecondFirst.txt")

01 e
openFile("fileSecond.txt") #(12)
01 e

>>>

Thisismysecondile 1
Thisismy secondile 2

Thisismysecondile 3

Example 1-7 File Handling

(1) Creating a Function: To handleafile, afunctionis declared
to receivethe file name,messagean open mode as an
argument.

(2) Opening File: Createsa file objectwith the specifiedfile
23



nameandopenmode.

(3) Writing File: Recordsthe messageeceivedin the file
dependingnthemode.

(4) Closing Object: After the useof the file objectis finished,
the objectis closedTo createa moreefficientprogramijt is
preferableo place " R S H Qefopeand “ F O R ¥ftér the
userdefinedfunction. To providefor a simpleexplanation,
placet insidethe userdefinedfunction.

(5) Creating a Function: Declarea function that receiveghe
file nameasanargument.

(6) Opening File: Createa file objectthat opensthe file in the
"~ Umiode.

(7) Reading the Content Readall of the contentcontainedn
thefile andsavat to thelistvariablé'lines".

(8) Loop: Repeaasmanytimesasthe numberstoredin thelist.

(9) Creating a Write Mode File: Createa file named
"fileFirst.txt"in the write mode.Whilethis is repeatedhree
timesto recordthe content,in the write mode, only one
pieceof contentthatisrecordedatlastremains.

(10) Creating an Append Mode File: Createa file named
"fileSecond.txt'in the appendmode.All contentthat was
repeatedlyecordedhreetimesis storedin thefile.

(11) Opening the File: Openthefile named” ILOH) LtdvV W
whichyouwantto print the contentOnly onerow is printed.

(12)Opening the file: Openthefile named" ILOHG6 HH&® Q G
which you want to print the content. All three lines are
printed.

24



You cancopyanddeletehe filesusinga varietyof modulesandit
is possibléo moveandcopyby usingthe ~ V K Xriédul andto
deletehefile by usingthe ~ R Vhdule.

1.8StringFormat
1.8.1Basisof the StringFormat

The stringformatis atechniqueahat canbe usedto inserta specific
valueinto the stringthat you wantto print out. The type of value
inserteds determinedy a stringformatcode.The stringformatis

usedn thefollowingmanner.

SULQW StRugMeSoNtpat V W U kehdertedstring)

Insert the string format codein the middle of the output string.
Placethe characterthat youwantto insertwith the ©~ pcodeafter
thestring.

List 1-3 String Format Code

%s String

%cC Character

%d Integer

%f FloatingPointer

%0 OctalNumber

%X Hexadecimalumber

1.8.2StringFormatting

Let'slearnhowto usethe stringformatthrougha simpleexample.
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print("print string:[%s]" % "test")

print("printstring:[%10s]"% "test") #(1)
print("printcharactef%c]" % "t")
print("printcharacte%5c]"% "t") #(2)
print("printInteger{%d]" % 17)

print("print Float:[%f]" % 17) #(3)
print("print Octal:[%0]" % 17) #(4)
print("printHexadecimal%x]" % 17) #(5)
>>>

print string:[test]
printstring;]  test]
print characteft]

print charactef: t]
print Integerj17]

print Float:[17.000000]
print Octal:[21]

print Hexadecimaj11]

Example 1-8 Format String

If youusethe stringformattingcodesandthe numberdogetherthe
charactersanbe usedto securea spaceaccordingo the sizeof the
numberghatareprintedon the screen.

(1)Printing a Fixed Length Character String: If ~ V s used
with anumber jt securespaceéy anamountcorrespondingp
thenumberlIn theexample,” W Hapwiiedusing4 digits,and
spacesare printed for the remainingsix digits, so all 10
characterareprinted.

(2)Printing a Fixed CharacterContaining Spacesof a Certain
Length: If ~ Fpuis used with a number, the amount
correspondingo the numberthat is samea ~ V jis printed.
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Thereforepnecharacteandfour blanksareprinted.

(3)The string is the sameas that usedwith the number"% c",
which canbe outputonly asa long number.The characteof
you,4-digitblankis output

(3)RealNumber: ~ jisconvertednto arealnumber.

(4) Octal: ~ s convertedinto an octalnumber,and =~ s
printed.

(5)Hex: ~ psconvertednto ahexnumberand =~ s printed.
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are internallydividedinto threads.The datausedby a processs
storedin a certainarean memoryandthe memoryis dividedinto a
stack, heap, and code area accordingto the corresponding
characteristics.

Systemhackingexploitsthe specificoperatingcharacteristicsf the

operatingsystemon which the applicationsare running. The first

stepinvolvesnstallinga hackingprograminsidethe systemit is not

easyto installa hackingprogramthrough normalroutes,and the

most commonly used method involves inducing a file to be

downloadedrom a web site or a torrent. When video files and

musicfiles aredownloadedand openeda hackingprogramcanbe

installedon the systemwithout notice.If the infecteduseris the

administratofor aPCoperatingasa mainsystemnsideof afirewall,
aserioussituationcanresult.

A buffer overflow attack,which will be describedater, can be

examinedo easilyunderstandhow to planthackingcodeinsideof

Word documents,videos, music, and image files. First, find

vulnerabilitiesin the applicationcode. If you make a program
executdhe storedcodein unintendednemoryareasyou caneasily
installabackdoolor registrysearctprogram.

The hackingcodethat is installedcan operateas a backdoorthat

transmitsuserinformationto the hackerlt canalsosearclregistry
key information or can changevaluesand causeproblemsin the

system.Furthermore,it can be usedas a meansto acquirethe

financiainformationof theuser.

Mostknownattacksanbe blockedby installingsystenpatchesand
antrvirus programs.However, it is sometimesnecessaryo also
prevent new types of attacks.Hacking technology continually
evolvesandalthoughvaccinesand defensdechnologietiavebeen
develogd for operatingsystemsthe speairs alwayne stepahead
of the shield,and a varietyof hackingattacksarestill prevalenon
thelnternet.
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environmentthat has relatively weak security. The file upload
functionalityon a bulletinboardis most commonlyused.Hackers
uploada usefulprogramor videofile that containsmaliciouscode
on abulletinboard,and usersinadvertentlglick and downloadthe
file. The momentthe userclickson the file, the backdoorclientwill
be installedon the PC without the usersknowledgeThe PC then
becomes zombiePCandcanberemotelycontrolled.

An antivirusprograminstalledon a PC candetectmostbackdoors,
and the hackerswho wantto accesshe powerfulfeaturesof that
backdoorcontinueto write maliciouscodein aform that cannotbe
identifiedby vaccingprogramsHere,we canusea simplePython
programto learnthe conceptof a backdoorThis commandcanbe
usedto retrievepersonainformationstoredon a PC andto check
theriskthatabackdooicanbeinstalled.

2.2.2BackdooiProgranDevelopment

A backdoorconsistof communicatiometweeraserverandaclient.
The backdoorserverunsin the hackePC,andthe backdoorclient
runs on the serverPC. First, the backdoorserveris startedat the
hackelPC,andthenthe backdoorlientis installecbn the servePC
andstartstryingto connectto the serverThe backdoorservemay
senda commando the backdoorclient,andit is thereforepossible
to perform various deadly attacks,such as acquiring personal
information, retrievingregistryinformation,or makingchangego
accounpasswords.
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