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Chapter 1. Introduction



1.1 VCP(Virtualized Code Protection)?
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1.2 no Full-Emulator. It’s a Half-Emulator.

[Z& 219 (@)= Full-Emulatore| Z&o|ct, HHM ol Emulator= Full-Emulator

of Zte diAlg AlEstch. Full-Emulator = &4 T 2322 Emulationst?| sl ct
b

a. &2 ZTZOHS 2[sh M2
H2Elo AA T2 ZAL (A2 T2 25)

c. &4 ZZ WOl Emulation T3 (Fetch-Decode-Execute)

Full-Emulator?| A Z 202 Emulatore MO ZHof A0 ol dAE 221,

Nl

F2tCillusion) ol &7 ch. o|Zd (illusion)2 7Hazete| 58t £F 29 stol
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Source
Program
Source
Program ) .
Virtualized
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Full-Emulator Half-Emulator
(a) (b)

[Z2& 2] Full-Emulator 2} Half-Emulator

vt VCPE YHbA el Emulatoret= 22|, [2E 2]9 (b)et €2 BHEMRZ| Emulator
(Half-Emulator)®| Z&o|ct. o|HE A Zza3e| MiAE Emulationsht= Z0| of

Heh, & Zz0# F§ d2(HetE =) Emulationst?| 20 £01Z o|Zo|ct.
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2.1 Virtualized Environment

VME HEtEl FEo] Emulations #l8l allX|AE =5 (Register Block)2 7tZICt.

* XA 252 AH 2XIAEHE Jt2|7|= Aol ot-2} Emulations 2l VM Ol &
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AX|AE S22 1A-32 OFF|E 7} JHX| T U 2| XIAE| M (Register Set)T

i S (State Mapping)StCh.

AAE S5
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Index Offset(Byte) Mapping
0 0 eax
1 4 ebx
2 8 ecx
3 C edx
4 10 esi
5 14 edi
6 18 ebp
7 1C esp
8 20 eip
9 24 eflags
A 28 tmp
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2.2 Virtualized Instruction Format

1 BYTE 1 BYTE 4 BYTE 4 BYTE

Opcode Operand Info Operand 1 Operand 2

LQHMEE 1 71 OI5HE 7HE 2%, QLEUE=
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1) Opcode
Y o{e| 1DO|Ct. 1 HIO|EOo|EZ & 2567H(0 ~ 255)2| Opcode?t &R EtCt.

2l A AXHoEE & o & 5H7| ?lsil Opcodel| t==t(Randomize)”t EL3|ct.

2) Operand Info

HHOS RQHME Fo XY A2 LEHHCE.

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit O

Ref _Size Operandl Info Operand2 Info

Ref_Sizec 2QEHUMEI} F=5te ol A7|€ ZH ot

Bit 7 Bit 6 =1
0 0 8 Bit
0 1 16 Bit
1 0 32 Bit
1 1 64 Bit

Operandl Info2} Operand2 Infoc 2EHME= 11 QuHE= 20f e T2 XM HAS

74 X H_—_|._
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Bit 2 Bit 1 Bit O A

0 0 Register

0 1 [Register]




1 0 [Immediate]

1 1 Immediate

1 RelocationO| Esict.

Operandl Info, Operand2 Info2| z[4t?| H|E= Relocation HEZ4, 2uHE29|
27t Relocation =0fof & eIt As wf MA™ECH. (Relocationo| CHsH MHEE2

2_5™0llAM CtECE)

* Relative Address

olE G HYOlAE ChS HYO| SIX(EIP)RTE MHfmel FLE X

0
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call rel# O[L} jmp rel# It &2 HACZ ALEEH= HS LUstCl.
Virtualized Instruction 2 O|2{st T4 XA dhAg X[|SHK] 27| w20 call

rel# O[Lt jmp rel# ot 22 HHO L 2QHWEE ZF absolutesti| i &tslof Shof.

* SIB(Scale-lIndex-Base) F4 XA gh4
ol A HHOoM= [HIola + QlEA * A U]} ZR SIB @AS X TiCh
Virtualized Instruction £ O|& 4 X walZ X|SHK| 2=Ch.

wheta ofefEh T4 XY WAS JhE old Hyoo AL

o

= Fasict.
el WHOAL| A XY EE Ha {37

°l&l Instructions Virtualized Instructions
HHo| XIAE1L, [EIXIAE2 + disp#] | mov tmp, 2lX|AE{2

add tmp, disp#

6ol XAE1L, [tmp]

WHO 2 XAE1, mov tmp, 2IX[AE3
(B X AE2 + 2| X A3 * A Y] | mul tmp, 2H Y

add tmp, 2IX[AE2

02
o
L2

Bl X|AE{1, [tmp]




olel ool Fa XY BE #E 33 Hg of
Q& Instructions Virtualized Instructions
mov eax, [edi + 4] mov tmp, edi
add tmp, 4
mov eax, [tmp]
mov eax, [edi + esi * 4] mov tmp, esi
mul tmp, 4
add tmp, edi
mov eax, [tmp]




2.3 Stub Code

[==}
Al (Execute) FTH It 2 7HX2 FE=0fof it = oA T2 (AY FZE)| oM
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| O
' a
i
¥
ta) ),
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E AY9 S CPU WHO{Z ECtstl, ol Z2E sAstod of 27t e st
[18 319 (b)E Hae == Heig Adst| Mo, ez cPuel MojAg $7Is 2t
Mg Mget solch. vwol CPUS| MoOjHS HS3IH, VMo MaE TS Helol siA o
A3 (Fetch-Decode-Execute)= Xl & stAH =ct
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=R L& ol 2 A
2l Code elg cPU

push Addr of Virtualized Code

Stub Code ) eI CPU
Jjmp VM
Virtualized
. WM
Code
pop eax ; virtualized code addr
M olgl CPU

2.4 State Switching

HstEl 3= Podo| ofst Emulation® A T2 I#9| X (continuation)22 Elof

A7 =S Hetgh 240]7| mEolct.

Ol <lsll State Switching0| ZR3ICt. State SwitchingO|Zt A ZZJ30|A
gE BE FH2 =2 switchinge mf, & Z2I0| AFSSHE 2IX[AEgE HetE =

oM AtEE = ULDF HX2E S50l FASHE 2HFo|ct.

Ct22 State SwitchingS ™35t W 2 Al Z = FFO|Ct.

mov [REG_BLOCK_EAX], eax
mov [REG_BLOCK EBX], ebx
mov [REG_BLOCK_ECX], ecx

mov [REG_BLOCK_EDX], edx




mov
mov
mov
mov
lea
mov
mov

mov

[REG_BLOCK_ESI], esi
[REG_BLOCK_EDI], edi

eax, [ebp + RESERVED_STACK]
[REG_BLOCK_EBP], eax

eax, [ebp + RESERVED_STACK + 0OCh]
[REG_BLOCK_ESP], eax

eax, [ebp + RESERVED_STACK + 8]
[REG_BLOCK_EIP], eax

o|2{st State SwitchingO| WX O|F0{Zl =of HatE IE

=t

EmulationdiM= AH = X|AEE ALSSt= ZH0| ot 2}

HE ALSTiCt.

—

9| EmulationO| ZI&

AR 2B S50l U=

= Hof My
mov eax, 10 eax = 10
Source Program #1
mov ebx, 20 ebx = 20
push Virtualized Code Addr
Stub Code VM 2ZE jump

Jjmp WM

Virtualized Code

mov eax, O

mov ebx, O

Source Program #2

mov ecXx, eax

mov edx, ebx

ecXx = eaxX

edx = ebx

VM

Register Block &

mov [REG_BLOCK + EAX], eax
mov [REG_BLOCK + EBX], ebx

State Switching

pop [REG_BLOCK + EIP]

EIP = Virtualized
Code Addr




mov [REG_BLOCK + EAX], O
mov [REG_BLOCK + EBX], O

Emulation

mov eax, [REG_BLOCK + EAX]

mov ebx, [REG_BLOCK + EBX]

State Switching Back

Jjmp Source Program #2

Source Program #2=
=7|

04 29

Al

H|

2.5 Data Structures of VM
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olz{gt HE| 2= stdollMel ckddnt dAo thestE flsh 22 =2 2B NMEst=

Zolct, 2g|=of A2 A E=oict DRSS SEECh ol2{gh 2d=o] A mz22| g
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T2 B esp MXIAEC S TYS wUsks 7I813 ULAZORM THE 5 Uch
£k AR E Ao SIXE HXIAH 222 ZF A0| of7| HRo| S7|st T2HAS
nolg oot gich
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EXI2H A2 =2 ABMof| VM A2 #XE FAIStkE Aoz A 7F Aok, (SHAI2H f{olAM &
)

H2 ZHo vlstH HFL 22 ZHcH

Stack Stack
. < esp . + esp
Lowe Lowe
Address Address
WM WM
Data Data
«— Regizter
. Block.esp
« Register
Block.esp
Source Source
Program Program
Data Data
(a) (b

[23 4] vMe| A

[38 4712l (@)dlA vMmo| ct2of 22 HetEl I=EES Emulation oot M 2Zbe 2L

?lel HEE 3EE v ot 20| Emulation & ZAO|Ct.

RegisterBlock.esp -= 4;
*(int*)RegisterBlock.esp = 10
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X|A|Z|D BiEtEl I =9| Emulation Ao ZHR8F AR HAA

[

2 Of|2k(Reserved)3C

9g o aflz ¢

Stack Stack
. + esp . - esp
Lowsr
aadre b Add -
Address Data ress Data
+ ebp + ebp
Reserved Reserved
S3tack Area Jtack Areas
+— Register
“ Register =D
Source R S C Source
Program Program
Data Data
(al 92)]

[2& 5] Emulation= ®/%&h Reserved Stack Area

[23 512t &0 AHZ FM5Qs ZF, ek RegisterBlock.esp?t Reserved

=

Stack2 C} Al23510f VWM Data Yoz AHs= 2ol

Regiseter.espO| 7t2[7|= {I%[7} ebpOl 7t2|7|= fIX|ECt &5 &

odo
/=

AE7t EHdd 49, VM Data¥d9s

o
0z
ol
rr

F

Reserved Stack=s =#&stol 2XME aliZd e = Uct.

olol tH$t Pseudo Code= Ch2=b ZCh.

,:_I_AI HFAH S

4 UCH. O[XH

<, & VM Data¥d

if (RegisterBlock.esp < ebp)

{
VMDataSize = ebp — esp;




NewVMData = RegisterBlock.esp — ReservedStackAreaSize ;

for (int 1 = 0; 1 < VMDataSize; i++)

{
*(NewVMData — i) = *(ebp — 1);
}
esp = NewVMData — VMDataSize;
ebp = NewVMData;

[22 612 VMol AIF 2A3tD U= Age| TEES Lietdct,

Stack

o — B8P

TS RegisterBlock. eax

Address

RegisterBlock. ebx UH:Data
(0x100 Bytes)

-;; ebp

FReserwved

Srack Area DK%DD BEvtes

FLAGS

Virtualized
Code ALddress

+— Register
BElock.esp




2.6 VM Dispatch Loop

VW ZEE= ct33 ¢2 Dispatch Loop 7#=& 7J|ZICt.

BYTE opcode;

While(2)

{
// OpcodeE 7tM&cCt. (Fetch)
Opcode = GetByte(RegisterBlock.eip);
// Increment EIP
RegisterBlock.eip++;

=2 &

2

// OpcodeE Xz|st=

opcodeTable[Opcode] .handler();

opcodeTable® Emulation &2 FAE JHZ vjdolct.

opcodeTable Index= opcode2} & Stct.

Index Address
0 “‘mov’ handler address
1 “xor”’ handler address
255 “end” handler address

LHM =0 et x| (Fetch)= 2 WO HSEolAM TAHeCH ([E M=o i XS
Zetst clm2Y IS Main Dispatch Loopol Z&st= Zdo| O L2 F=xolct. J

Decode and Dispatch Loop T*=7} HIZHESICE.)

il
0jo
rlo
>

I VM 2| Main Dispatch Loop F&0|C}.




mov  ebx, [REG_BLOCK_EMULATOR_BASE]
add ebx, offset opcode_table // opcode_table address
call get_opcode

mov ecx, dword ptr [ebx + eax * 4] // opcode_table[opcode]
add  ecx, [REG_BLOCK_TARGET_BASE]

mov eax, ebp

sub eax, EMULATOR_STACK

push eax // m2|o|E{= RegisterBlocke Fa

call ecx // HHo{ g =2{(&RegisterBlock); &&
add esp, 4

Jjmp decode

o
]

ChHS ZE= mov WEO sHE2{(vep_mov)Ch. (WO 2| sHER EFR2 Hel ssict.)

vcp_move| Il2fo|E{(VCPRegisterBlock *)+&= Main Dispatch LoopollAl MEtgt=Ct.
vep_move| Al X £ LF°2l HANDLER _TYPE naked &5 MASIEE Hol=of U
Ct. vcp_move naked &=0|7| mf&Zof &2 X[ H=of et Mzal 2 2 SHHE
Zutdyf il =E HMzlsiFoio

Ssi xlo) W0l e wEe 7

T
o

Ct. vecp_mov Z= & sub esp, _ LOCAL SIZEE

7, add esp, _ LOCAL_SIZE = =3l sid= 7¢

o
ol

HANDLER_TYPE vcp_mov(VCPRegisterBlock *pBlock)
{

HANDLER_START

HANDLER_1D(0x00)

int eip, op_datal, op_data2;

OperandInfo operandinfo;

__asm
{

push ebp

mov ebp, esp

sub esp, _ LOCAL_SIZE




eip = pBlock->eip;
eip++; // skip opcode

// fetch operandInfo, operandl, operand2
operandInfo = *(OperandInfo *)eip;

eip += sizeof(operandinfo);

op_datal = *(int*)eip;

eip += sizeof(op_datal);

op_data2 = *(int*)eip;

eip += sizeof(op_data2);

// increment eip

pBlock->eip = eip;

switch(operandinfo.o02_addrmode)

{
case OPR_REG:

op_data? pBlock->registersf[op_data?];

break;

case OPR_INREG:

op_data? pBlock->registers[op_data?];
op_data2 = *(int*)op_data2;

break;

case OPR_INIMM:
if (operandinfo.o2 _reloc)
op_data2 += pBlock->targetBase;
op_data2 = *(int*)op_data2;
break;

case OPR_IMM:




break;

default:
/7 ??
break;
}

switch(operandinfo.ol_addrmode)

{
case OPR_REG:

pBlock->registers[op_datal] = op_dataZ2?;

break;

case OPR_INREG:
op_datal = pBlock->registers[op_datal];
*(int*)op_datal = op_data2;

break;

case OPR_INIMM:
if (operandinfo.ol _reloc)

op_datal += pBlock->targetBase;

*(int*)op_datal = op_dataZ?;
break;

case default:
/7 ??

break;

asm

add esp, _ LOCAL_SIZE

pop ebp

ret




HANDLER_END




2.7 Program Counter Mapping Table(SPC-TPC Mapping Table)

T

ol wajofel wgtel waiojo] moe
et oz HetE HHolel 37|17+ o Act.
Senzitive
Code Block Virtualized
Code Block
Code =
Block #1 Block #1
[1% 7] €efel =Ee} wistsl m=e| 37| 8|D

[Z8 7]0AM EXof, |eiel ZE HAHCt o|&
=0, Aa2le TE JFHo| xlof HEE IEE
b FA (#1) 71X HIOIEHE SO He[A =ct.
Sensitive
Code Block SEE
Cods Cods
Block #1 Elock #1
Virtualized
Codse Block

[12 8] MEe

olzigt M E siZ5k7] flsi, [28 8]2 &0l ™

SASHA =k, (H2fe] ZE ddol= Stub CodeE A

Gojof WetE m=

i

= A}

IE

o
S

9ol A7t FA7|

YA = ey

e

— o
o

o
3

=2
=

By

of



o{7|M A MZIE ®loll, ct3el &2 Z20H 2 ofM=2 SACt.

Address ¢I&! Instruction Ay
0x1000 VCP_START
0x1000 05 01 00 00 00 add eax, 1
0x1005 3d O0a 00 00 00 cmp eax, Oah
0x100A 7c Oc j1 0x1000
0x100A VCP_END

A ZZ22O| VCP_START FE{ VCP_END ¥ 7tX| #1350 O|FO{ZlCt.

B2to| O|FO0 A ZES TV ZHME MER FH(0x2000 HX|)o| #HEE F=E X ZEst
7|2 stct. (add2l opcode= 1, cmpe= 2, jl= 322 JHHsict.)

Address Virtualized Instruction A

0x2000 01 83 00 00 00 00 01 00 00 00 add eax, 1

0x200A 02 83 00 00 00 00 Oa 00 OO 0O cmp eax, Oah

0x2014 03 b8 00 10 00 00 Jj1 0x1000

?lef Zo| HatslH g S, 2Me HIZ HEtE ZE F j1 HHo 2| i =0l ULt
HEE FEJ ME22 9Y9(0x2000)22 SAMEQZ] 20, j1 WO 2mMET} It
2/7]= 0x1000 HX|= 2lo|7t gle= ZOo|Ct. 0x2000 HX|Z HZAS= Zd0| SHI=C}.

? 2EME Soll A ZTZOHMAM ALESE FAE BetE FES FAZ B{ZAE 0o} Stk

o

Program Counter Mapping Table(SPC-TPC HE HIO|Z)2 LA ZZIMOA ALS

Faot HatEl FEo Fao oie iE HEE 225ty A= Ho[So|ct.

(s

?lo| ofofl M= ctZak &2 SPC-TPC ofE H|ol S0l ZAjshof & Zio|ct.
SPC TPC
0x1000 0x2000

rlo
0z
oy
=]

VM HE jl 0x1000 ZEZ Emulation® mf, HX SPC-TPC thZ E|o|E2]




™

AEZ|S 0x10001t LA|SHE SPCIt EXfSHEX| HAstal, ghek ZXECtHE 0|E TPCE
HZ 5101 Ox2000H X2 M= SA &t ghek ofd Ho|Sol SPCIt EAYSHA| =chH,

BetE oo QY E FA(0x1000) 2 M Z st =t

SPC-TPC HE E|O|=& HH3I7| 2o cf3a &2 2ttAel Beh 2eio| o|FO{X|=H| cf

2 oA T2l o & 74X 11 olof| Cis RIMIS| Lol X},

Address Q& Instruction My
0x1000 VCP_START
0x1000 05 01 00 00 00 add eax, 1
0x1005 3d Oa 00 00 00 cmp eax, Oah
0x100A 7c Oc j1 0x1000
0x100C EB 00 Jjmp Ox100E
0x100E 6a 01 push 1
VCP_END

(VCP_START= & Zdi& ZE P9l Al=tE 7t2(7|11, VCP_END= HHat =i CHat
IE Ao Eg tal7lict)

1) A chA

SPC-TPC & EHO|ES THE1 SPCE MZAst= Zo|ct.

VCP_START/VCP_END ¥%& A7id35t01, Branch FE 0 (mp, call )& & =Ct.
27{%l Branch HZO{oIA AR5 T4 QM E=E SPC-TPC tHE Ho|E2| SPC &=

of Frtstch. (ol W F4& LHMETL Relative FA2IH 0|5 absolute SHA| Hhst

Zx

< SPC gh=of FItgtct. ofifstH HekEl YHolol= Relative T2 X|E 240

SHX| 27| mEolct.)

2 A T2 219l Ox100A 24elZl 0x100C 2ielolM  AlEEl F=AZF 0x1000,

Ox100E7} SPC =22 FJHE Zo|ct.

SPC TPC

0x1000

0x100E




4 VCP_START/VCP_END d<je| gt xi¢ls Zdotct. #Hat Xeds Mdshs seof
SPC-TPC ofd H|o[=oll *A= SPC 2tele| Mt 20| AlXf=H, SPC-TPC oiE E|o|=2

SPC &=1} o &5l= TPC &=ol HEtEl I=EQ| 2X|E A Zstc).

8% VCP_START/VCP_END %%2| 0x1000 M X|FE| #5 Ztols A|ZbeH Zio|C),

(Hetel I=+ 0x2000 FE MZEECtD JHYSct)

0x1000 HX|ofA HEhEl F == O0x20002 X|of X Zo| ElCt.

Address Virtualized Instruction AMod

0x2000 01 83 00 00 00 OO0 01 00 00 00 add eax, 1

0l0

Ol m, O0x1000¥HXx|= SPC-TPC OHE H|Oo[=2| SPC &=o EM3SI=ZZ, SPC &=z} Of

St= TPC &=of HeteEl I=o XNZEE 2[X(0x2000)E X ZHetct.

SPC TPC
0x1000 0x2000
0x100E

rir

olx{st Het o] ZlH=1T, 0x100EHX|0f U= BHO (push 1) SPC-TPC tHE H|

0|22 SPC &=o EXStEZ, Ox100EHX| HWZHO{(push 1)= HE0| ZAl == Ao
BiakEl HHO 7 MEE 91X (0x202c) = TPC &30 X ZHEICt.

Address Virtualized Instruction A

0x2000 01 83 00 00 00 00 01 00 00 00 add eax, 1

0x202C 04 98 01 00 00 00 push 1

SPC TPC

0x1000 0x2000

0x100E 0x202c




ojz{gt Y= s SPC-TPC thd El|ol=0| T4=H, Mol &= + A= SHE

| MZt=|o{, Branch W& O & Emulation® umjoict VM SPC-TPC oiE H|OIE2S

>
<

&z=s5to] TPC =50 EMstH F4 Hetg A Eot.
PC-TPC OHE H|o|Sol EMetctes A2, HEE FZ=olM £ ot ¢
ojE HiolSol =Xt

= C
x| gectd, MEstels Fob WeE @S goo| ofd 2A Tzl 9IXE It

Al

olz{st Zol= State Switching(BlIX|AE S >AHEXAE) F

2.8 Base Relocation Problem

Windows PE mtel2 AlM ZE FA-° ImageBase’t CtE A<, Base RelocationO|
atMSteh, 02{$t Relocation® WO ZFE=S| QLEMBE(FA)E X sict. uf2iM VCP

OlM T OfE a{et MAJI HRS5it.

Ctsx €2 W85 Z=EE ek o] Aokl JHHSHAL.
(0l == ImageBase’} 0x10000000 0|2t 7+ shct.)

(» mov eax, [0x1000000A]

otep of Tl

of AMXM ZE FAJF 0x20000000 O|2tH, RelocationO| wHMsHC|,
1

=
Relocation ¥ ZE (D= o3 20| HAECH (2HZF HEE)

lo

@ mov eax, [0x2000000A]
VCP oM ZE DS ofziet Zo| Hetstctl JHHSHAL.

(® mov eax, [0x1000000A]

17| ZH 7t Lo, @0l et RelocationO| ELsh A<yt WHdls o, fei=
207} Relocationg HEX|CH HigtEl F=of st FE7HX] 2CEI7F 2H0{8HX| ghe=ct.

HLstH HetEl FE9f fRIF MER Yoz HE F

)-0

17| wfZo|ct.



HetEl FEo thet Relocation2 ZHOA AsHA| Zst2=2, 0|2 WM oA H2[sHof

otch. 2_2F0M M HAX0| o|2{et Relocationg X2lst?| flaf 2= Zefart

rn

Operand Info2| Relocation H|EO|Ct. H{stEl FE=2] Operand Infool Relocation
HIEZF d™ =0 ACtH, VM2 EmulationAld] i Y 2 zH =2 Relocationg T st

=i,

FE=o| Relocat

g2|sfjof & o2, AlX| Relocations Tdst= A2 VM oM X z2[sHof St

n 231 M35

rr
s
rlo
rII
o

st 24 (Binary Translation) Alofl X

Zde 3A 2 cHAZ LEECH.

1) Translation THA

Hetst ~A HHO{| Relocation 0iFE Hrtetc (2HM =T relocatablestx|of Cf
sff metst= JHE MEtsh wHE _reloc MMl MEE E=St= AHolct.)

otef Relocation O] 2l e = = QEHAME=Y Z2of, Hetd HHole| LEHUE HE

off Relocation Zal1& MH S},

2) Emulation THA|

{5tz HEyojol QIHME MEo| Relocation 217 M= US EF, WY 2H
ZHE=2| Relocation ZtH0| Zesict. O|E flsiM citgzt 22 MEE WM oA JHX| 1D
Aofof shCt.

®» =7| ImageBase (Translation Alof }2

b
@ 259 ZE F4& (Emulation Alof] & £ %= MEO|Ct)
Relocation 8 Al XM Zg Z4Alo[ct.

A F4& = (7] ImageBase — 252 2E F&) + LEHAME=Z:



2.9 External Call Problem

External
(Intel Instructions)

Virtualized Code Start

Call External

Virtualized Code End

[Z& 9] External Call Problem

(22 9]o} Zo| Hat=El I= AAHoM call externalet 22 2E AA T2 Jéo| Shp
(external)& S &st= WHEE FETJ}F Ut JHYSHAL. State Switchings Sl 2 F &
A

(external)7} Mall=|= A|MoM= CPUAIM AF slilAM 2 Mg sHA 2 ZAWolch XM=

=2
30
il
o
rm
ol
rir
>H
rlo
I
o
2
x
HL
il
o
|'II
o
[l
kU
n
02
12

2 F gt=(external)7t 2|EH g o

of = FZ=(call external) W&ol ch2 9 x|o|ct. 2|EHsH= 9|

it
o
i
_O'E
rir
Mo
Rl
N
T
0>~
g
n

o{o|7| mf&o, CPUE 0o|ZHE Z

w2t ol M= EZ&(call external) ¥ZEolel cCt2 2x|o VM2E ZHM&tst= stub

code(21® HYO)S MBo=M HBE 4 AUck

GES H o Yol 27 WA A | =A
0x1000 external() IA=32 Instruction CPU 4
IA=32 Instruction CPU 5
0x1500 ret IA=32 Instruction CPU 6
0x2000 VCP_START Virtualized Instruction VM 1
Virtualized Instruction VM 2




0x2020 call external Virtualized Instruction VM 3
0x202A push 0x2034 Stub Code(IA-32) CPU 7
0x202F jmp vm Stub Code(IA-32) CPU 8
0x2034 Virtualized Instruction VM 9
0x2100 VCP_END Virtualized Instruction VM 10

0x202A= VMO| aljAst Bist=l I =9| ¢|%|(0x2034)5 MMEsH7| gt Z=o0|C},

0x202F= VML =2 MEtst= ZEo|ct 0x202F HEeo| A oo 0x20340 U= HEHE




2.10 Virtualized File Structure

1o
:Oé
H
fol
r
b
Ok
=
o}
Q.
o
=
w
-
m
_]":_I
ne
lo
>
i

st=l @ o{et VM 2 2+ZE Windows PE mtelel Az ot

PE Header

Code Section

Data Section

VM Section

Virtualized Instructions

Section

1z

Mg =157 fsliAe MM 3|HE Fotslof 5t1, PE Header2e| oi2{ Z=of CH
tCt.

=
=
(@]
I

0

ol

1]
ol

L



VM Section2 ctSz Zo| M =C

o

VM Code

Delta of Source ImageBase

SPC-TPC Table Pointer

OPCode Table

OPCode Handlers

SPC-TPC Map Table

Delta of Source ImageBase = &A T2 29| |mageBaselt AX AA T2 Mo 2=

= 7|& FAeo xfo|ZtE ZHX|ZD Uch 0|H2 Relocationg £lgt 4t2 2, Relocation H|

Holl 2lshAM MA™=of, Ol= .reloc MMe| MHo2 Jtsstiot.



3. Implementation



3.1 source.exe

j et

—

rn
m

|~AE Z=2a3olct,

ol

%
o

1o

source.exe 2 VCP Mg

source.exe It ofzie} Zo| test() &rE JIX|ZZ U=, test() EHrol MEASH EE2S

Virtualized Instruction@ 2 &6t VM 22 Emulationste ZHE S AModst Zio|ct.

void test()

{
inti=0;

for i=0;i<10; i++)
{

printf("l love you\n");

int main(int argc, char* argv[])

{
test();

return O;

>

ME S HEo| ojMER| IES Cl23 Zo),

12: inti=0;

0040104A C7 45 FC 00 00 00 00 mov dword ptr [ebp-4],0

13:

14: for (i=0;1<10; i++)

00401051 C7 45 FC 00 00 00 00 mov dword ptr [ebp—4],0
00401058 EB 09 jmp source +43h (00401063)
0040105A 8B 45 FC mov eax,dword ptr [ebp—4]

00401056D 83 CO 01 add eax, 1




00401060 89 45 FC mov
00401063 83 7D FC 0A cmp
00401067 7D OF jge
15: {

16: printf("l love you\n");
00401069 68 1C 20 42 00 push
0040106E E8 8D 00 00 00 call
00401073 83 C4 04 add
17: }

00401076 EB E2 jmp

dword ptr [ebp—4],eax
dword ptr [ebp—4],0Ah
source +58h (00401078)

offset string "l love you\n" (0042201c¢)
printf (00401100)
esp,4

source+3Ah (0040105a)

3.2 Binary Translation

test() &2 HElE WHZ HEsH7| 2sA= Virtualized Instruction Seto| st

Ct=229| Virtualized Instruction SetZ} Opcodeo|C}.

OPCode Virtualized Instruction

0x00

0x01 mov
0x02 sub
0x03 jmp
0x04 add
0x05 cmp
0x06 joge
0x07 call
0x08 push
0x09 pop
0x0a end




Virtualized Instruction SetS 7HX| L test()2| 2iels v &t 2 A}

M 12 2iele 2EAt

12: inti=0;

0040104A C7 45 FC 00 00 00 00 mov dword ptr [ebp—4],0

Bl @Hoel T4 XM ZEo|= [reg + disp#]et e whAlg X|I5HX| 47| 2o
chZot ol #&ksfiof shot

mov tmp, ebp
sub tmp, 4
mov dword ptr [tmp], O

mov tmp, ebpE Virtualized Instruction formatoll & eIz stH Cl2np 2ol

OPCODE(1BYTE) | OPERAND_INFO(1BYTE) | OPERAND1(4BYTES) | OPERAND2(4BYTES)

01 80 0a 00 00 00 06 00 00 00

OPERANDL_INFO 7} 0x80 ¢l o|®+= Chazh &t

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
1 0 0 0 0 0 0 0
Bit 7, 62 Ref_SizeE& LtEtLH=O| 32H|EE #F3er Ao|0d, Bit 5, 4, 32 2uEME=12] Fo
Ad LA S ofofet Adeldl 000 o[22 HX|AEE 2fo|gtet Bit 2, 1, 0 2 LEHME22
Fa XY 2AlS oo|stl 000 0|22 3 X[AE{E o|o|stoh

LiHZHE=10| 0a 00 00 00 2l O] F& tmp IX[AE{2| A ATE 10(0xa)0l Ll Little Endian2
2 /=7t ARG =T wZolct

QHME=2= 06 00 00 00 2F ebp X AE(QIHA 6)E JI2|ZIC}.

ol Aoz HEte MBI CISI LS WEE HHOIS A2 4 Uk

mjo
0%
o]

00401051 mov dword ptr [ebp—4],0
01 80 0a 00 00 00 06 00 00 00 mov tmp, ebp
02 83 0a 00 00 00 04 00 00 00 sub tmp, 4




01 8b 0a 00 00 00 00 00 00 00 mov dword ptr [tmp], O

00401058 jmp  source +43h (00401063)
03 b8 63 10 40 00 jmp 00401063 (internal, spc_tpc_mapping)

0040105A mov  eax,dword ptr [ebp—4]

01 80 0a 00 00 00 06 00 00 00 mov tmp, ebp
02 83 0a 00 00 00 04 00 00 00 sub tmp, 4
01 81 00 00 00 00 0a 00 00 00 mov eax, dword ptr [tmp]

0040105D add eax,1
04 83 00 00 00 00 01 00 00 00 add eax, 1

00401060 mov  dword ptr [ebp — 4], eax

01 80 0a 00 00 00 06 00 00 00 mov tmp, ebp
02 83 0a 00 00 00 04 00 00 00 sub tmp, 4
01 88 0a 00 00 00 00 00 00 00 mov dword ptr [tmp], eax

00401063 cmp dword ptr [ebp —4], Oah

01 80 0a 00 00 00 06 00 00 00 mov tmp, ebp
02 83 0a 00 00 00 04 00 00 0O sub tmp, 4
05 8b 0a 00 00 00 0a 00 00 00 cmp dword ptr [tmp], Oah

00401067 jge source +58h (00401078)
06 b8 78 10 40 00 ige 00401078 (relocatable, external)

00401069 push offset string "l love you\n" (0042201c¢)
08 b8 1c 20 42 00 push  0042201c (relocatable)

0040106E  call printf (00401100)
07 b8 00 11 40 00 call 00401100 (relocatable, external)

Stub Code(IA-32 Code)




next vcode address

68 ?7? ?7? ?7? 7?7 push
EQ 77 7?7 27 7?7 jmp emulator_address (rel32)
00401073 add esp, 4
04 83 07 00 00 00 04 00 00 00 add esp, 4
00401076 jmp  source+3Ah (0040105a)
03 b8 5a 10 40 00 imp 0040105a (internal, spc_tpc_mapping)
?le| ZulolMd ZalE JEHoF & FE2 mp2t call @EHofol cHst B& FE2o|ct,
A Z2IWOIM jmp rel#2f 20| MMl FAE XMol= WHO &0o|Ct
skl 2 ojol= o|2{st At A Ql(relative) & XH ZE=7F =X|SHX| 27| mf 20|, 0|S
absolutest FA2 =H35t0 A3HSHAH ECl
00401058 jmp  source +43h (00401063)
03 b8 63 10 40 00 imp 00401063 (internal, spc_tpc_mapping)
0{7|M internal Ef 1= jmpel SAX|7} HatE ZE HA ol Uctk= HZ 2|o|stee, o=
SPC-TPC ¥ HIO|ES &8 F& Hato| ZEesich= A2 ofo|sict.
Ct22 call @&ofof CHeh 848k Z1to|ct,
0040106E  call printf (00401100)
07 b8 00 11 40 00 call 00401100 (relocatable, external)
Stub Code(IA-32 Code)
68 ?7? ?7? ?7? 7?7 push next vcode address
EQ 7?7 ?7 77 7?7 jmp emulator_address (rel32)
9™OA At EFXO0|, printf() &= HWHEE ZE Ao EXSHX| 2= 2AF ==
et printf() &l & HWH Ch3o 2LE HWEHO= g HHAH(A-32

(external)olc}
2 FTME Stub CodeZl =/o{of &t}

~



3.3 The VM

#HstE] odHo{= VMOIA Emulation®tCt.

<

M2 o5 20| o S2l Z== 2d=0] Ut

HANDLER_TYPE emulator()
{
EMULATOR_START
_asm
{
// 1) Stack Z=7|z}
/1
/1
/1 |
// | VM Stack
/1 | (0x100bytes)

/1 +

/1 |
/1 | Reserved Stack
/1 | (0x300bytes)
/1 |

/1 +

/1 old EBP

// +
// old Eflags

/1 +

// | VCode Address

/1 +

/1

//start:

| <-esp, Top(Lower Address)

+

+ <- RegisterBlock.esp

pushfd ; original eflags

push ebp




sub esp, RESERVED_STACK ; 0x300
mov ebp, esp

sub esp, EMULATOR_STACK ; 0x100

// 2) Register Block =7|3}

/1

mov [REG_BLOCK_EAX], eax

mov [REG_BLOCK_EBX], ebx

mov [REG_BLOCK_ECX], ecx

mov [REG_BLOCK_EDX], edx

mov [REG_BLOCK_ESI], esi

mov [REG_BLOCK_EDI], edi

mov eax, [ebp + RESERVED_STACK]

mov [REG_BLOCK_EBP], eax

lea eax, [ebp + RESERVED_STACK + 0Ch]
mov [REG_BLOCK_ESP], eax ; ESP
mov eax, [ebp + RESERVED_STACK + 8]
mov [REG_BLOCK_EIP], eax ; EIP

// 3) emulator_baseE FgtCl.

/I VM ZE0| QIRYHE FTAE AA ZZ2 M0l SEE|X| g=C}

/I EtAl 2ot O FAE VMOl A Z2 O30 ofefx|El M-S 1I{SHX| 2 Aolct
call get_emulator_base

get_emulator_base:

pop eax
sub eax, offset get_emulator_base
mov [REG_BLOCK_EMULATOR_BASE], eax

// 4) source_base

// Virtualized Instructionofl IZHE F& 2EHMEE H| RS04,

// OPCode Tableol| lZHE FAE AA T2 29| |mageBaseE 7|&2=2 MA = QCt
// Relocation 0| E 3%t &2t2 CiH|St04, source_baseE T etct.

// source_base= A=A T2 9| |mageBaseo| Cist HEIZIS 2 =7|St=IC},




// source_base = A=A

[l

23 9| ImageBase + &~A T2 o AH 2ZE FA

M

// source_baseo| CH&t MAH 2 Windows Loadero| Al ST},

// 0|2 Jt=7 3= Z2 Relocation TableO|C}.

add
mov

mov

eax, offset source_base
eax, [eax]

[REG_BLOCK_SOURCE_BASE], eax

// RegisterBlock.eip2l Relocation

mov
add

mov

ebx, [REG_BLOCK_EIP]
ebx, eax

[REG_BLOCK_EIP], ebx

// 5) SPC-TPC Mapping Table2| F&

mov
add
mov
add

mov

eax, [REG_BLOCK_EMULATOR_BASE]
eax, offset spc_tpc_table_pointer

eax, [eax]

eax, [REG_BLOCK_TARGET_BASE]
[REG_BLOCK_SPC_TPC_TABLE], eax

// 6) Main Dispatch Loop

decode:

mov
add
call
mov
add
mov
sub
push
call

add

jmp

ebx, [REG_BLOCK_EMULATOR_BASE]
ebx, offset opcode_table // opcode_table address
get_opcode

ecx, dword ptr [ebx + eax x 4]  // opcode_table[opcode]

ecx, [REG_BLOCK_TARGET_BASE]

eax, ebp

eax, EMULATOR_STACK

eax

ecx // opcode_table[opcode] (struct RegisterBlock *);

esp, 4

decode




get_opcode:

Xor eax, eax
mov ecx, dword ptr [REG_BLOCK_EIP]
mov al, byte ptr [ecx]

ret

source_base:

DWORD_TYPE(0x00000000)

spc_tpc_table_pointer:

DWORD_TYPE(OX77777777)

opcode_table:

CHZ22 call W&Hofof| cHst s E2{(vep_call)olct.

HANDLER_TYPE vcp_call(VCPRegisterBlock *pBlock)
{

HANDLER_START

HANDLER_ID(0x07)

int eip, op_data1l, i, find;
Operandinfo operandinfo;

SPC_TPC_TABLE =pTable;

__asm
{

push ebp

mov ebp, esp

sub esp, __LOCAL_SIZE
}

eip = pBlock—>eip;




eip++; // skip opcode

// fetch operandinfo, operand?, operand?
operandinfo = *(Operandinfo *)eip;

eip += sizeof(operandinfo);

op_datal = x(int*)eip;

eip += sizeof(op_data1);

// push return address
pBlock—>esp —= 4;
*(int*)pBlock—>esp = eip;

>

// call ol AFEE&= F
/] ke >

pTable = (SPC_TPC_TABLE =)pBlock—>spc_tpc_table;

ol

7t SPC-TPC oi & H|o|Sol EMSt=X| =telstct
=

AototH HetEl 3= Pl (A2 HZ =0fof ot

i
s
rlol

r

for (i=0; i < (pTable—>size — sizeof(pTable—>size)) / sizeof(SPC_TPC); i++)

{
find = 0;
/| B=2 {7} o E B|o|S0o| EXEtct,
if (pTable—>entry[i].spc == op_datal)
{
[ Hze X7 HetEl 3= G ol EMSicts A
// elojstct, w2bM RegisterBlock.eip 2t s =t
find = 1;
pBlock—>eip = pTable—>entry[i].tpc + pBlock—>targetBase;
break;
}
}

1101111111111

[l BEE x| 7} HEtEl FE AA 2 H(external)oll EX|st= A //

1011011111117
if (find ==0)




/1 relocation bit7} A& =[0{ RJACIH, relocation T
if (operandinfo.o1_reloc)

op_datal += pBlock—>targetBase;

pBlock—>tmp = op_data1;

__asm

{
// State Switching(RegisterBlock —> QI&! Register)
add esp, __LOCAL_SIZE
pop ebp
mov eax, [REG_BLOCK_EAX]
mov ebx, [REG_BLOCK_EBX]
mov ecx, [REG_BLOCK_ECX]
mov edx, [REG_BLOCK_EDX]
mov esi, [REG_BLOCK_ESI]
mov edi, [REG_BLOCK_EDI]
mov esp, [REG_BLOCK_ESP]
/] &2 FAE pushst
push [REG_BLOCK_TMP]
mov ebp, [REG_BLOCK_EBP]
/] &7l FAE jmp
ret

}

asm




add esp, __LOCAL_SIZE
pop ebp

ret

HANDLER_END

3.4 The Two Sections

Ch=

ro
rE
rlok

in
B>
|>
1]

23| md(PE) F+=0|C}.

PE Header

Code Section

Data Section

.vep

.vcode

vep MMDL vecode MMES M E FItetct
vep Mol VM ZEeF HFof M

.vcode MMoll= HetEl I=ES0| fIx|EHCt,



[O8 10]2 .vep MM &ffolct.

aFile | Data | Description | “alue
ooooo2a0  2E 76 B3 70 Mame NEp
QooooZ2a4 00 00 OO 0o
00000248 00001000 “irtual Size
oooo2ac 0002C000 R,
Q00002ED O0000F24  Size of Raw Data
Qo0002e4 O00Z2A000  Pointer to Raw Data
Q00002ES 00000000 Pointer to Relocations
Qoooo2BC 00000000 Pointer to Line Mumbers
Qo0002co oooo Murnber of Helocations
0000022 oooo Murnber of Line Mumbers
Qo0o002c4 EQOOODED  Characteristics

0o0oocz2a
0o0ooo4a
00000osa
20000000
40000000
80000000

IMAGE_SCN_CNT_CODE
IMAGE_SCN_CNT_INITIALIZED DATA
IMAGE_SCN_CNT_UNINITIALIZED_DATA
IMAGE_SCN_MEM_EXECUTE
IMAGE_SCN_MEM_READ
IMAGE_SCN_MEM_WRITE

[2& 10].vcp MM sltd 24 (PEView)

[2& 11]2 .vepel raw dataolct.

[ source.exe nFile |

- IMAGE_DOS_HEADER
- M5-D0S Stub Program
- IMAGE_NT_HEADERS
- IMAGE SECTION HEADER t | 0002AD30 14 FF FF FF 8B
- IMAGE_SECTION_HEADER r| 00024040 8D 85 0C 03 00
- IMAGE_SECTION_HEADER .| 0002ADS0 00 00 89 85 20
- IMAGE SECTION HEADER | 00024060 1B 40 00 89 85
- IMAGE_SECTION_HEADER r| 0002AD70 89 85 2C FF FF
- IMAGE SECTION HEADER v | 0002AD80 20 FF FF FF 8B
- IMAGE_SECTION_HEADER | 0002AD090 00 03 85 2C FF
~ BECTION text
B SECTION rdata
- BECTION .data
B SECTION idata
- SECTION .reloc
R SECTION wep

- BECTION wvocode

Raw Data

N00ZADD0  9C 55 §1 EC 00
ooozZA010 89 85 00 FF FF
no02A020  FF FF 83 95 OC

00024040 FF FF FF 81 C3
00024080 &3 03 80 2C FF

03
FF
FF
8
oo
FF
30
FF
85
FF
31
FF

oooz2Anco D1 83 C4 04 BB OF

oo
89
FF
oo
89
FF
FF
8B
30
FF
1c
FF
3

oo
90
FF
03
85
FF
FF
90
FF
89
40
5B
co

8B EC 81 EC 00

04
59
0o
1C
=
FF
20
FF
85
0o

FF
BS
oo
FF
0o
05
FF
FF
34
E5

5 20
5B 8D

FF
10
39
FF
0o
29
FF
05
FF
18
0o
20

FF
FF
85
FF
0o
1c
FF
2D
FF
oo
01
FF

89
FF
18
8B
0o
40
03
1C
FF
oo
0o
FF

01 00 00
8D 08 FF
FF 89 BD
FF FF FF
85 08 03
58 20 BS
00 8B 00
D5 89 9D
40 00 8B
3B 90 30
00 8B 0C
00 &0 FF
FF_8A 01

00024000 C3[00 00 00 00 [10

CF

42

OooZADED (00 OB Ce 42 00

=1l

[or

42

000ZAQFD (00 87 CA 42 00 9D CB 42
0002A100 |00 D CE 42 00 CC CC CC

0o

0o/ oo

0o

ca
C5

42
42

0o C7 CCo42
cccccccCcoc CcCCe CC

oo
0o
ao

D9 c4 42
45 C9 42
Fg cD 42

[2& 11].vcp A2l Raw Data(PEView)

[Z28 11]ollM Moz sfAXelE FE& XX 4835

A

EHHCE Mg BtA= OPCode Table2MW =82l FAE

t

HW HAE= source_base £EO0|1, T A= SPC-TPC OfE




[2& 12]= .vcode MM 3oL}
pFile | Data | Description | “alue
Qoooo2cE  2E 76 B3 BF Mame xoode

Qooo02cC B4 &S OO OO

00000200 00001000 “irtual Size

Qoooo20d 00020000 RwA

00000206 000000B4  Size of Raw Data

QO00020c QO02EBO00  Painter to Raw Data

DO000ZED 00000000 Painter to Relocations
QO000Z2E4 00000000 Painter to Line Mumbers

Q00002ES aooo

deji00zEA 0000

Oooo02EC EOOOOOED  Characteristics
noanoaza
noanoa40
00000030
20000400
40000000
s0000a00

Mumber of Relocations
Mumber of Line Numbers

IMAGE_SCN_CNT_CODE

IMAGE_SCN_CNT_INITIALIZED_DATA
IMAGE_SCN_CNT_UNINITIALIZED DATA,
IMAGE_SCN_MEM_EXECUTE

IMAGE_SCN_MEM_READ
IMAGE_SCN_MEM_WRITE

[228 12] .vcode MM 3 ZA{(PEView)

[O& 13]2 .vcode MM2| raw dataolC}.

= source.exe

nFile

Faw Data

- IMAGE_DOS_HEADER

- M5-D0% Stub Program

H- IMAGE_MT_HEADERS

- IMAGE_SECTION_HEADER .te
- IMAGE_SECTION_HEADER .rc
- IMAGE_SECTION_HEADER .d:
- IMAGE_SECTION_HEADER .id
- IMAGE_SECTION_HEADER .re
-~ IMAGE_SECTION_HEADER v
-~ IMAGE_SECTION_HEADER v
- SECTION text
- SECTION rdata
- SECTION data
F-SECTION idata
F-SECTION reloc
- SECTION wep

B SECTION wocode

O002E000
a0oz2e010
O002E020
a002e030
00028040
0002E050
0002E080
0028071
a002e0s0
a002e0=0
noo2B0A0
no02B08B0

01 80
04 00
B3 10
oA 00
oo oo
oo oo
01 53
0& 00
04 00
1C 20

84 10

0A 00 OO0 OO 05 OO 0O 00
oo oo 01 88 0A 00 OO0 OO
40 00 01 80 0A 00 OO0 OO
oo 0o 04 00 00 00 01 81
04 53 00 00 00 00 01 0O
05 00 00 00 02 83 OA OO
0A 00 00 OO 00 OO0 0O 0o
oo 0o 02 83 0A 00 OO0 OO
00 0o 0A 00 00 00 OB B3

02
oo
0&
oo
oo
oo
a1
04
/g

g3
a0
a0
a0
a0
a0
i
a0
10

oA oo
oo oo
oo oo
oo oo
01 g0
04 00
oA oo
oo oo
40 00

oo oo
03 B8
0z g3
oA oo
oA oo
oo oo
oo oo
s &8
0z B5

42 00 07 B3 00 11 40 00|ES
5C EF FF FF|04 83 07 00 00 0O

40 00

oo 42

Iy ==

04

a0

oo oo

03 B8

[2& 13] .vcode A2 Raw Data(PEView)

[28 13]0IA mZMoZ st

XMel=l 222 Call Externaloll st Stub Code(2l&!)o|Ct.




=] soUrce exe

- IMAGE_DOS_HEADER ; 55
- M3-DOS Stub Program o002AE40 20 BA 55 FB CO EA O3
E- IMAGE_MNT_HEADERS O002AES0 00 74 OE 80 7D FO O1
- IMAGE_SECTION_HEADEFR O002AEE0 58 BB 45 08 BB 46 1C
- IMAGE_SECTION_HEADEFR O002AEFD OC 90 EB 45 BB 55 FC
- IMAGE_SECTION_HEADEFR O002AES0 BB 55 08 6B 42 1C 8B
- IMAGE_SECTION_HEADEFR O002AES0 45 FS CO ES 05 24 01
- IMAGE_SECTION_HEADEFR 0o02AEAD 8B 4D 0B 8B 55 FC O3
- IMAGE_SECTION_HEADEFR N002AEBOD 45 1C 86 55 FC 8B 01
- IMAGE_SECTION_HEADEFR O002AECO C2 04 56 45 05 89 &0

Y

oo £f
oY 5o

8B 45 F4 89 47

80 E2 03 88 55 FO 80 7D FO
74 1B 80 YD FO 02 74 30 EB
88 55 FC BB 45 05 8B 09 89
88 45 08 8B 0OC 90 89 4D FC
40 FC 8B 10 89 11 EB 2A BA
25 FF 00 OO0 0O 85 CO 74 0C
51 2C B89 55 FC 5B 45 05 8B
§9 02X 8B 4D 08 8B 51 1C &3
1C &3 C4 10 5D C3 EB 04 0A

- SECTION text QO0ZAEDD OO0 0O 0O 58 58 8B 9D 04 FF FF FF 8B 8D 08 FF FF
- SECTION .rdata QOD2AEED FF BB 95 OC FF FF FF 8B BS 10 FF FF FF 8B BD 14
- ZECTION data DODZ2AEFO FF FF FF 8B A5 1C FF FF FF 8B 85 20 FF FF FF 40
#- SECTION idata QODZAFDO 40 FF 30 8B 85 00 FF FF FF 8B AD 18 FF FF FF C3
#- SECTION reloc || Oo02AF10 |14 00 OO OO0 B3 70 40 OO BA DO 42 00 5A 10 40 0O
- SECTION wep DODZAF20 | 24 DO 42 00
. - RECTION wende . 'LI . .

[O2& 14] SPC-TPC oi¥ H|O|=(PEView)

(28 14]ofl LtEt SPC-TPC oHE EHo|ES 2A5HH cf3nt &

SPC-TPC ¥ E|ol2

Size(4 Byte)

SPC #1

TPC #1

SPC #n

TPC #n

[Z28 14]olM =2 X2|E Hlo[H2|E =45tH, 20H}0|E(0x14)2! SPC-TPC oi& ElO|
e #dg & & Uct
SPC TPC
00401063 0042D06GA
0040105A 0042D024




3.5 The Stub Code

test() &7t S &EH, HElE IE HAE Emulationst?| #Is VM2 Z switchingo| 0]

Lfob s

(@)
o
o
12
ok
o
_o'ﬂ
rir

Stub Code& test() &= LHol F7}stct.

i

AB4Be1838| . 68 BADA4Z2AA PUSH source.B@42Dpaga
Ag4e183Db| .-E9 BEAFB2084 JHP source.@842C 000
A8481842 aa DB 88
A84810643 aa DB 88
B84810844 aa DB 88
A8481845 aa DB 88
A8481 846 aa DB 88
A8481847 aa DB 88
A84810648 aa DB 88
A8481849 aa DB 88
A848184a aa DB 88
884810648 aa DB 88
88481840 aa DB 88
A848184D aa DB 88
8848184E aa DB 88
A848184F aa DB 88
A84B81858 aa DB 88
A8481851 aa DB 88
A8481852 aa DB 88

[28 15] test & WHF<2| Stub Code

el @

—

[2& 15]9] ZE =, PUSH 0042d0002| 0042d0002 .vcode MMo| & FA(H

rlok

PA)E 9lolst, JMP 0042c0002| 0042c0002 .vcp Aol & FA(VM)E 2o|etct.

2tAl 4240000l U= Het=l I =EE VMO Al Emulationdt2t= 2|ole| stub code @1 Z 0|

Cf.



3.6 1 love you

[218 16]2 source.exe2| test() &+ ZE=ZE Virtualized CodeZ H£H5t0{ 0|&

v CWWINDOWSWsystem3I2Wemd. exe

Microsoft Windows HP [Version 5.1.260081
(C>» Copyright 1985%-28U1 Microsoft Corp.

stheorklipro jectVWCPHImplementat ionWhin >source
love you
love you
love you
love you
love you
love you
love you
love you
love you
love you

C
I
I
I
I
I
I
I
I
I
I

2]

sthaorkihpro ject HICPH I mplementat ionWhin >

[22 16] vCPoll 2l H2tEl source.exe?| &3 A1}

X 27X MEHE HAE HlO|LH2|(source.exe)= BeistLab ZH 0|X|2| olef 2IAE Salf cf
22t & £ Uch

http://beist.org/research/public/yong/vcp_source.exe.zip
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4) Inject your code to a Portable Executable file(Ashkbiz Danehkar)



Thanks to Beist For Helping and publishing my document.

BEISTLAB FOR SECURITY SINCE 2001

I’m BeistLab friend!.



