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Abstract Internet banking is a well—known and crucial financial service for the management of user
accounts. In Korea, the service is provided when security programs such as ActiveX and Browser Helper
Object (BHO), are running correctly, to avoid a malicious program being installed in a user's computer.
Nevertheless, we discovered that a Man—in—the—Browser (MITB) attack is practically feasible due to a
shortage of current security programs to protect the document resources that contains transaction
information. The MITB is a critical fraud because the user could be led to confirm a transaction that is
manipulated by a malicious program, without noticing the fabrication attack. In this paper, we analyze the
vulnerability through a real Internet banking example, and show two countermeasure approaches to this
vulnerability, which are a CAPTCHA application and the use of additional devices.
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(2 4) OlxI7ts HAS xtS22 Yst= AHIAIEE

var index =
top.body.frm. WDRACTNO_15,selectedIndex;
with (top.body.document) {
moneyFrmSum ACTNO 15, value =
frm, WDRACTNO _15[index]. value;
moneyFrmSum.action =
“/pib/bank/fndt/wpdep011_28i.jsp”;
moneyFrmSum. target = “RECV_NAME";
top.body. XecureSubmit(moneyFrmSum);

!

A2, (E A olA7Ks AN A Bl

A flol olAlglEol Aso=
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sH ATl AR oAl

1%741%5% et A
A 9loH, DOM®| SELECTZ -4

Yo 2AYE SRoA 223t 5 Qi) A
= H9oto] A8 (Enc £49] ondl &
Aol 7lE Bet 223l0] A
A Bty AREAZE AZtelA] 2
St AFHEVE 7|HE HOF gz
peRa ] ﬁl#ﬂiie (1% 8]} o
, A AlZol Al g ¢St o] Fof 3F W ©
Sefol Aol HpIct, AR ol
= moto] 4g¥0] 9l7] o] 2AYE 4
oA AR sE 248k AL 474 ool
Holey, AU Tof e 7|HE HQto] 285
of YAt of 2 Tt o] &gk Zlo]7] wjizo]

flo -u
2 2

fol

1o

lo o
>l (o

PIES

[

\-J_ﬂlﬂimlm
O

0o A% Hdr ol b rE

N
L fol

FN

i

function XecureSubmit( form) { J_
posting_data = XecureMakePlain( form );
XecureWeb.BlockEnc(posting_data);

xecure.submit(); ‘\
}

XecureMakePlain( ferm )

plain_text

olEE YR

E37ARE
—— Zoamis
K mmemsC—
~— e —
U AR

U224 [ooRE 19
- O 1= ] —

XecureCK.GetEncData

AEH|UHS +—

A g
s «— — 71

(22 8] Aztolx| =
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( 5) KiF A UIAIMSE 1502 Yaiste AdRlE

with (top.body.document) {

obj = getElementByld( ‘RCVACTNO 15');
obj.value = FZAA7} =3t AT ;
top.body. CKKeyPro_Clear(“frm”,
“RCVACTNO_15");
frm.E2E_RCVACTNO_15 value = ‘FZ#}7} 9=
o AT

frm.E2E FLAG.value = “27;

}
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B A9NE YFARNEE 223 5 Glofof &
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3.

OHl

2RISME Set 0lHISe! 4. O|xIZxt

1) o|HATe] 22

ATAH G, ARND, A4, T
o] ZRIT} 1 o) OIENE EE OTPE Q) oMIZRIAS A8A7} YHUR ool
ASlEs Hof oot MOPIE EE OTPE 98 it olAdnE 2e5Es B 53], Aol
3 ool BAAFAS AES Fol AEHO A T WAL A8} omE BTz A9
= AR A ASA0l $08 9T, B o1 IS e, ool 243 v 2
ZAE AgsHe shle gl Aol Ael ASAVE e AES Be ANE 2ale)
@57} SAEE, AL £ A ol A A 9 o4 BANAE AN ESES B
ol Azol) Ak el o % 9l
Aol §rte] W woHE Y a0l gtk
D ol 22 9 ollEEL G 63 2, o =R 5l
A Aol WA HEI SRle]  MITB A 87 Aok el ek
HES o] fa) NS e Ak A OTP VIS Agels 15+olet slolt 32
A, FU9%H B0 eI oS SHT A9 elEd2 ARl ol%ofA] el A
o, A Aol submitCert TS Ba  WHole 3 4 Atk
BAAZA ol 22T olAllelo] 2]
zol o] g2 ovlztolgelel FAR) A% @ 6 Aoigs el UE w53
w7} ol A AL el AR S FeeE Aelolg A osa
2 44T 5 9o B, 5 7 o)l Axol)
5 Saaeg slo] olulol wjex) ghes g OTP 7| + BN
o5 A olge] Ao} 2 s o I
ofo] LhetbA] it o]ai7) olAlfeto] v
b Sl AR BALEAT AR 5 s91s 4 90 2 channl 05
GEHE AMEA QAo o Bek Al
7t AR o8 WA o Aot o 3ol RO RE EEE S
Auie] 2jop 0.5 QI8 AR AL o] e
o SO A BAEA S 74T 2 ek HOE + B 35

22 T8 Y2(2007)
1) HSM: 3R1Q15A] BARSAE $fal Abgahe ®obdo] Zahd
2utEZIE USB ARA]

5) AH8A7} 1% 5 e ARl A ALg A7} WE ol Alv ool tlsl <letin 9 e ohuiet,
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153 252 353
oz 18 | 0.01
Az | ¥= 19 006
RE oy 18 0.06
=19 03
13] 0.5 0.2 0.1
Ml
EE 14 2.5 1 0.5
37 13] 1 02 | 01
el
19 5 1 0.5
13] 1 0.5 0.1
el
eyl 19 5 25 | 05
37 13] 10
)
19 50
13] 1
EEDE
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19 05
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V. LS4
EAHZE B SPH-S M= 4o uigt o
"I 97 = 72, CAPTCHAS A#iugl<
ZoMA7= W AEE 4= Q= oE Ald S 9]
gsto] A S oIt s of= W o] Qlrk

1. CAPTCHAZS 0[&2t F852 Yx|dd

Aajuele #3471 Welo] B4 CAPTCHAS
AEstE opdaEol et 4 QX TR
of uhat obgFEo] Zoksk 4 ULk ArcotVPS

(Gopalakrishna, 2009)%] 75~ vj7} A4

of Ajo] thEan ofm|xjofl 4 EAZE A3 Hl &

Sl QlE{ A Zlo] Aofl ChEH MITB F2H 24

e

MS e utA(Steeves & Snyder, 2007)+= ¢
HEER Aol AdEH WA Y=
CAPTCHAZ} & &0 Slek, o] 7]|HolA &
CAPTCHAS| £E7} t$ £73 27] ujso
A HZ(edge detection)®] Canny HE (7}
Aor nfATE g 2 A A 3 Sobel T A

B 591 42 SV U 9 o 22

Mo

£4 Cﬂﬂoﬂ =y %ﬂ% *ﬂ@@r(thmmng) 5o
HAEE dojll T, ©]F thA] Blur ZH 52
2 5 e oS AYe $A4EE dojd
= ilﬂk HeH Ak ojnA)= wxd AR

Atk $19) F 719> CAPTCHA

54

{rajﬂ Auks NelseE O}Oﬂp}(% 5 9
2009). ©f 7|HelA 679 FH=(GALH, S4l
A, AR, olAl RO, AL HALL A9 44

7He] Blu] AR A= o] 9l A, AP A
of that HerAL 1/(50% - x 45)=8

ot Aol 7hHsTAHEAE gt =4l
O A FH & JEHE AR Haghe] 2
FAlA e =AY 7S W
ol o] HOFJL 1/(50x49)=4,08 %10 ‘o]c}, Ol
71l A= AHEA7E of2) 7He] CAPTCHAE <l
Aol sl7] wfito] Holdo] A= ¢t} sHA|
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Funds Transfer Confirmation

[33 9] ArcetVPS [33 10] MS ¢EiOl2 (32 1] 287|8e] CAPTCHA

§F ALEAP CAPTCHAS 913 9125k ezl 3olyl shxuh Aol o ¥ o Jsjof
ohd, Aelsh= Sw AHsIl7] ulite] B 3k7] wlitel] wol4o] WojHrt

BT} £ CAPTCHAS 048 o IBM®] ZTIC USB ##9) faZdols
2, A FlEe 4 gojo] st

> ofm

FEF o Aele 2sn o) BES 5

= J i 5

7} Eojle CAPTCHAE Algsh= dlol= A% ¢l E= H4E A48 =S tHIBM, 2008).
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