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PE

PE File

PE #

DLL
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' PE Section()

& Add a Section(Manually &Automaticly))

/&
<

Import Table

PE section(s):

OllyDbbg - firefox.exe - [Memory map]

012

+ -

34

*#

56 78

Section ((PE Sections

9::

dll

@'Ie Miew Debug Pluging Options Window  Help
Pased | @4 x| w0 Wil 4] ¥4 W] o L|E[mM{T|WH|c|/|K]|
Address |Size Owner Section |Contains
"0002E000
0888108688 | Firefox PE header
098810888 | Firefox | .text code
0088160808 firefox | .rdata imports
088810888 | Firefox | .data data
09848000 | Firefox | .rsrc resources
88881888 | firefox | .reloc relocations
THHHAYHEE
884900008 | A98A7 8048
88558008 | A98A208048
8856080008 | A81083080848
886780008 | A98A180848
886800008 | AOBDEBAA
809800008 | A9AA180848
88998008 | A9AA180848
80A1680008| A98A3 080848
80AZ200008| A0AA8BAA
80A3 80008 | A9AA208048
+ ) “.text, .rdata, .data, .rsrc, .reloc, BSS” $%
Potable Executable windows loader >?7@ PE section(




.text PE Main code
.rdata String literals, Debug Directory
.data static data
BSS
.rsrc & .reloc " # $%& (
/A 9:; PE section B#C D '< I
EO FGH 1J 9KL MN +, MN 0] PQ
R Hex- Editor# 1J
S TU V<W section +X DY . Q @ firefoxX

hex editor8 Z& .reloc X [\

= winHex - [firefox.exe]

ﬁ. File Edit Search Position Mew Tools  Specialist Options  Window Help - 8 x
hELHESE® B BB O B KM > BE S E O | E 4P @
firefaw, exe

i Offset B: 1L 2 3 4 5 6 7 8 9 A B C D E E %
firefox. exe goooolso 20 21 00 OO 1C OO0 00O 00 00 00 00 00 OO OO 00 0o S T R

CuProgram Filesiiozills Firefox | 00000190 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ..oveennnio.s
— soowe| OD0O01AQ 50 22 00 00 40 00 00 00 00 00 00 00 00 00 00 00 P'..@...........
207704 bytes | 000001BD 00 20 00 00 04 %1 00 00 00 00 00 00 00 00 00 00 . «oovvvvnnnnnn.

000001CO 00 00 00 00 00 30 00 00 00 00 00 00 00 00 00 00 ..evvvrnnnnnn...

Default Edit Mode - 000001D0  2E 74 65 78 74 00 00 00 83 0E 00 00 00 10 00 00 .tezt...l.......
State: original | gopOO1ED 00 10 00 00 00 04 00 00 00 00 00 00 00 00 00 00 .uvuverenennennn
Undo level: 0| 000001FD 00 00 00 00 20 00 00 60 2E 72 64 61 74 61 00 00 .... .. .rdata..
Undo reverses nE | 0ooooz2o0 56 09 00 00 00 20 00 00 00 OZ 00 00 00 14 00 00 V..e'o veeenennnn.
P Jngs07.zg| 00000210 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 ...oovvn..., @..@

14:45:3g | 00000220 2E 64 61 74 61 00 00 00 &4 03 00 00 OO 30 OO0 00 .data...Dl....0O..
oooooz3o 00 02 00 00 0O 1E 00 OO0 OO0 00 OO0 00 00 00 00 00 ... evennnnnnns

Lastwrite time 2009-06-15 :
1go0:3s | 00000240 00 00 00 00 40 00 00 ¢0 2E 72 73 72 63 00 00 00| ....@..A.rsrc...
it 4| 00000250 38 75 04 00 00 40 00 00 00 76 04 00 00 20 00 00 Bu...@...v... ..
Icons 2| 00000260 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 ............ @..@
00000270 2E 72 65 6C 6F 63 00 00 06 05 00 00 00 CO 04 00 .reloc....... A..
gﬁde o st h?ﬁg?ﬂgﬁ 00000280 | 00 06 00 OO OO0 96 04 00 00 00 00 00 00 OO OO 00 ..... e
aracier se A
i hoxedenimgl || 00000290 |00 00 00 00 40 00 00 @2 00 00 00 00 00 0O 00 OO0 ....@..H........
Bytes pet page:; 23l B=268 | OOODOZED 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 - s mrmre st
it 4| 0DODDZEO 0O DO OO 00 00 00 00 00 00 00 00 00 00 00 00 00 «..veennenn...
MV T 4| 00000200 00 00 00 00 00 O0 00 00 00 00 00 00 00 00 00 00 «vueeeeennne. ..
000002D0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 «vuueeeeennne. ..
Cliphaard: available | gpopopDZE0 | 00 OO 00 00 00 OO0 00 OO0 00 00 00 00 00 00 00 00 «evernnnnnnnn... B
Page 2 of 837 Offset: 287 =66 Block: 270- 297 Size: 28
1" _ a o+ b)
Section name(8byte) Virtual Size(4byte) Virtual Address(4byte)
2E 72 65 6C 6F 63 00 00 06 05 00 00 00 CO 04 00
Raw Size(4byte) Raw offset(4byte) null(12byte) flags(4byte)

00 06 00 00 00 96 04 00 000000~ 40000042




cd #< el f section alignment 1000hg f

h 1000h Virtual size and Raw size( section alighment ij
k ) section B#C . g I8L section + X mn
|J# '

New Virtual Address = Virtual Address + Virtual Size + Section Alignment

// = 0004C000 + 00000506 + 1000 = 0004D506 - > 06 D5 04 00 (We use nearer
0004D000 > 00 DO 04 00)

New Raw Offset = Raw Offset + Raw Size

// = 00049600 + 600 = 00049CO00 - > 00 9C 04 00

Virtual Size and Raw size for the new section = 1000h - > 00 10 00 00

Flags = EOOOOOEO - > EO 00 00 EO

h I8L section + mn op7q PE Hex EditorX r

& WinHex - [firefox.exel

. File Edit Search Position Mew Tools  Specialist Options  Window  Help K - 8 X
DEEESEE B3y dh B E M B S Hemo | Hd4Pp L
firefox, exe

o] Offset 0: 1 2 3 4 5 6 7 g 9 &4 B C D
firefox. exe ooooozio o 00 00 OO OO 00 OO0 00 00 00 00 OO0 00 40 OO0
CiProgram Files\Mozilla Firefox ooooozzo o 2E 64 61 74 A1 00 00 00 &4 03 00 OO0 OO 30
aooooz30 00 02 OO0 OO 0O 1E 0O OO0 00 OO0 OO OO0 OO OO0
ooo00z40 00 OO OO0 OO 40 00 00 CO Z2E 72 73 72 63 00
ooooozs0 38 F5 04 00 00 40 00 00 00 76 04 00 OO 20

File size: 300 KB
307,704 bytes

Default Edit Mode _ 00000260 00 00 00 00 00 00 OO0 00 OO 00 00 00 40 00
State: modified | popoozzo | 2E 72 65 6C 6F 63 00 00 06 05 00 00 00 CO
Unda level: 0| 00000280 00 06 00 00 00 96 04 00 00 00 00 00 00 00

Undareverses:  keyhoard input 00000290 |00 00 OO0 00 40 OO0 00 42 ZE 42 46 4E 45 47
T Jn0s.07.2g | 000002A0 00 10 00 00 00 DO 04 00 00 10 OO 00 0O 8C
144535 | 00000ZED OO 00 00 00 00 OO0 00 OO0 00 OO 00 00 EO OO
i Js.0eqs | 00000ZCT 00 00 00 00 00 00 00 00 00 00 00 00 00 00
1f00-35| 00000ZDOD 00 00 00 00 00 OO0 00 00 00 00 00 00 00 OO0
000002E0 00 00 00 00 00 00 00 00 OO 00 00 00 00 00

Aftributes: A
e 3| 00000ZFO |00 00 OO OO OO OO OO0 OO0 OO OO OO0 00 00 00
00000300 | 00 00 00 OO 0D O0 00 00 00 00 00 00 00 00
gﬁgfacterset hmgf:&ﬁ} 00000310 00 00 OO0 OO OO0 O0 00 00 00 00 00 00 00 00
e hexadesimg)| 00000320 00 00 00 00 00 00 00 00 00 00 00 00 00 00
e et e 23¢lf=3pg| 00000330 00 00 00 00 00 OO OO OO0 00 00 00 00 00 00
ey 4| 00000340 00 00 DO 00 00 OO 00 00 00 OO0 00 00 00 00
I — 4| 00000350 |00 00 OO0 OO OO OO0 00 OO0 OO OO OO0 00 00 00
00000360 | 00 00 OO0 OO OO OO0 00 00 00 00 00 00 00 00
Cliphoard: available | 0QOoO0370 |00 O0 00 00 00 OO0 00 00 0O OO OO0 00 00 00

~
Page 2 of 837 Offzet: 2BF =224 Block: 298 - 2BF  Size: ZEI




Q st 1000h bytes B#

Section DX 678 uvd IMAGE_FILE_HEADER
Number of sections w 678 D
(Number of sections ) PE Signature(50450000) 2byte(4C01) * 2byte(0600) )



LoadPEX rc B# section Q78 B#@x <X yF

Z)X {; @q DJ|78 Q st section B# ?}
h ~ <« €L MN78 .BFNIGHT section B# +,- : cd o<
LordPE . PE Editor, r B# +,-
HQ lordPE8 f & Section %S <& . Section Table s, #
Z+7q . V! «E ™ e “add section header” X <E
"o I8L section B# e I8L section B#q “Edit

Section Header” X rc B#— I8L section +X D ,



“OK” = “SAVE" %S <& D— Gr "™ .
< S Q »8lee hex EditorX r 1000h bytesX B#

IAT(Import Address Table):

2 PE d\78 $%@< Y %D ‘NX #<& ' . %
D( OS DLL i import—& ¢ . £9 PE [/( 9o

i < < ¥ - Z win32 executable PE Import Table
Address | IATX 8§

IAT ¢z import +X $% & ' , N PE# windows32 APIX
©2C « @ APIX [ - ®8 — ) . Oe;

windows loader ° + PE @ AP| 22 X [



/A firefox G*X  (c +.

u +c< Call function API | ‘h .
SetUnhandledExceptionFilter APIX ©?2 . -~ gF ®<E q b)
CALL DWORD PTR DS.[XXXXXX] Z-, . cd ¥ w 3¢ hex
dump 1q [402024] ¥8 |
V' . <E - >go to- >expression or CTRL+G)
Iu + °0 APl ¥ 7C81495D LT °» g l.
X D, '74 APl ¥ TXXXXXXX Va8 °
h*3, windows loader# 9:; 2 APl ¥X [< +,- .
SU windows loader PE ¢eX A . RVA 3C ]”~X A VA ]
A 40003C# A (imagebase 400000)

IAZ  Import Table AAF# ?

Import Table  windows# APIX AZ&Ed 18 7 +# CE
E 1

Import Table O .2 import @ DLL P Import
Table o  ZG *# F null ¢# ' . X (9 ,t kernel32.dll)
User32.dll APIX import g 3E é*8 ? — . 2E

kernel32.dll ) User32.dli8 ?2@& 0 272G z h8 8 ?—



2 dll g IMPORT_IMAGE_DIRECTORY g EI . ‘IMAGE’ 1.
7 . ' -

<, IMAGE_IMPORT_DESCRIPTOR g E import symbol( +X

"™ | % 5#<  JX 8
“Identifying Malicious Reverse Engineering Code Through” b N Z°

OriginalFirstThunk :

IMAGE_TUNK_DATA array RVA (pointer)X $% O%o

IMAGE_TUNK_DATA dword Ad Union O .
IMAGE_IMPORT BY_NAME O $F¥a8 >2C D '

o b)

IMAGE_IMPORT_BY_NAME STRUCT

Hint

Namel

Time/ Date Stamp:
10 DLL time/data stampX Z<O
IDF 10 04 zerow78 <A D

Forwarder Chain:
STU forwarder reference index

IDF 10 04 zerow78 <A D

Name:

DLL  x $% ASCII string  RVA(pointer)X $%

FirstThunk:

X 270 OriginalFirstThunk U  PU .

IMAGE THUNK DATA O array pointer(RVA)X $%

P- U array# w o $% g, executable a i h—

: http://www.openrce.org/ reference_library/files/refe  erence/ PE%20Fomat. pdf




¢+ 83U - Gr yF +,- .. I" Import Table
[ +,- .. Ollydbg8 firefoxX Z& M(Memory Map Button) <E &
PE Header X <®<«E

h  firefox ¢eX yrC D ' . RVA  3C(ImageBase + 3C = 40003c)
X [ .D8w yF& 80h w D8h + 80h + 400000h = 400158h
RVA Import Table VAw "™Mg& '

Import Table ¥ RVA 402374 3t . CPUY 402374 ¥8

| Wa <E Go To- >Expression | CTRL+G b 402374 3 )

1J q Analyze Code(CTRL+A)X °a . 8E

IMAGE_IMPORT DESCRIPTOR ( 4aC D '74 V<W Z

2 dll +X C& Import Lookup Table 0 #a

zero- header & import %D 22 X #<&

IMAGE_IMPORT _DESCRIPTOR #3 <f import +( -
.

0e: 7E  DLL VyF MN  ollydbg E(Executable module) Y

«E & ad ac¢ QF  firefox(l. v firefox2) e Ve

<EC “View Names” | CTRL+N éé



Names e, # Z+7q Type 78 ic Import Type DLL & DX
yF (firefox2 7E KERNEL32, MOZCRT19, USER32, nspr4, plc4, xpcom, xul)
Names Y 9i DLL 9i APIX ©? < yFC D

IAQ PE X 12 +d import DLL x PE X
rc yF MN \
: hitp://www.openrce.org/ reference_library/files/refe rence/ PE%20Fomat. pdf
+, - (/ IMAGE_IMPORT_DESCRIPTOR 0,1 0x14h bytes size
2 3 Name) OXOCh byte4 %&56 7 . %4. 89 Import Table
¥ RVA 402374 . Ollydbg CPU Y - 8 |




# i w  name w O0xOC byte X e . /IAg RVA
402380 . 402380 38 | c A «E& “Follow in Dump- >
Selection” é «EC . >» Y hex dump w  yF



» w yFq 00002574 . w  ImageBase 400000 °q
402574 w  Zfi » Y GTRL+G 402574 38 | c ASCIl w
yF q xul.dll yFrC D

Mo78 DLL G6 yrC D ' . APl %DX yFd
IMAGE_IMPORT_DESCRIPTOR 0,1 OriginalFirstThunk w  yFc
<=> ?2@5/
00402374 ) 00002500 RVA 00402500 A BC ) BC DLLA.
D5 APl E @ )> F6 7 GH | 7 .J K LMN
OP / OriginalFirstThunk ) 00002500 RVA 00402500  xul.dll 4. D
APl E QR FST GHR FST @ . ollydbg
E(Executable module) Y Z9 xul.dll T %D( 66+q
5E  %DX r D' . /A 00402500 *a Hex dumpX
00+,-
2U4. 8 E 7; vV 5W @ 0oX GHR ?@Y E 7
Z @ 4 I\ +, - (PE Format.pdf)4. ?@5/
IMAGE_IMPORT_BY_NAME 0,1 FST @ 2byte Hint E Q>
oX1 7

© 00402568 RVA ASCII )R ?@5/ XRE_main API _R ?@Y E 7



Inject A DLL:

n asS bc d2e4 dil R inject 5 % fg ‘( ?(h . Bi
%4. 89j k [4m framework, n op (¢ prY S
Framework:
1. tu aS Origin EP(Entry Point) vd5 sectionR wFBx 5A ¢ yz
EP wF section EP {IBx
2. 286  firefox2 IMAGE_IMPORT_DESCRIPTOR } ~ section >
IBx 5A  Import Table Address ) ~ section Import Table Address
{I'x

3. Inject bc dll R % Import Lookup € IMAGE_IMPORT _DESCRIPTOR R wFBx

4. «5f

5 ,..1T% ~~

4 89;; loadpe 5" 3000h %o section R wF . q EPRVA
S9x LJ e <E> .BFENIGHT Voffset )R 7@ 5/ . 2z. ~e
EP “4D000 + 15F1 = 4E5F1" (EP F code cave Z sR 6+Bx )
EP E'5 4  Origin EP vdBx 5 -4 Origin EP ‘Bx

2z. Origin EP 4015A0 6 ~- EP 4E5F1 L2t {BC




{l " firefox2 Hex Editor H6 <-4 12288 byte wF
Firefox2 ollydbg H6 “jmp 4015A0" |—™ PSR wF56 >cee

firefox2- 2.exe oee

o firefox2- 2.exe 7Y5/ LY s



4
o¥

wF

¢

S£u

oa:

IMAGE_IMPORT_DESCRIPTOR

a §

section

©% Binary- >Binary copy

Null space 4 « -6

S
o¥ (20bytes 8W

firefox2- 3.exe

0,1



A Import Table Address E'Bx . IMAGE_IMPORT_DESCRIPTOR t

Byte Import Table Address A lordpe 5 E'Bx

-u

Import Table Address(new) = 44E61B(in my system)
RVA = 44E61B- 400000 = 4E61B

LordPE firefox2- 3.exe H6 Directories ® R 8§55 Import Table R E'

" 4. Ashraf Cracker DLL (Password.dll) R D

http://www.4shared.com/file/ 112647070/ 69e44e47/Password.html

firefox °+2S54 dil R 3D . Password.dll PasswordMain R <5

F6 7




A dil R % Import Lookup Table R i’Ix . 44E6CD Null Data
Il 616 Dump view 4. )R 2@

dll name(Password.dll) R ,1Bx . 44E6CD )° 12bytes o¥56
a| a § 7 Binary-> Edit »sR ©¥ 5 Password.dll »R *

% E Q (PasswordMain)R

B

o> E Q R FST RVA 20100010 R ,'Bx
:201000 10 FirstThunk
RVA = 44E6DB — 40000 = 4E6DB - > DB E6 04 00



o — M%a IMAGE_IMPORT_DESCRIPTOR 0, X

OriginalFirstThunk = 44E6ED — 400000 = 4E6ED - > ED E6 04 00

Time/Date Stamp and ForwaderChain = Zero

Name: 4E6CD - > CD E6 04 00

FirstThunk:4E6F5 - > F5 E6 04 00

IMAGE_IMPORT_DESCRIPTOR 0, X5 %B. BC

0044E5F1 R CALL DWORD PTR[44E6F5] E'
0044E5F7 R JMP 004015A0 E'

E' kR firefox2- 4.exe ) s 'cA>
Inject | 'cA> i'5 IR t E 7R s

Password : 0128793089

°gR E'

AIA |

dll




2

:“Windows ! "#$%& ' 0 " *+- Jo 1
: http://www.openrce.org/ reference libribvaiyfilkesfeefe remce? PHZ22B6mnaiongid f




