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IntroductionIntroductionIntroductionIntroduction    

���  ���  PE File�  �	  DLL
  ��
�  ��� . ��  ��  ��
  ���  

���  PE ���  ���  ����   �  

 

!"  ���  PE ��#  $%
&  '�  PE Section()  *#  Section ((PE Sections 

& Add a Section(Manually &Automaticly))�  ���  ��+,-  
.  

 

/�&  ���  Import Table�  ���  012  �34  56�78  9:;  dll
  ��


�<�  ���  ��=  ��� . 

 

PE section(s):PE section(s):PE section(s):PE section(s):    

 
 

��  +��  �)  ��  “ .text, .rdata, .data, .rsrc, .reloc, BSS”  
  $%
�  

Potable Executable�  windows loader�  ���  >?@�  PE section(��  

 

 

 

 



 

.text PE�  Main code�  ����  

.rdata String literals, Debug Directory�  �	  
��
  ����  ����  

.data ��  static data�  ����  ���  ����  ����  

BSS ���  ��  �	  ���  ����  ����  

.rsrc & .reloc ���  !"  �#��  $%&  '(�  ����  

 

.  /A  ���  9:;  PE�  section
  B#C  D  '�<  ����   � . !"  

E0�  FGH�  IJ  9KL  MN
  ��+.  �  MN
  ����  O�  PQ  

R��  Hex- Editor#  IJ
�  

 

S  TU  ���  V<W  section�  	+X  DY��   � . �Q�  @�  firefoxX  

hex editor8  Z&  .reloc X  [�\�  

 

 

 

]�^  _��  `a  	+�  �b)  ��  

Section name(8byte)       Virtual Size(4byte)    Virtual Address(4byte) 

2E 72 65 6C 6F 63 00 00       06 05 00 00            00 C0 04 00 

 

   Raw Size(4byte)           Raw offset(4byte)    null(12byte)   flags(4byte) 

    00 06 00 00               00 96 04 00         00 00 00 ~    40 00 00 42 



cd�   #<  eJ  f�  ���  section alignment �  1000hg�  f��  

 

�h  ���  1000h Virtual size and Raw size(���  section alignment��  ij�  

k� )�  section
  B#C  ��� . `g�  ���  l8L  section�  	+ X  mn
  

IJ#  '� . 

 

New Virtual Address = Virtual Address + Virtual Size + Section Alignment 

/ /  = 0004C000 + 00000506 + 1000 = 0004D506 - > 06 D5 04 00 (We use nearer 

0004D000 > 00 D0 04 00) 

New Raw Offset = Raw Offset + Raw Size 

/ /  = 00049600 + 600 = 00049C00 - > 00 9C 04 00 

Virtual Size and Raw size for the new section = 1000h - > 00 10 00 00 

Flags = E00000E0 - > E0 00 00 E0 

 

�h  l8L  section 	+�  �  mn�  op7q  PE �  Hex EditorX  �r��  

B# � . 

 

 

 

 

 

 



�Q  st�  1000h bytes B# �  

 

 

Section�  DX  678  uv
d  ���  IMAGE_FILE_HEADER �  

Number of sections w
  678  D	 � . 

(Number of sections )	  PE Signature(50450000) 2byte(4C01) *  2byte(0600) �� ) 

 

 



LoadPEX  �r
c  B#  section�  	Q�78  B#@x�<X  yF � . 

 

 
��  ��  z)X  {;  @q  D|78  �Q  st�  section
  B#
�  ��  ?}

  ��� . 

 

�h  ~  •  €L  MN78  .BFNIGHT section
  B#�  +,-  
.  cd��  •<

LordPE�  ��  ‚ƒ  PE Editor„
  �r��  B#�+,-  
…� . 

 

}†�Q
  lordPE8  ‡ˆ  
&  Section ‰Š
  ‹Œ � . Section Table •,�#  

Ž•Žq  �•  V�‘  ‹Œ  ’“  e  “ add section header”  X  ‹Œ � . 

 

�  ”•�  l8L  section
  B# � . /–�  l8L  section
  B#
q  “ Edit 

Section Header”  ’“X  �r
c  B#—  l8L  section�  	+X  D	��„   

� . 

 



 
 

 
 

“ OK”  ˜  “ SAVE”  ‰Š
  ‹Œ��  D	—  Gr
  "™ � . 


<„  �š  ���  �Q  ›8/œ�  hex EditorX  �r��  1000h bytesX  B#�

�   � . 

 

IAT(Import Address Table):IAT(Import Address Table):IAT(Import Address Table):IAT(Import Address Table):    

•ž  PE�  d\�78  $%@<  Ÿ�  %D�  �‘^X  #<&  '� . ��  ��  %

D(�  OS DLL �  �¡��  import—�&  ¢ � . £q�  PE�  /(�  9¤�  �

¡
�<  �<  ¥ �  /–�  •ž  win32 executable�  PE  �  Import Table 

Address ¦�  IATX  §�� . 

 

IAT�  •ž  import 	+X  $%
&  '� , ���  �¨�  PE#  windows32 APIX  

©ªC  «  �¬@�  APIX  [�  ­�®8  ¯r—��  �
  �¨ � . 0•
;  

windows loader�  °�  ±�  PE�  ���  ©ª@�  API ²²�  ³´X  [��   

�  

 

 

 

 



.  /A  firefox G*X  (c�  +.  

 

 

/µ��  +c<�  Call function�  API�  ¶�  ·h�� . ���  

SetUnhandledExceptionFilter APIX  ©ª � . �¬  gF
  •®‹Œ  
q  �b)  

��  CALL DWORD PTR DSCALL DWORD PTR DSCALL DWORD PTR DSCALL DWORD PTR DS.[ XXXXXX].[ XXXXXX].[ XXXXXX].[ XXXXXX]     Ž•¸� . cd�  ³´  w�  ³�
c  hex 

dump ¹q��  [ 402024]  ³´8  �| �  

(V�‘  �•  ‹Œ - >go to- >expression or CTRL+G) 

 

/µ��  +�°º  API�  ³´�  7C81495D �� . ¯r
�  °‘»�  `g�  I.

��  �X  D,  '74  API�  ³´�  7XXXXXXX ¼½8  °� � . 

 

�h*¾  windows loader#  9:;  •ž  API�  ³´X  [�<  ��+,-  
. . 

SU  windows loader�  PE�  ¿•X  À�� . RVA 3C ]�^X  À�� . VA�  ]�

^�  40003C#  Á  ��� (imagebase 400000) 

 

/ÂŽ  Import Table�  ÃÄF# ? 

 

Import Table �  windows#  APIX  ÅÆ
d  ���  IJ8  
�  •ž  	+#  ÇÈ

É  '� . 

 

Import Table�  ���  0•
� . ²²�  import @�  DLL
  �  ¿•�  Import 

Table�  o
  Ž•G�  *#�F  null ¿•#  '� . ·X  (9  „t  kernel32.dll )  

User32.dll ��  APIX  import  �q  3Ê�  ¿•8  �?�  —� . 2Ê�  

kernel32.dll )  User32.dll8  �?@&  o
  Ž•G�  
Ž�  h8  ¿•8  �?—� . 

 



²  dll�  ¿•�  IMPORT_IMAGE_DIRECTORY g  ËÌ � . ‘ IMAGE’  Í.�  �¨�  

•ž  .Î(�  ’•��  '��  �¨�� . 

 


<„  IMAGE_IMPORT_DESCRIPTOR g  Ë��  import symbol(�  �  	+X  

"™
�  Ï�¾  ���  5#<  J´X  §�� .  

“ Identifying Malicious Reverse Engineering Code Through”  Ð�  Ñ  Ž�'� . 

 

OriginalFirstThunkOriginalFirstThunkOriginalFirstThunkOriginalFirstThunk :  

IMAGE_TUNK_DATA array�  RVA (pointer)X  $%
�  Ò‰  

IMAGE_TUNK_DATA �  dword Æd�  Union ��Ó�� .  

���  IMAGE_IMPORT_BY_NAME ��Ó�  �  $F¾8  >²C  D  '� . 

��Ó�  �b)  ��  

IMAGE_IMPORT_BY_NAME STRUCT 

Hint 

Name1 

 

Time/Date Stamp:Time/Date Stamp:Time/Date Stamp:Time/Date Stamp:  

�  IÔ�  DLL�  time/data stampX  Ž•Õ�  

ID�F  IÔ�  �Ö4  zero w78  <	Á  D  '�  

 

Forwarder Chain:Forwarder Chain:Forwarder Chain:Forwarder Chain:    

STU  forwarder reference�  index 

ID�F  IÔ�  �Ö4  zero w78  <	Á  D  '�  

 

Name:Name:Name:Name:    

DLL�  �×
  $%
�  ASCII string�  RVA(pointer)X  $% �  

 

FirstThunk:FirstThunk:FirstThunk:FirstThunk:    

�×��  Ž•ŽØ  OriginalFirstThunk �  Ù�  PÚ
� . 

IMAGE THUNK DATA ��Ó  array�  pointer(RVA)X  $% �  

P-  Û  array#  ��  w
  $% 
•g,  executable  ��  �a  �¡�  ';—�  

 

��������  : : : :    http:/ /www.openrce.org/ reference_library/ files/ ref erence/PE%20Format.pdfhttp:/ /www.openrce.org/ reference_library/ files/ refe rence/PE%20Format.pdfhttp:/ /www.openrce.org/ reference_library/ files/ refe rence/PE%20Format.pdfhttp:/ /www.openrce.org/ reference_library/ files/ refe rence/PE%20Format.pdf    

 

 

 



��  ��  ¢+��  šÜ  �¬  Gr
  yF�  +,-  
. . !"  Import Table
   

[�+,-  
. . Ollydbg8  firefoxX  Z&  M(Memory Map Button) 
  ‹Œ
&  

PE Header X  •®‹Œ � . 

 

 

�h  firefox�  ¿•X  yFC  D  '� . RVA�  3C(ImageBase + 3C = 40003c) 

X  [�� . D8 w
  yF
&  80h w
  • �  D8h + 80h + 400000h = 400158h 

�  RVA �  Import Table �  VA w
  "™
&  '� . 

 

Import Table ³´�  RVA �  402374 ³´t  ��� . CPUÝ��  402374 ³´8  

�| � .(V�‘  �  ‹Œ  Go To- >Expression ¦�  CTRL+G Þ  402374 �ß ) 

IJ
�q  Analyze Code(CTRL+A)X  °à � . ���  8Ê�   

IMAGE_IMPORT_DESCRIPTOR (
  áâC  D  '74  V<W  
Ž�  

²  dll �  	+X  Ç&  '�  Import Lookup Table �  o
  #�ã�   

zero- header �� . /�&  ���  import %D  ²²�  �×
  #<&  '�  

IMAGE_IMPORT_DESCRIPTOR �  ���  #�ã�  <f�  import 	+(�  '� . 
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0•
;  7Ê�  DLL
  yF
�  MN�  ollydbg��  E(Executable module) Ý
  

‹Œ
&  äå  æç  �QF  firefox(I.�  v��  firefox2) •è
  V�‘  �   

‹Œ
c  “ View Names”  ¦�  CTRL+N 
  éê � . 

 

 

 

 

 

 



Names •,�#  Ž•Žq  Type ë�78  	ì
c  Import Type�  DLL ë�  DX  

yF � (firefox2 7Ê  KERNEL32, MOZCRT19, USER32, nspr4, plc4, xpcom, xul) 

Names Ý���  9í  DLL ��  9í  APIX  ©ª
�<  yFC  D  '� . 

 

.  /Âq  PE ��X  .î2  ��+d  ���  import DLL �×
  PE ��X  

�r
c  yF
�  MN�  ���  ��\�  

��������  : : : :    http:/ /www.openrce.org/ reference_library/ files/ refe rence/PE%20Format.pdfhttp:/ /www.openrce.org/ reference_library/ files/ refe rence/PE%20Format.pdfhttp:/ /www.openrce.org/ reference_library/ files/ refe rence/PE%20Format.pdfhttp:/ /www.openrce.org/ reference_library/ files/ refe rence/PE%20Format.pdf     

+,  -.�  (/  IMAGE_IMPORT_DESCRIPTOR 0,1  0x14h bytes size ��  

2  3  Name )	  0x0Ch byte4  %&56  7� . %4.  89:;�  Import Table  

³´�  RVA �  402374 �� . Ollydbg CPU Ý��  �¬  �¡8  �| �  



��#  ï
�  w�  name w  0x0C byte X  •��   � . /Âq  RVA�  

402380 �� . 402380 ³´8  �|
c  V�‘  �  ‹Œ  “ Follow in Dump- > 

Selection”  ë�
  ‹Œ
c  
•  ð›  Ý�  hex dump w
  yF � . 

 
 

 

 

 



ð›  w
  yF
q  00002574 �� . �  w�  ImageBase 400000 
  •
q  

402574 w�  Žñ�  ð›  Ý��  GTRL+G 402574 ³´8  �|
c  ASCII w
  

yF
q  xul.dll 
  yFC  D  '� . 

 

��  ��  Mò78  DLL Gó
  yFC  D  '� . API %DX  yF
d  ����  

IMAGE_IMPORT_DESCRIPTOR 0,1�  OriginalFirstThunk w
  yF
c  ��   

<=>�  ?@5/  �� . 

00402374 �  )	  00002500 RVA   00402500 �A  BC  )	  BC  DLL4.   

D
5  API �E�  �@��  )>�  F�6  7  GH�  �I  7� . J  K  LMN  

OP��/  OriginalFirstThunk �  )  00002500 RVA 00402500	  xul.dll 4.  D
�  

API �E�  �QR  FST  GHR  FST  �@��� . ollydbg��  

E(Executable module) Ý
  Z9�  xul.dll ��  ¯r
�  %D(
  ôõ+q  

5Ê�  %DX  ¯r
�  �
  �  D  '� . /A  00402500 *æ�  Hex dumpX  

ôõ+,-  
.  

 

2U4.  8  E  7;�  V  5W�  �@��  0X�  GHR  ?@Y  E  7� . 

Z  �@�  ��4  [\�  +,  -. (PE Format.pdf)4.  ?@5/  

IMAGE_IMPORT_BY_NAME 0,1�  FST  �@��  2byte Hint �  �E  �Q>�  

0X�I  7� . 

 

]^�  00402568 RVA ASCII )R  ?@5/  XRE_main API _R  ?@Y  E  7� . 

 

 



Inject A DLL:Inject A DLL:Inject A DLL:Inject A DLL:    

�^`�  aS  bc  d�2e4  dll R  inject 5�  %�  fg�  '(�  ?(h� . 5�i  

%4.  89j  k
  l4m  framework, n�  �  op  q�  prY  s�� . 

 

Framework: 

1. tu  aS  Origin EP(Entry Point) �  vd5  sectionR  wFBx  5A  q�  yz   

EP �  wF�  section �  EP �  {|Bx  �� . 

2. 2S6  firefox2 �  IMAGE_IMPORT_DESCRIPTOR �}�  ~�•  section >�  

   �!Bx  5A  Import Table Address �  )	  ~�•  section �  Import Table Address 

   �  {|�Ix  �� . 

3. Inject bc  dll R  %�  Import Lookup €  IMAGE_IMPORT_DESCRIPTOR R  wFBx  

�� . 

4. •‚5ƒ  

5. „…†`‡ ~ ~  

 

��������     ��������     

��4  89:;�  loadpe �  �
5ˆ  3000h ‰��  section R  wF�� . q  EP RVA �  

Š9x  �� . J  ‹•  <Œ>�  .BFNIGHT �  Voffset )R  ?@ 5/  �� . 2z.  ~�•  

EP   “ 4D000 + 15F1 = 4E5F1”  ( EP F  •	  code cave �  Ž  sR  6•Bx  �� ) 

EP �  E'5�  �4  Origin EP �  vdBx  5�  •-4  Origin EP �  �‘Bx  �� . 

 

2z.  Origin EP   4015A0 �6  ~�•  EP   4E5F1 �� . ’  2“  {|B(’  

 

 

 



{|  ”  firefox2 �  Hex Editor �  H6  •�–4  12288 byte wF�� . 

Firefox2 �  ollydbg �  H6  “ jmp 4015A0”  I—˜™  PšR  wF56  ›œ•�� . 

 

 

firefox2- 2.exe œ•�  ���� . 

 

i•  firefox2- 2.exe �  žŸ5/     !¡Y  s�� . 



��������     ��������     

�4  ¢�  s£“  IMAGE_IMPORT_DESCRIPTOR �  Š � . 

¤¥  ”  •a¦  a  §¨  ©ª  Binary- >Binary copy �  ¤¥�� (20bytes 8W�  0,1�� ) 

 
wF�  ~�•  section �  Null space 4  «ˆ  ¬6  firefox2- 3.exe �  ���� . 

 



�^  Import Table Address �  E'Bx  �� . IMAGE_IMPORT_DESCRIPTOR �  t  ­u  

Byte   Import Table Address �A  lordpe �  �
5ˆ  E'Bx  �� . 

Import Table Address(new) = 44E61B(in my system) 

RVA = 44E61B– 400000 = 4E61B 

 

LordPE �  firefox2- 3.exe �  H6  Directories ®¯R  §¨5ˆ  Import Table R  E'��  

 

 

��������     			 	     
�
�
�
�     ��������     

ˆ�4.  Ashraf Cracker �  DLL (Password.dll) R  D
�� . 

http:/ / www.4shared.com/ file/ 112647070/ 69e44e47/ Password.html 

 

firefox °±²S4  dll R  ³D�� . Password.dll 	  PasswordMain R  •‚5  �E�  

F�6  7� . 

 

 

 



�^  dll R  %�  Import Lookup Table R  i´Ix  �� . 44E6CD �  �	  Null Data 

�µ�  6¶6  Dump view 4.  )R  ?@�� . 

 

·�  dll name(Password.dll) R  ¸¹Bx  �� . 44E6CD )º�  12bytes �  ¤¥56   

•a¦  a  §¨  ”  Binary - > Edit »¼R  ¤¥ 5ˆ  Password.dll »¼R  ¸¹�� . 

 
 

�½	  �E  �Q (PasswordMain)R  ¸¹�� . 

 

�½>�  �E  �Q R  FST  RVA�  20 10 00 10 R  ¸¹Bx  ��  

��������     


 
  : 20 10 00 10  : 20 10 00 10  : 20 10 00 10  : 20 10 00 10 ������������     ������������  FirstThunk  FirstThunk  FirstThunk  FirstThunk ��� �     ������������     ����������������     

RVA = 44E6DB – 40000 = 4E6DB - > DB E6 04 00 

 

 

 



 

•�–  M¾�  IMAGE_IMPORT_DESCRIPTOR 0,�  ¿X��  

OriginalFirstThunk = 44E6ED – 400000 = 4E6ED - > ED E6 04 00 

 

Time/ Date Stamp and ForwaderChain = Zero 

 

Name: 4E6CD - > CD E6 04 00 

 

FirstThunk:4E6F5 - > F5 E6 04 00 

 

IMAGE_IMPORT_DESCRIPTOR 0,�  ¿X5�  %B.  BC  ºgR  E'�� . 

 

 

0044E5F1 R  CALL DWORD PTR[ 44E6F5]  �  E'��  

0044E5F7 R  JMP 004015A0 �  E'�� . 

 

E'�  k
R  firefox2- 4.exe �  ���� . ��  s�  'cÀ>�  �ÁIÂ�/  dll �  

Inject �I  'cÀ>�  ¡!5  �/R  †  E  7R  s�� . 

 

 
Password : 0128793089 



 

����������������  :  :  :  : ““““Windows Windows Windows Windows � !� !� !� !     "#$%&"#$%&"#$%&"#$%&     '�	'�	'�	'�	     ()()()() ””””    �*+,-�*+,-�*+,-�*+,-     ./0./0./0./0     1111     

���2���2���2���2  :  :  :  : http:/ /www.openrce.org/ referencehttp:/ /www.openrce.org/ referencehttp:/ /www.openrce.org/ referencehttp:/ /www.openrce.org/ reference_library/ files/ refe rence/PE%20Format.pdf_library/ files/ reference/PE%20Format.pdf_library/ files/ reference/PE%20Format.pdf_library/ files/ reference/PE%20Format.pdf     

 


