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PEB.NtGlobalFlag

PEB2 BeingDebugged Zcdi
NtGlobalFlage PEB2ZFE 0x68

ol o2 RUALH.

< X0l

+@x@4c ReadOnlySharedMemoryBase
+B3xB58 ReadOnlySharedMemoryHeap
+Bx@54 ReadOnlyStaticServerData
+Ax@58 AnsiCodePageData Ptr32
+Ax05¢c OemCodePagelata : Ptpd2
+@xB6H@ UnicodeCaszeTableData Pt

Uint4B
BRBTE
+Ax@78 He Uint
+BxB7c HeapSegmentCommit Uint4
+AxA8HA HeapDeCommitTotalFreeThre
+Ax@84 HeapDeCommitFreeBlockThre
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.386

.model flat, stdcall
option casemap :none ; case sensitive
include c:Wmasm32WincludeWwindows.inc
include c:Wmasm32WincludeWuser32.inc
include c:Wmasm32WincludeWkernel32.inc
includelib c:Wmasm32WlibWuser32.lib
includelib c:Wmasm32WlibWkernel32.lib

.data

DbgNotFoundTitle db "Debugger status:",0h
DbgFoundTitle db "Debugger status:",0h
DbgNotFoundText db "Debugger not found!
DbgFoundText db "Debugger found!",0h
.code

start:

',0h




ASSUME FS:NOTHING

MOV EAX,DWORD PTR FS:[30h]
ADD EAX,68h

MOV EAX,DWORD PTR DS:[EAX]
CMP EAX,70h

JE @DebuggerDetected

PUSH 40h

PUSH offset DbgNotFoundTitle
PUSH offset DbgNotFoundText
PUSH 0

CALL MessageBox

JMP @exit
@DebuggerDetected:

PUSH 30h

PUSH offset DbgFoundTitle
PUSH offset DbgFoundText
PUSH 0

CALL MessageBox

@exit:

PUSH 0
CALL ExitProcess

end start

O{IJIM ASSUME FS:NOTHING Olgt === MIOHE XA g ot= A0l
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Bugfizez | Additional Options |
Additional Options 2 |

AntiDebug | aniiDebug2

— Debug Bits

[ IsDebuggerFresent

Iv HiGlobalFlag [not recommended}
+—HeapFiag

[ ForceFlags
—AnFRDTSE [Driverbased)

| Enable

T Hethod 1 7 et

— Protected Application Environment -

[ SuspendThread
[ Blocklnput
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71 | [ Break on TLS Callback
[ Anbidnt Hardware BP

Ok |  Cancel |  About
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A: kd> dt_]

+AxA@8A@ InheritediddresszSpace = UChar

+AxA@1 ReadlmageFileExecOptions : UChar

+@xB82 BeingDebugged : UChar

+AxA@3 SpareBool UChar

+BxBB4 Mutant Ptr»32 Uoid

+Ax008 ImageBasefddres Pt»32 Uoid

+Axf@Bc Ldw Pt»32 _PEB_LDR_DATA

+Bx0@18 ProcessParameters - Pty32 _RTL_USER_PROCESS_PARAMETERS

FPxEid SubSystenmlata For3Z Void

+Ax@18 ProcessHeap Ptr3d2 Uoid

+WxWlc FastPebhLock Ftr3Z _HIL_CHRITICAL_SECTION

+A 4 FastPebLockRoutine = Pt»32 Uoid

+3 4 FastPebUnlockRoutin F 2 Uoid
EnvironmentUpdateCount = Uint4B
KernelCallbackTable = Ptr32 Uoid

A Entry _HEAP_ENTRY
s ignature Uint<1B
Flags Uint4B
+@x@d@1@ ForceFlags Uint4B
+@x@14 UirtwalMemoruyThrezhold : Uint4B
+AxB18 SegmentReserve : Uint4B
+Bxflic SegmentCommit : Uint4B
Ax@20 DeCommitFreeBlockThresho ld Uint4B
+@x024 DeCommitTotalFreeThreshold Uint4B
+Ax@28 TotalFreeSize : Uint4B

CtSE Process_Heap Code £Z0I|LCt.

.386
.model flat, stdcall
option casemap :none ; case sensitive

include c:Wmasm32WincludeWwindows.inc
include c:Wmasm32WincludeWuser32.inc
include c:Wmasm32WincludeWkernel32.inc

includelib c:¥Wmasm32WlibWuser32.lib
includelib c:Wmasm32WlibWkernel32.lib

.data




DbgNotFoundTitle db "Debugger status:",0h
DbgFoundTitle db "Debugger status:",0h
DbgNotFoundText db "Debugger not found!",0h
DbgFoundText db "Debugger found!",0h

.code

start:

ASSUME FS:NOTHING

MOV EAX,DWORD PTR FS:[18h] ;TEB

MOV EAX,DWORD PTR [EAX+30h] ;PEB

MOV EAX,DWORD PTR[EAX+18h] ;Process_Heap
CMP DWORD PTR DS:[EAX+10h],0 ;Force_Flags
JNE @DebuggerDetected

MOV EAX,DWORD PTR FS:[18h] :TEB

MOV EAX,DWORD PTR [EAX+30h] ;PEB

MOV EAX,DWORD PTR[EAX+18h] ;Process_Heap
CMP DWORD PTR DS:[EAX+0ch],2 ;Force_Flags
JNE @DebuggerDetected

PUSH 40h

PUSH offset DbgNotFoundTitle
PUSH offset DbgNotFoundText
PUSH 0

CALL MessageBox

JMP @exit
@DebuggerDetected:

PUSH 30h

PUSH offset DbgFoundTitle
PUSH offset DbgFoundText
PUSH 0

CALL MessageBox

@exit:

PUSH 0
CALL ExitProcess

end start
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CtE& Olly Advanced HeapFlag,ForceFlags & £ =0I|Ct.

Olly &dvanced 1.26 Beta 12

Bugfives |  Addiional Options |
Additional Options 2 |
AntiDebug | AntiDebug2

— Debug Bits
[T IsDebuggePresent

= NiGlobalFlag [not recommended)
¥ HeapFlags
I¥ FoiceFlags
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CtS2 NtQuerylnformationProcess Code £&0I|CF.

.386
.model flat, stdcall
option casemap :none ; case sensitive

include c:Wmasm32WincludeWwindows.inc
include c:Wmasm32WincludeWuser32.inc
include c:Wmasm32WincludeWkernel32.inc

includelib c:¥Wmasm32WlibWuser32.lib
includelib c:Wmasm32WlibWkernel32.lib

.data
DbgNotFoundTitle db "Debugger status:",0h




DbgFoundTitle db "Debugger status:",0h
DbgNotFoundText db "Debugger not found!",0h
DbgFoundText db "Debugger found!",0h
ntdll db "ntdll.dll",0h
zwaip db "NtQuerylnformationProcess",0h
.data?
NtAddr dd ?
MinusOne dd ?
.code

start:

MOV [MinusOne],0FFFFFFFFh

PUSH offset ntdll ;ntdll.dll
CALL LoadLibrary

PUSH offset zwaip ;NtQuerylnformationProcess
PUSH EAX
CALL GetProcAddress

MOV [NtAddr],EAX

MOV EAX,offset MinusOne
PUSH EAX
MOV EBX,ESP

PUSH 0

PUSH 4

PUSH EBX

PUSH 7

PUSH DWORD PTR[EAX]
CALL [NtAddr]

POP EAX

TEST EAX,EAX
JNE @DebuggerDetected

PUSH 40h

PUSH offset DbgNotFoundTitle
PUSH offset DbgNotFoundText
PUSH 0

CALL MessageBox




JMP @exit
@DebuggerDetected:

PUSH 30h

PUSH offset DbgFoundTitle
PUSH offset DbgFoundText
PUSH 0

CALL MessageBox

@exit:

PUSH 0
CALL ExitProcess

end start
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NtQuerylnformationProces <3l
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Debugger Interrupts

£y Ln Forsar lonProcesa™

E_RFFLNOORL

O &S CIHAHIF LSl AZE B0|3 EOIES 28giddD & [ INT3(0xcc)E &g &2
E M =30l ECh AHEEHI 80| e L2 = dlA™eIr Lo HCh= 20I0ICH otXIg
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.386
.model flat, stdcall
option casemap :none ; case sensitive
include c:Wmasm32WincludeWwindows.inc
include c:Wmasm32WincludeWuser32.inc
include c:Wmasm32WincludeWkernel32.inc

includelib c:¥Wmasm32WlibWuser32.lib
includelib c:Wmasm32WlibWkernel32.lib

.data

msgTitle db "Execution status:",0h




msgText! db "No debugger detected!",0h
msgText2 db "Debugger detected!",0h
.code

start:

ASSUME FS:NOTHING
PUSH offset @Check
PUSH FS:[0]

MOV FS:[0],ESP

, Exception
INT 3h

PUSH 30h

PUSH offset msgTitle
PUSH offset msgText2
PUSH 0

CALL MessageBox

PUSH 0
CALL ExitProcess

; SEH handleing
@Check:

POP FS:[0]
ADD ESP.4

PUSH 40h

PUSH offset msgTitle
PUSH offset msgText1
PUSH 0

CALL MessageBox

PUSH 0
CALL ExitProcess

end start
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5.2 Debug Interrupts £33l

S3| Y Aottt SclilA Y s&E0l 28 INT 3 & 2= I RAIGHA &) SEH
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E Debugging options

Commands | Disasm | CPU | Registers | Stack | &nalysis 1 | Analysis 2 | &nalysis 3 |
Secuity | Debug | Events  Ewceplions ] Trace | SFX | Stings | Addresses |

[ Igrnore memoany access violations in KERMEL32

Ignore [pass to program] following exceptions:
| ¥ INT3 breaks
[T Single-ztep break
I Memary access vialation
[ Integer divizion by 0
[ Irwealid or privileged instruction
[~ A&l FPU exceptions

[T lgnore alzo following custom exceptions of ranges:;
00000000 .. FFFFFFFF Add last excention 1

Add range ]

Delete selection ]

CIS 20| 23 E olH =0 Exception HandleZ WA= FEl(Exception Handle € &&0ot
= RENS 2 4+ UL



— [CPU - main thread, module ntdll]

@Eile Hiew D_el:nug E,Iugins Dpliuns Lﬁﬁindnw l;lelp

TL92EAF: FUSH ECH
TLC93ERF4 53 FUUSH EBX
FLCS2EAFE E2 CY2CazEA CALE ntdll.7Co&e77C1
FLCS2ERFA BACE OF AL.AL
TC92ERFC |~ 74 @8c JE SHDHT ntdl l.7C92EEBBA
YLC92ERFE =1 FOF EEA
FLC92ERFF =3 FOF ECA
?Cg EEHZ"?'i [515] FUSH @
1 FLSH ECK
11EEFFFF L ntdll.ZwCont inue
FLOSEERS E BB JHMF SHORT ntdll.PC92EELE
YC92ERBR B EE=
FC92EEBE Ea FOF ECH
rLC92EBBC &A BE FUSH &
TLC93EEBBE 51 FUSH ECH
7C92ERGF | G3 PLSH EEY
TCOSERLG E& 20OFFFFFF CALE ntdll.fwRaiseErcept ion
FC93EEIS | =304 EC HOD ESP 13
=] 296424 B‘]EHUﬁﬂ FTR §B= [EESE . EFIH
Crd424 B4 B1080860 HI:IU ORD F’TR S: [ESF+41,
25 [ s ][5 R 551 CESP+BT, EEN
CP4424 10 20222880 HDU DWORD FTR =5 I:EEF'H.B&

v EEZV
YC9SEBEF 54 FUSH ESF
TC'3SEEZH ES Yra@anaaag CALL ntdll Rt IRaiseExcept ion
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