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Abstract

As new malware constantly emerges, and the attacking and disguising techniques gets more complicated,
it’s great challenge to secure user data against threat from these malware. It’s a common process to collect
and analysis various malware for further detection. There has been some research on malware collector and
analyzer, but deficit also exists. Recently, automatic collection and analysis techniques of malware has been
a hot topic. While the existing researches is insufficient in view of evaluation on accuracy and
performance. In this paper, we proposed the indices to evaluate the accuracy and performance of automatic
malware collecting and analyzing techniques. Moreover, we proposed a framework corresponding to the
evaluation indices.
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[Table 1] Appling Evaluation Index on Performance

A% . AT A2H Bl At ERE
A .
a7 A 24 $8¢9) 3753}
Internet Malware
O X X X
Collecting System|[3]
Monkey-Spider([4] X x O x
ZASMIN[15] O x O x
SplitScreen[16] O O x O
Inspector Gadjet[17] x x O O




pya= 75 W HA ) GIAE A

[ 2] BAAE A8 - A2

[Table 2] Appling Evaluation Index on Accuracy(1)

AR g9 54 A =2 4 23 e EHA B
AT Lla = A LE AEITHA SE
Internet Malware
O X X X
Collecting System|[3]
Monkey-Spider[4] O O O O
ZASMIN[15] O O O A
SplitScreen[16] O x O O
Inspector Gadjet[17] O O O O

[3 3] B/ A8 - A84(©2)

[Table 3] Appling Evaluation Index on Accuracy(2)

AE | == +7 [FH R Pa|  wW=v | obgsc pp | AN 2P
AT A2 Ty et Z2A2 24 DB &4
et v | : 0 : :
Monkey-Spider[4] O x O O x
ZASMIN[15] - x O O X
SplitScreen[16] : O 0 O x
Inspector Gadjet[17] - x O O x
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White-list DB 2 oM F=9] AHE ¥ 88l 9l Black-list DB7F 2% ZEolA IHHS ¢
omM AA dAE AR o= 7 FHHY e MIAEE FH FHA ¥=H T
ok oz, A4 9d A FHEHA @A oM AR F7re] meAdS A TIE Aotk
SMJFER JilEHE Y-S BATIA AA B4 54 B4 o] FaEnh A BAdA = A
EE Z29 aY2[68], T4 TF T E[11], API WIE[19] 53 o] oI vehd 5
JE QAES BAE) B4 BEAos 9 PR AED, TEAA YEYT BE PYsS 7
e Feth o A4 24 9 54 2AS B8 718 I fAEE Alktsiar A
& st 72+ Mg ss FYs HE ERe, E57F B7bsE A4S =S DBl At &
71 Ade A dEet A4E DBol BRIF dYH™, 58] White-list DB7F SEFE &
4 QFr(False Positive)= FHAA7| 25 gt}

M B-filter W-filter w
/ Analyzer i \

Static Dynamic
API Control Flow . .
Frequency Graph File Registry Process
Function | Extended Network | - Extended
Call Graph Component Component
> Similarity Similarity
L. Analysis Result ,J

(29 1] Aljlsk= Zad9ae] A4 S5%

[Fig. 1] The Overview of Proposed Framework
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