


What is Cloud Computing?
· I had to look it up

·) ÈÅÁÒ ÁÂÏÕÔ ÉÔ Á ÌÏÔȟ ÂÕÔ ) ÄÏÎȭÔ ÈÁÖÅ Á ÃÌÅÁÒ ÃÏÎÃÅÐÔ ÏÆ ×ÈÁÔ ÉÔ 
is

·Straight to the Wiki!

·Ȱ#ÌÏÕÄ ÃÏÍÐÕÔÉÎÇis Internet-based computing, whereby 
shared resources, software and information are provided to 
computers and other devices on-demand, like a public 
ÕÔÉÌÉÔÙȢȱ

·) ÇÅÔ ÉÔȣ )Ô ÉÓ ÌÉËÅ Á Bot-Net!

·Based on Vendor Information it looks like it is going to 
make me irrelevant 

http://en.wikipedia.org/wiki/Internet
http://en.wikipedia.org/wiki/Computing


But What is it?

· Ȱ)Ô ÉÓ Á ÐÁÒÁÄÉÇÍ ÓÈÉÆÔȢȢȱ  /È ÏÈȣ  4ÈÉÓ ÉÓ ÇÏÉÎÇ ÔÏ ÂÅ ÇÏÏÄ.

· It is a paradigm shift following the mainframe and client-server shifts that preceded it. 

Details are abstracted from the users who no longer have need of, 
expertise in, or control over the technology infrastructure "in the cloud" that 

supports them.[1] Cloud computing describes a new supplement, consumption 
and delivery model for IT services based on the Internet, and it typically involves 

the provision of dynamically scalable and often virtualized resources as a service over the 

Internet.[2][3] It is a byproduct and consequence of the ease-of-access to 
remote computing sites provided by the Internet.[4]

· The term cloud is used as a metaphor for the Internet, based on the cloud drawing 

used in the past to represent the telephone network [5], and later to depict the Internet in computer 
network diagrams as an abstraction of the underlying infrastructure it represents.[6] Typical cloud 
computing providers deliver common business applications online which are accessed from a web 
browser, while the software and data are stored on servers.



I Am Letting Wikipedia Write All 
of My Presentations!

·Security could improve due to centralization of data[35], 
increased security-focused resources, etc., but concerns 
can persist about loss of control over certain sensitive 
data, and the lack of security for stored kernels[36]. 
Security is often as good as or better than under 
traditional systems, in part because providers are able to 
devote resources to solving security issues that many 
customers cannot afford.[37]Providers typically log 
accesses, but accessing the audit logsthemselves can be 
difficult or impossible. Furthermore, the complexity of 
security is greatly increased when data is distributed over 
a wider area and / or number of devices.

http://en.wikipedia.org/wiki/Computer_security
http://en.wikipedia.org/wiki/Cloud_computing
http://en.wikipedia.org/wiki/Cloud_computing
http://en.wikipedia.org/wiki/Cloud_computing
http://en.wikipedia.org/wiki/Audit_log


Looking Forward To 
Unemployment?



But Wait!!!
$ÉÄ ÔÈÅÙ ÓÁÙ Ȱ)ÎÔÅÒÎÅÔȱ

·Ȱ4ÈÅ ÔÅÒÍ cloudÉÓ ÕÓÅÄ ÁÓ Á ÍÅÔÁÐÈÏÒ ÆÏÒ ÔÈÅ )ÎÔÅÒÎÅÔȢȱ

·But the Internet is Evil!!

·How can this be so?



Lets set the stage..
·We have to know who it is we are working with

·Who are the people we are defending?

·Who is attacking? 

·What are their capabilities?

·What are their means?

·What are the tools we have to defend ourselves?

·Who is on our side?



Your Users
·4ÈÅÙ ÁÒÅ ÔÒÙÉÎÇ ÔÏ ÇÏ ÐÌÁÃÅÓ ÔÈÅÙ ÓÈÏÕÌÄÎȭÔ

·Security is not a major concern

· They never get into trouble

·Ȱ)Ô ×ÁÓ ÊÕÓÔ Á ÐÏÐ-ÕÐȦȱ

·4ÈÅÙ ȰÔÈÉÎËȱ ÔÈÅÙ ËÎÏ× ×ÈÁÔ ÉÔ ×ÏÕÌÄ ÌÏÏË ÌÉËÅ ÉÆ ÔÈÅÙ ×ÅÒÅ 
attacked.

·No skull and crossbones? Good to go!

·9ÏÕ ȰÔÈÉÎËȱ ÔÈÅÙ ÁÒÅ ȰÓÔÕÐÉÄȱ

·Are they?



Granny Max
·Loves to gamble

·Likes Polka Dots

·,ÉËÅÓ ÁÎÙÔÈÉÎÇ ×ÉÔÈ Ȱ0ÏÌËÁȱ 
in it

·Thinks the CD tray is a 
coaster

·Collects Gnomes

·Bypasses your outbound 
web filters buy using a third 
party anonymizingproxy 



0ÈÉÌȣ &ÒÏÍ !ÃÃÏÕÎÔÉÎÇ
·7ÏÒËÓ ×ÉÔÈ ÎÕÍÂÅÒÓȣ

· ... and Terabytes of Porn!

·(ÁÓ Á ȰÓÌÉÇÈÔȱ ÐÒÏÂÌÅÍ

· Does not get along with 
Granny Max

· Hates cats

· Bypasses your filtering 
by using a SSH tunnel 
through his home system



4ÈÅ Ȱ!ÖÅÒÁÇÅȱ 5ÓÅÒÓ
· $ÏÅÓ ÎÏÔ ÇÁÍÂÌÅȣ
· ȣ ÁÔ ×ÏÒË

· $ÏÅÓ ÎÏÔ ÓÕÒÆ ÐÏÒÎȣ
· ȣȢÁÔ ×ÏÒË

· Likes: Facebook, YouTube, 
Politics, eBay, Googling, Fantasy 
football, Fark, Drudge Report, 
the Huffington Post, CNN, 
Amazon

· Dislikes: Web filters

· Quickly becoming friends with 
Phil and Gran Max to learn ways 
to bypass your filtering 



The Bad Guys
·Motivated

·Can you imagine theirHR 
department?

·Wicked skilled (more on 
this later)

·They either own or infect 
many of the sites your 
ÍÏÒÅ ȰÉÎÔÅÒÅÓÔÉÎÇȱ ÕÓÅÒÓ 
are going to

The Bobs



The Cloud
·4ÈÅ )ÎÔÅÒÎÅÔ ÉÓ ÂÉÇȣ

·ȣ ÒÅÁÌÌÙ ÂÉÇ

·You just won't believe how 
vastly hugely 
mindbogginglybig it is...

·Most of it is worthless.. 
and Evil!

·Many of your users will 
not stop clicking until they 
visit every site



"ÁÃË ÔÏ ÔÈÅ .ÉÎÊÁÓȣ
·4ÈÏÓÅ ȰÄÅÆÅÎÓÅÓȱ ÙÏÕ ÈÁÖÅȩ

· Yea, about those

·Antivirus

·Can be bypassed easily

·SSL can be use against you

· and can be stripped off

· IDS/IPS can be bypassed

·"ÕÔ ÉÔ ÉÓ ÃÏÏÌ ÒÉÇÈÔȩ  "ÅÃÁÕÓÅȣȣȢȢ



4ÈÅÓÅ ÇÕÙÓ ÁÒÅ ȰÏÎ ÙÏÕÒ ÓÉÄÅȱ



Ninja Evil #1: AV
· Last time I was out we bypassed AV with Metasploit

· One of you ratted me out

· Either that, or I could blame my father..

· Lets blame my father

· Now 6 out of about 40 AV Vendors consistently catch Metasploit 
Virus payloads

· )Î ȢÅØÅ ÆÏÒÍȣ  4ÈÅÙ ÓÔÉÌÌ ÄÏÎȭÔ ÃÁÔÃÈ ÔÈÅ ×ÏÒÄ ÄÏÃÓȟ *ÁÖÁȟ 
Javascriptȟ #ȟ 2Á×ȟ ÏÒ ȰÏÔÈÅÒȱ ÅÎÃÏÄÉÎÇÓ

·Uppercase

· In-ÆÁÃÔȣ 4ÈÅÙ ÄÏÎȭÔ ȰÃÁÔÃÈȱ ÔÈÅ ÍÁÌ×ÁÒÅȣ 4ÈÅÙ ÃÁÔÃÈ ÔÈÅ ȢÅØÅ 
template

· But we have covered that



·Polypackis a Ninjas friend 

·Polypackwill automagiclypack your executable 
with 10 packers and check them against 10 major 
AV vendors 

·You can then download the one that bypasses the 
AV of your choice!!!

·The angry calls to AV vendors will continue!!

·9ÏÕ ×ÉÌÌ ÈÁÖÅ ÔÏ ÒÅÇÉÓÔÅÒȣ "ÕÔ *ÏÎ ÉÓ ÒÅÁÌÌÙ ÃÏÏÌ









Ninja Evil #2: SSLStrip
·Another great tool from Moxie Marlinspike

·This tool strips away SSL from the end user

·Hence the name

·The HTTPS will become HTTP

·No negative feedback to the user

·The vast number of users will not notice

· Even the very paranoid ones

·We need to use a tool like dsniff to hijack the traffic and a 
tool like iptablesto redirect the traffic to where sslstripis 
waiting



SSLStrip Walkthrough

Get your targets IP and Gateway



SSL Strip



SSLStrip: Iptables



SSLStrip: arpspoof



SSLStrip: Got one!

·Now a user would surf to http://gmail.comand try to log 
in!

http://gmail.com


SSLStrip: Checking the logs

Looks like we got some data!!!


