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Regular expressions
Case reporting



Regular expression sets

Sets define a range of characters
A set is delimited by brackets '[' and ']’

FTK matches any single character that is a
member of the given set.
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Character Classes

matches anything !

\w matches words (string)
\d matches decimal digits
\- matches the hyphen character
\ X represents a HEX character
\s and \t matches space and tab characters
\l or \u matches lowercase or uppercase
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Function Groups

Group expressions together example:

The pattern of four digits \d\d\d\d and a pattern ofa '-' or "'
can be combined within '(' and ")’

The square brackets ([ ]) indicate that the next character in the
sequence must be one of the characters listed between the
brackets or escaped characters
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Curley Things

Match an expression or set of expressions an
arbitrary number of times.

Example: (4 digits followed by a '-"or'’)
This (expression) must occur {three times}
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Sample Expressions

\< Start after a non-word character
\> End after a non-word character
? Match 1 or O preceding instances
| This | That
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Editing Expressions

From the
<« FTK Live
| Search Tab

LK Phone Murnber
LIS Phone Murnber
Zredit Card Murmber
Social Security Mumber
IP Address

arm Ex 1

am Ex 2

armn Ex 3

Am Ex 4

JZ Pennew 1

JZ Penney 2
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Am EX 3=
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JC Penney 1=
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INFO2=

I Edit expressions. .. I

>

. - any character

\t - tab

‘s - whitespace character

d - decimal digit - same as [0-9]

“wu - upper case character - same as [A-Z]
Y - lower case character - zame as [a-z]

“wi - word character - same as [a-z4-£0-9 ]

“n - newline character

r - return character

\b - at word boundary
B - not at word boundary

Y - at start of word
> - at end of word

* - at start of line

[*g)

- at end of line
" - at start of file
%' - at end of file

¥ - match previous 0 or 1 times
* - match previous 0 or more times

+ - match previcus 1 or more times
{n} - match previcus n times

{n,}- match previous n or more times

{m,n} - match previcus m to n times

[[:alpha:]] - alpha character

[[:alnum:]] - alpha-numeric character

[[:blankz]] - whitespace except line separator



File

Generating a Report

Edit ‘“jew Ewidence Filker

Export...

Expoark to Image...
Expart File Lisk Infa..,
Export Ward List, .,

Feport,..

iClose

Exit




Report Sections

Report Option
M= Rspnrt Outine Default entries
[¥] = Case Information
B = Bookmarks Label Yalue
[¥l = fraphics AgencyCompany foency/Campany  Yaour City Palice Department
[ = File Paths Irrvestigator's Mame Irvestigator's Mame  Detective Joe Schrmoe
=] = File Properties Address Address 123 Easy Street
[ = Registry Selections Phane Phane 555-521-1234
Fax Fax EEE-123-45678
Email Ernail jschmoe@ycpd, goy
Carnrnents Carmrnents & very inkeresting case
Impart... Expart. ..
P P [ Include File Extensions Add | Femave |
K, | Cancel |

Each section is optional .
Checkmark the sections you want to add to the report.



Case Information

I Report Options

M= R?pnrt Cutline ] Defaulk entries
[¥] = Case Information
[ = Bookmarks Label Walue
[¥] = Graphics .
= Fie Paths Export Sections - artment
[¥] = File Properties | | —
o) ; ; Section narme
EAE Registry Selections : our City, State 00001
Case Information
O araphics
O File Paths
O File Properties i
case
b
Drive, Your City, Stake 00001
u
I Imnport... Export... I
oK | cancel | Add | Femove |
K | Cancel |

Change and add labels as you need
Move field positions by moving entry column
Export and import report settings



Bookmarks — Export & Display

Select one the filters from the list. The empty line at the top of the list lets you
apply no filter to the bookmarks.

Also specify if you want to apply all settings for this bookmark to child files.

I Report Options

[¥l = Report Outline actual Files j Filker
[¥l = Case Information PN —
[¥]l = Bookmarks #lkernate Data Streams n re E_ _
- Graphics Archive File_s . files & include links
[¥l = File Paths Eaa?vibf:ltliw:?n Files & thumbnail For each object
o) - File Properties Checked Files iy these settings to children
[¥] = Registry Selections Decrypted Files ¥

[#]# TMegalFickures

= , | Thumbnail Arrangement
Suspeck Mai

& Mumber of thurnbnails per row

v Include all thurmbnails at end af each bookmark.
seckion

[v croup all file paths at the end of thurmbnails

Sart Opkions. .. | | Colunins. .. |

Apply these settings to children |

(0] 4 | Cancel |




Bookmarks — File Properties

Bl Column Settings

Avwailable Columns Column Templates
w teports; Standard j
+ Disk Image Features lected Col
+ Email Features SEEE el
+ Entropy Stats Mame | Short Mame | Descripkion |
¥ File Status Features Marne Marne The name of the abject if...
% File System Features Physical Size P-Size The physical size {size on ..,
+ Tin-coeciic Fegtures Logical Size L-Size The logical size of the object
R-5p Add == | Created Date  Created The date the objeck was ...
+ All Features Modified Date  Maodified The date the object was ..,
| Accessed D, Accessed The date the object was ...
Path The Full path ko an object
Imnpork. .. | Expart... | |

apply | Cancel |




umbnail Section

B Report Options
[¥]l = Report Outline
[¥] = Case Information
[¥] = Bookmarks
[¥] = Graphics
[¥] = File Paths
[¥] = File Properties
[¥] = Registry Selections
Irmpart... Export. ..

Options
| Export and link full-size graphics ko thumbnails

* Include checked graphics anly
" Include all graphics in the case

Thurnbnail Arrandement

8| Mumber of graphics per row

[ Group all Filenammes at end of report

| Filter

Sort Oplions...

Ik | Cancel




File Management - Path

I Report Options

B(=1E

|=] Report Outline
|=] Case Information
|=| Bookmarks
|=] Graphics
|| File Paths
|=] File Properties
|=] Reaistry Selections

Available Categories

Selected Categories (Check items to export files)

= d Graphics
:

Setkings

Imnport... ] [ Export...

-

s | File Ikems

File Category
) archives
@4 Databases
|=| Documents
=1 Ernail

ﬁ Executable

| Folders

Embedded Graphics

Raster Graphics

Wector and Raster Graphics
Weckor Graphics

—J) InternetChat Files

£ rultimedia

(% O5)File System Files

LN

[ R R

>

[#

[ s i o

1154

| #

= [J% File Cateqory
=-[J#® Other Encryption Files

li-o BestCrvpt

=
=[] g Reaster araphics

Adobe Graphics
Arni Draw

AMI File

Animatic Filrm

A0L Ark

Autodesk 30
Autodesk ARI
Autodesk DWF
Eitrnap

Bitmap Win 98/ 2000

|

b

O, ] [ Cancel




File Management - Properties

Filter
= Repl:url: Cutline
~ Case Information | hd
~ Bookmarks fyailable Categories Selected Categories (Check ikems o export files)
: Gjaph":; +- = Documents - O%, File Categary .
File Paths = . o - " =
: = . +- =] Email O a Presentations
e FroperCies - . "
: ~ Regist P melocti + Executable + Corel Presentations Files
eqgistr ElECans . _—
sty +-|C7) Falders
+ a =lETyTa M Column Settings
+- ) Interne
L.'_:“l Mabile H Available Columns Column Templates
. Common Features w
+-4Ff Multime W= | 2= |
. Disk Image Features oo ol
+4 bk C5[File Email Features
F } Other E Entropy Stats Tlame shart Mame Description
" File Status Features Subject The subject line of the Email...
+ L3 Other K File System Features Mame Mame The name of the object {file...
) " To The TO list, Only sek on Emails
# Zip- Fic Feat
nllllst:epaicL:r:s BAtUres From The FROM address, Only se...
General File Prope oC The CC {Carbon Copey) list. ..
Remove B The BCC (Blind Carbon Cop...
Import,.. Expork, .. Sart Opkions Delivery Time For outgoing mail, the time i...
P P —F' Urread True if the Email is marked a...
Insent True if the Email has nat be...
Move: Up Has attach... True if the Email has at leas..,
Created Date  Created The date the object was cr...
Move Down | Sccessed Date Accessed The date the object was las..,
Modified Date  Madified The date the object was mo...
Item Mumber  Tkem # & number assigned to the o...
File Type Category &n INSO bype ID {or a cust..,
Physical Size  P-Size The physical size {size on di...
Logical Size L-Size The lagical size of the object
Path Path The Full path to an object
Impart... ] [ Export... ] Save
[ Apply l ’ Cancel




Reqistry Selection - Reports

Il Report Options - 10| x|
[F = Report Cutline r I""Zl'-":'I:E Eger g?nerated | sam Files

) . reports (iF any
M= case Information O mantooth32 E01/Partition 1/MANTOOTH [NTFS]i[root]iwindaw, .
| i B':":"““_arks [Ji » Reqistry File Types [ washer 17.E01/Partition 1% ASHER [MTFS]{[root]WINDOWS], .,
[+ | G.raphu:s O+ sam
B = File Paths O software ‘ [ »
[¥] = File Properties i+ svstem
[¥] = Registry Selections

| Safbware Files

O Mantoothsz E01Partition 1/MANTOOTH [NTES] [rook]iwindow. ..
O ‘washer 17.E01/Partition 1/AWASHER [MTES] [root] W INDOMWS) . .

1 | »

| Swstem Files
Mantookth32, E01 Partition 1/MANTOOTH [MTFS]/[root]Windaw. ..
Washer 17.E01/Partition 1/AWASHER [MTFS][raot ]/ INDOWS) . .

Jd | >

Impark, .. Expark, ..

(0] | Cancel I

Mark the box Include user generated reports (if any) if
you have generated Registry Reports using Registry Viewer,
and you want to include them in this report



Report Location

X
Report Folder
CiDocurnents and SettingsiMNick)DeskioptReport Browse. .. I
Language:
-

English {United States)

—Farmats ———— | Export Oplions
[~ poF [ RTF [ Use object identification number For filename
v HTML [ weml W append extension to filename if bad)absent

T we [ DoOCy

—FReport Logo

CDF
[ ¥ Use custom logo graphic

Z:\Documents and

SettingsiMick)DeskkoptDatal&CE Lo

Browse, ..

B

Ik

Zancel




Report Distribution

ePortable Media

eEmail

ePrinted Copy
s

'
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